MuHUCTEPCTBO HAYKH M BbicuIero oopasosanus Poccuiickoii @exepannu
denepanbHOE rOCyAapCTBEHHOE 0I0PKETHOE 00pa30BaTEIbHOE YUPEKIACHIE
BBICIIIETO 00Opa30BaHuUs
AMYPCKHW T'OCYJIAPCTBEHHBI YHUBEPCUTET
(®I'BOY BO «AMI'Y»)

dakynbpTeT cpeaHero MpodeccHoHaILHOTO 00pa30BaHUS
CnemuansHocts  10.02.04 OOGecneuenue wuHGOPMAIMOHHON  0€30MaCHOCTH
TEJIEKOMMYHHUKAITUOHHBIX CUCTEM

JOITYCTUTD K 3AILIUTE

3amecTuTenb AeKaHa 1mo YP
H.B. [{pimykoBa

« » 2026 T.

JUIVIOMHASA PABOTA

Ha TeMy: Pa3paboTka cHCTEMBI 3alTUIIIEHHOTO XpaHEeHUS IAHHBIX

Hcnonaurens

CTyJleHT rpynnsl M221 A.M. KynpusHos
(moamucek, nata)

PyxoBoaureins JI.B. Hukudoposa
(moamuce, nata)

HopMokoHTposib E.A. OcTpoyuiko

(moamucek, nata)

bnarosemienck 2026



MuHUCTEPCTBO HAYKH M BbicuIero oopasosanus Poccuiickoii @exepannu
denepanbHOE rOCyAapCTBEHHOE 0I0PKETHOE 00pa30BaTEIbHOE YUPEKIACHIE
BBICIIIETO 00Opa30BaHuUs
AMYPCKHW T'OCYJIAPCTBEHHBI YHUBEPCUTET
(®I'BOY BO «AMI'Y»)

dakynbTeT cpeaHero mpodeccHoHamTsHOTO 00pa30BaHUS
Crnemmansaocts  10.02.04 - Obecneuenne wWHPOPMAITMOHHOW O€30MACHOCTH
TEJIEKOMMYHHUKAIIMOHHBIX CHCTEM

YTBEPX/IAIO
3aMecTuTENb AeKaHa 1o YP
H.B.
[{pryxoBa
« » 2026 T.
3AJJAHUE
HA JUIIJIOMHYIO PABOTY

Crynent: KynpusnoB Aprém MakcumoBruy

PykoBoautens numioMHoi padotsl: Hukudoposa Jlapuca Bragumuposna

1. Tema gumuioMHOM pabGoThl: Pa3paboTka CUCTEMBbI 3aIUIIEHHOIO XPAHEHUS
JTAHHBIX

yTBepxkaAeHa npuka3zoM Ne 777-yu ot 03.04.2026 r.

2. Cpok cnaum auruioMHou padotsl: 08.06.2026 r.

3. Ucxonnwsie naHHble K aurmiomMHOM — pabote: HIIA, ydebnas nureparypa,
Hay4Hble cTaThu, cTaHaapThl RFC, qokyMeHTanus K TEXHOIOTUSIM

4. ConeprkaHue TUILTTIOMHOUM paOOTHI:

B pamkax HamucaHus TUTUIOMHOW paOOThI OCYIIECTBUTH JETATHHYIO pa3padOTKy
CJIEIYIOLIUX BOIPOCOB:

1. Pa3paboTka 3alIMILIEHHOW CHUCTEMBl XPAaHEHHs NAHHBIX C HCIOJb30BaHUEM
COBPEMEHHBIX KPHUINTOrpaPUUYECKUX aJrOPUTMOB M MEXAHU3MOB YIIPABIICHUS
KJIF0YaMu

2. [IlpoextupoBanue u peanusanus HHTEPPENUCOB sl B3aUMOJCUCTBUS C
CUCTEMOM, BKJIIOUas oOecrieueHue ayTeHTHUUKAIUU, MUOPOBaHUS U KOHTPOJS
JNOCTYTIA K JAHHBIM.

5. [lepeyenr MaTepuanoB MPUIIOKEHUS: B Cllydae HEOOXOJUMOCTH MPEIOCTABUTH
COOTBETCTBYIOIINE TEME TUIIIIOMHON PaOOThI MPUITOKEHHUS.

6. Jlata Beimauu 3aganus 12.01.2026 r.

PykoBoauTenb TUMIOMHON paOOThI Hukudoposa JI.B.
3agaHue TPUHAT K HCIIOJIHEHUIO Kynpusuaos A.M.




PE®EPAT
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KPUIITOI'PA®YA, HIMPPOBAHUE, PASPABOTKA, PYTHON, API

B pabote pazpaborana mporpamMma, IeHTpaIU3yIOIIas IPOIECC YIPaBICHUS
CEKPETHBIMU JaHHBIMH, UCIIOJIb3YIOIIAs ITEPEOBBIC AITOPUTMBI Ay TEHTUPUITUPOBAH-
HOTO MU POBAHUS.

[enpro JaHHON JUTUIOMHOM paOOTHI SIBISIETCS aHATIU3 CYIIECTBYIOIIUX allTOPUT-
MOB ayTEeHTHU()HUITUPOBAHHOTO MIM(GPOBAHUS, BHIOOP MOIXOIAIINX B paMKaxX JTaHHOU
paboThI, aHAJIU3 CYIIECTBYIOIIUX HA PHIHKE PEIICHUM, PEIIAOIINX TOX0XKHE 3a/1auH,
COCTaBJICHUE TEXHUUECKOTO 33/IaHUs Ha pa3padOTKYy, BEIOOP MOAXOSIIUX TEXHOIOTHIMA
TSl pa3paOOTKH, aHATIU3 MOJICNH YyIpo3, pa3padotka I10, u ero TectupoBaHue.

AKTyalbHOCTh JaHHON pabOTHI 3aKITI0YAETCS B HEOOXOIUMOCTH YIIPABJICHUS
CEKpPETHBIMU JTAHHBIMH, TaKUMU Kak API-kitoun, TOKEHBI, TAPOJIU B OKPY>KEHUU
COBpPEMEHHBIX MpuiiokeHu. Ha qaHHBII MOMEHT OOJBITMHCTBO KOMaH 1 pa3pabOTKU
UCIIOJIB3YIOT TTOAXO0/T IEPEMEHHBIX OKPYKEHHUS JIJIsI YIIPABJICHUS CEKpPEeTaMU, OHAKO
ATOT MOJXO/1 B ONMPEACICHHBIX CUTyallUsIX MPEACTABISAECT PUCKU JIJI1 YTEUKHU JAHHBIX,
a TakKe MpHU OOJIBIIIOM KOJIMYECTBE CEKPETHBIX JJAHHBIX YIIPABICHUE UMU B (paitimax
«.envy He Bcera ABIsAeTCsS YI0OHBIM.

Jist pettienus 3TUx npooJieM B paMKax JaHHOU paboThl ObLT pa3paboTaH CEPBUC,
peau3yIomui MOACTbh KOHBEPTHOTO MHUGPOBAHUS, IIEHTPAIU3YIOIIHNI yIIpaBICHHUE
CEKPETHBIMH JIAHHBIMH Yepe3 HHTeP(Eeiic KOMaHTHOW CTPOKH, U BBIJAIOIIHNHN TaHHBIC
o BeO-API.
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BBEJIEHUE

ITo mepe pocta 06béMa 1 poBOIH HHPOPMAIIUHA U KOJIHIECTBA MPUKIATHBIX
CEpBUCOB, BAYKHOCTh OE€30M1ACHOT0 XPAHEHUSI IAHHBIX, & TAKKE BO3MOYKHOCTH KOHTPO-
JIs1 ToCTyNa K 3T0M uH(OpMaIiK, CTAaHOBUTCS YPE3BbIYANHO BHICOKOW. D (PeKTUBHBIC
CUCTEMBbI O€30MaCHOCTHU JOJIKHBI YUUTHIBATh KaK KPUNTOrpaUuecKyo CTOMKOCTh
JITOPUTMOB, TaK U HaJIJIeKalllee yIpaBIeHUE KU3HEHHBIM [IUKIOM KITIOUEH, TPOBEPKY
M0JIb30BATENbCKOTO BBOJIa, KOHTPOJIb JIOCTyNla M MOBTOPSIEMBI ONEpaliMOHHBIN
nporecc. OcoOyro 03a004EHHOCTh BBI3BIBAET BOMPOC O TOM, KaK OOBEIUHUTH
TpeOOBAHMSI TUX PA3PO3HEHHBIX CUCTEM B €JMHOE IPOTPaMMHOE PelieHIE, KOTOPOE
MOKHO 3()(PEeKTUBHO HCIIOJIH30BaTh HAa IPAKTHUKE, a TAKKE MaCIITAOMPOBATH IS
OyIymmx 3aaad.

B coBpeMeHHbIX cpefiax pa3paboTKu KOMaHIbl OJHOBPEMEHHO JOJIKHBI MO/I-
JEP)KUBATh HECKOJIBKO CPEJl;: JIOKAIbHBIE, TECTOBBIC, IKCIUTyaTallMOHHBIEe. Bo Bcex
HUX LHUPKYJIHPYIOT YyBCTBUTEIIbHBIE JAHHBIE, TAKUE KaK:

- KIIIOYH MHU(PPOBAHUS;
- ToKeHbl AP] BHEIHUX CEPBUCOB;
- JTaHHBIE MOJIb30BATEIICH.

[Tpu oTCyTCTBMM MEXaHHW3Ma YIPABICHUS CEKPETHHBIMU JAHHBIMHU BO3SHUKAIOT
CIEAYIOIINE MPOOIEMBI:

- CEKpEeThl XpaHATCs B pailiiax «.envy», KOHPUTYPALUOHHBIX (ailiax, CKpuIl-
TaX, YTO MOBBIMIAET PUCK YTECUKU;

- KJIFOYH KOMUPYIOTCS BPYYHYIO, U3-32 YETO MOSIBISIOTCS TPOOJIEMBI C KOH-
TPOJIEM BEPCUEHN KITFOUEH;

- mpouecchl mudpoBanus U Aemn(HPOBAHUS BBITOIHIIOTCS HEKOHCUCTEHTHO,
YTO MPUBOJUT K OIIMOKAM MHTETPALIHii;

- CJIOXHO OTCJIEKHUBATh KTO, KOT/a, U MPU KaKUX 00CTOSATEIHCTBAX MOTYYUIT
JOCTYI K JaHHBIM.

[Tpu pa3paboTKe 3TO MPUBOUT K CHIPKEHUIO CKOPOCTH BHEAPEHUS H3MEHEHUH U
POCTY KOJIMYECTBA MHIUACHTOB ITPU B3aUMOJICHCTBIM KOMaH[ pa3zpadotku 1 DevOps.
Jlns cpen AKCIuTyaTaluy 3TO CO3JaeT PUCKU KOMIIPOMETAIIMU JTaHHBIX, IPOCTOS
CEPBHUCOB U HapyIIEHUN TpeOOBaHUI PEryIsiTOPOB.

B c¢Bsi3u ¢ 3THM BO3HHKAET HEOOXOUMOCTh B PEIIEHUH, KOTOPOE:

- CTaHJAAPTU3HUPYET ONEPALNHU C JaHHBIMU;

- TO3BOJISIET YHU(ULUPOBATH padOTy C ITaHHBIMH B pa3HbIX Cpeaax;
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- oOecrnieunBaet ynooubiit APl st pa3paboTunkoB.

Lenp nanHO# paboOThl — pa3paboTKa MPOrPaMMHOIO PELISHUs ISl IEHTpa-
JIM30BAHHOTO YIIPABJIEHUS KJIIOYaMH, 00eCleurBarouiero 0e30nacHoe XpaHeHue,
MOBTOPHOE MU(POBAHUE U MTPEAOCTABICHUE 3alIM(DPPOBAHHBIX TAHHBIX.

JI 1OCTHXKEHUS YKA3aHHOM LEJIM PEMIAIOTCA CIEIYIOIINE 3a/1a4u:

- W3YYUTh COBPEMEHHbIE aJITOPUTMBbI IU(POBAHUS U BEIOPATH MOAXOASIINE
JUISl JTAaHHOTO MPOEKTA;

- MPOAHAIU3UPOBAThH CYIIECTBYIOLIUE PEIICHUS HA PHIHKE;

- COCTaBUTH (PYHKIIMOHAIbHBIE U HEPYHKIIMOHATIbHBIE TPEOOBAHUS K CUCTEME;

- CHPOEKTHPOBATH MOJIEb JAHHBIX MPUIOKEHUS;

- BBIOpATh MOAXOIAIIUN TEXHOJIOTHUECKHUH CTEK ISl IPUIIOKEHHUS,

- MPOAHAIU3UPOBATH MOJENb YIPO3 NPHUIIOKEHUS;

- pazpaboTtaTh IpOrpamMmy;

- pa3paboTaTh MOIYJIM TECTUPOBAHUS IPOTPAMMBI.

Pa3paboTaHHbIl B paMKax 3TOW IUIIOMHON pabOTHI MTPOEKT MOCBSIIEH pa3-
paboTKe mporpaMMHOTO TpriiokeHus «Vaulty, koTopoe obecrnieurBaeT 0e301acHoe
yIpaBIICHUE KIIIOUaMU U 00paboTKy NaHHbIX. [[punoxenue OyaeT umets HHTEpdeiic
KOMaHJHOM CTPOKH JJIsl aIMUHUCTpUpOBaHus, Be0-API nns npegocrapneHus 1aHHbIX
MIOCJIE COOTBETCTBYIOILIEH aBTOPU3ALMU, MOJYJIb KPUIITOIpapUUYECKUX Oonepauui
U YPOBEHb XPAHEHUS, UCTIOIB3YIOIINI PENSIIIMOHHYI0 0a3y JaHHbIX. [Ipunoxenue
UCnoJib3yeT coBpeMeHHbie anroputMbl AEAD («AES-128-GCM», «AES-256-GCM»
u «ChaCha20-Poly1305») nis obecnieueHrs KOHOUACHIIUAIBHOCTH U 1IEIOCTHOCTH
JTAHHBIX.

OnaHUM U3 KIIOYEBBIX MPUHIUIIOB IIPOECKTUPOBAHUS SIBIISIETCS pa3/ielICHUE
poueit kimtoueit. Hanpumep, rnasusbiil kimou (KEK) Hukorga ne xpanutcst B 6ase
JAHHBIX, a MPEJIOCTABISETCS CpeAe, B KOTOPOW MPOUCXOIUT OIEpalus, B BUJIE
31 (pPOBAHHOTO (YIIAKOBAaHHOTO) 3HAYCHUS.

[Ipu sToM 115t mmdpoBaHus TaHHBIX UCTOJIB3YETCs APYroi Kiod (K04
mudpoBanus naHabX, DEK).

Takas apxuTeKkTypa pa3IeiacHus poJiey KIoYer OrpaHUINBAET NOTCHIIMAIBHY IO
ySI3BUMOCTD JIJII KOMIIPOMETAIIMU KaK TJIABHOTO KIJI0Ya, TaK U 3aliu(pOBaHHBIX
3HAYEHUU, XpAHAUIMXCA B 0a3e JaHHBIX, U COOTBETCTBYET OCHOBHBIM MPUHLIHUIAM

0C30I1aCHBIX CUCTEM YIIPpaBJICHUA KIIFOYaAMMH.



1 AHAJIMTUYECKWH PA3IE

1.1 Teopernyeckue 0OCHOBBLI KPUNITOrpPaduu M MOJeJU 0€30MACHOCTH

1.1.1 ba3zosslie cBoiicTBa 3amuthl (Tpuaga CIA)

OyHIaMEHT TEOPETUUYECKUX MPEACTABICHUN 00 NH()OPMALIMOHHOM Oe30nacHo-
cTH 00pa3yeT Tak Ha3piBaemas «rpuaga CIA» — KoHGUIECHIIMAIBHOCTD, 1IEJIOCTHOCTD
u nocrynHocth (Confidentiality, Integrity, Availability). JlaHHbIe IPUHIIUIIBI UMEIOT
MEXIUCIMIUTMHAPHBIA XapaKTep U COCTABIIAIOT OCHOBY KakK 3aKOHOJIaTEIbHOM, TaK U
TeXHHUYECKOH oOmacteii [[19]].

- confidentiality (koH(puAEeHINATBHOCTH) O3HAYACT, UTO HHPOPMAIIHS HE
MOXET OBITh MPOUYMUTAHA WJIM UCIIOJIb30BaHAa JIUIIAMU, HE UMEIOIIIMMHU COOTBETCTBY-
I0IKX NosTHOMounit. O0ecnieueHne KOHPUACHIIMATbHOCTH MIPEIOoIaraeT penieHmue
JBYEIMHOM 3a1a4M: MPEIOTBpAIlIEHNE HECAHKIIMOHMPOBAHHOTO JOCTYTA K JAHHBIM
Y HEJONyIIeHUE UX mepexsaTta npu nepepade. [Ipaktuueckas peanusamus 3TOTO
MPUHLINIA OCYIIECTBISAECTCS TOCPEACTBOM IIU(PPOBAHUS, pa3rpaHUUYEHUS I0CTYIIA,
buznyeckoit 3amuTel Hocutene [[19];

- integrity (eJIOCTHOCTB) 3aKJIFOYAETCS B €€ CBOMCTBE CYIIIECTBOBAThH B HEHC-
KO)KEHHOM BHUJIE M HE TTO/IBEPraThCsl CyYalHbIM WM IPEAHAMEPEHHBIM U3MEHEHUSM.
Hapymienue 11e10cTHOCTH MOXKET OBITH CIIEJICTBUEM KaK 3JIOHAMEPEHHBIX JCHCTBUIMA
(BHeapenue BpenoHocHoro 10, moaudukanus JaHHBIX), TaK 1 TEXHUYECKUX COOEB.
3aimura neJ0CTHOCTH TpeOyeT MPUMEHEHHUSI METO/I0B KOHTPOJIS (KOHTPOJIbHBIE CYyM-
MBI, X31I-(QOYHKIIMN) ¥ TIPEIOTBpaIleHUs (pe3epBUPOBAHUE, YIIPABICHUE JOCTYTIOM)
[19];

- availability (zocTynmHoCTb) peAnoaraet, 4To aBTOPU30BaAHHBIE MOJIb30BA-
TEJIU NOJIy4aroT JOCTYMN K MH(OpPMALUU U CBSI3AHHBIM C HEW aKTHBaM BCerja, Koraa
3TO HEOOXOAUMO. YTPOo3bl 1oCcTynHOCTH (HanpuMep, DDoS-ataku) criocoOHbI Tapa-
JU30BaTh JACATEILHOCTh OpraHU3aIui, KPUTHIECKH 3aBUCUMBIX OT HH(POPMAIITMOHHBIX
cuctem. O0ecreyeHne TOCTYIHOCTH TOCTUTAeTCsl PE3EPBUPOBAHNEM KOMIIOHEHTOB,
CO3JJaHMEM OTKa30yCTOWYUBBIX KOH(MUTYpAIIii, INIAHUPOBAHUEM BOCCTAHOBJICHUS
nocie cooes [|19].

Teopernueckuii aHanu3 HHOOPMAITMOHHOM O€30MACHOCTH HEPA3PBHIBHO CBS3AH C
kiaccudukanuent yrpos. [loa yrpo3oit undopMaimoHHoi 6€301MacHOCTH TOHUMAETCS
COBOKYMHOCTH yYCJIOBUU U (PAaKTOPOB, CO3AAIONMINX MOTCHIIUATBLHYIO HWIIH PEATHHYIO

OMacHOCTh HapyleHus 0e3omacHocTy nHpopmaruu [[19].
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PucyHnok 1 — B3aumoperictBue koMmnoHeHToB Tpuaasl CIA

1.1.2 Hcnons3yemble KpunTorpapuieckue TEPMUHBI

AJIroput™Mbl  ayTeHTH(UUIUpPOBaHHOro mudpoBanusa (Authenticated
Encryption — AE) mpeactaBnsitoT coOoi Kjacc aiaropuTMoB IHGpOBaHUSA,
KOTOpBIE TakK)Ke TO3BOJSIOT ayTeHTU(DHUIIMPOBaTh 3aliu@pOBaHHBIC JIaHHbBIE,
T. €. 00ecClneunBaloT BO3MOXKHOCTh TPOBEPKH HX IEJIOCTHOCTU. AJITOPUTMBI
ayTeHTU(OULUPOBAHHOTO  MWHU(POBaHUS €  MOPUCOCAUHEHHBIMU  JAHHBIMU
(Authenticated Encryption with Associated Data — AEAD) moxHO cuuTaTh
4acTHbIM cliydyaeM AE-alropuTMoB, MOCKOJBKY OHH TakKe OO0eCleunBaroT
KaK KOH(UICHIMATBHOCTh, TaK M IEJIOCTHOCTh 3allli(PpOBaHHBIX JaHHBIX.
[Tomumo »sT1oro, AEAD-anropuTMbl MO3BOJSIOT OOECHEYUTHh I€TOCTHOCTh W
ayTEeHTUYHOCTh HEKOTOPBIX JOMOJHUTENBHBIX JAHHBIX, 111 KOTOPBIX HE TpeOyeTcs
KOH(PUACHIIMATBLHOCTh. J{OMOMHUTENbHBIE JAaHHBIE NPU ATOM HE MHUPPYIOTCS.
Heo6xonuMocTh B MOSBICHUN TAKOTO KJlacca alrOPUTMOB O00YCIIOBIIEHA TEM, YTO
BO MHOTHUX NPWJIOXKEHUSX TpeOyercs, MOMUMO TEpeaadyd HEKOTOPBIX JaHHBIX B
3amn(pOBAHHOM BHJIE, IEPEIABATh TAKXKE ONPEACIEHHYIO OTKPBITYIO HH(OPMALIKIO
C KOHTpOJieM €€ IeJOCTHOCTH/ayTeHTUYHOCTU. JlaHHasi BO3MOKHOCTh BaKHA,
KOT'/la B3aMMOJICUCTBUE C YCTPONCTBAMH C HEOOIBIIMMHU PECYpCaMH OIPAHUYEHO
HE3HAYUTEIBHBIM ITPOMEKYTKOM BPEMEHHU.

PazpaboTaHHBII MPOEKT KCIIOJIb3YET AITOPUTMBI CAMMETPHYHOTO MU POBAHUS
AEAD «AES-128-GCM», «AES-256-GCM» u «ChaCha20-Poly1305» nns npoBepku
LEJIOCTHOCTH JJAHHBIX.

Kirou mudposanus kiawua (Key Encryption Key, KEK) — kintou, ncnosns-
3yeMbIil 1151 UG POBAHMS APYTOTo Kitoua. (00BIYHO KiI0Uel mudpoBaHus Tpapuka
— Traffic Encryption Key — TEK) ans nepenauu wiu xpanenus [2]].

Knouy mmdpoanusa nannbix (Data Encryption Key, DEK) — Kiroy,

UCIIOJIb3YEeMbIN g mudpoBaHus U paciIu@pOBaHUs TAHHBIX, HE SBISIIOLIUXCS



IpYruMu Kirouamu [4].

OIHOKPATHO HCHOJIb3yeMOe YUCJI0 (nonce) — 3HaueHUE, UCIOJIb3yEMOE B
KpunTorpapuyeckux NpoTOKoJIaxX, KOTOPOE HUKOI/Ia HE MTOBTOPSAETCA C OJTHUM U TEM
ke kirouom [1]].

HNmuToBcTaBKa (tag) — butoBas cTpoka, 1o6aBisiemMast K COOOLIEHUIO C IEbI0
oOecreueHus: BO3MOKHOCTH OOHAPYKEHUS MOAMEHBI W/UTU UMUTAITUU COOOIECHUS U
SBIISIFOLIASICS PE3YILTATOM MPUMEHEHHS K HeMy KpunTorpadudyeckon xeu-QpyHKuuy,
3aBUCAILICH OT Kitoua [|1].

Oo0opaunBanue kiaw4a (key wrapping) — sto kpunrorpaduyeckas onepanus
@ poBaHus KIIFOUEBOTO MaTEpHalia C UCIIOIb30BaHUEM KITtoua MG POBAHUSA KITIOUeH
(KEK), nampaBienHass Ha obecrieueHHE KOH(GUICHIHAIBHOCTH U IEJIOCTHOCTU
3aIMIIAaeMOro KJK4a IpHU ero XpaHeHUH WU Nepeaaye.

N3Baeyenue kiaoda (key unwrapping) — 3To onepariiysi, oopatHas ooopa-
YHMBAHUIO, NMPU KOTOPON MCXOJHBIA K04 BOCCTAHABIMBAECTCS M3 3ALIUILIEHHOIO
(00epHYyTOr0) MpeACTaBICHUS] C MCIOJIb30BAHUEM KiItoua MUGPOBaHUS KItOUeh
(KEK).

1.1.3 OOGuue TepMHUHBI, HCTIOJIB3YEMbIE B pabOTE

Dev (development) — cpenia, B KOTOpOH BBITIOHSETCS pa3paboTKa, TECTHPOBA-
HUE U OTJIaJIKa MPOrPaMMHOT0 00eCTIeUeHHUS.

Prod (production) — npombIllUIEHHAs cpea SKCIUTyaTalliu, B KOTOPOU cUcTEMa
UCIIONIb3yeTCs JjIsi 0OpabOTKU peabHBIX JaHHBIX W MPEABSIBISICT MOBBIIICHHBIC
TpeOOBaHUs K HAaJIEKHOCTU U O€30ITaCHOCTH.

Cpena staging (mpeanpoayKTHBHAs cpeaa) MpeaCcTaBisieT cOO0M U30JIUPOBaAH-
HYIO Cpely, MaKCUMAaJIbHO MIPUOMIKEHHYIO K «productiony, mpeHa3HauYCHHYIO JIJIs1
POBEPKH KOPPEKTHOCTU pabOTHI CUCTEMBI TIEpe] pa3BEPTHIBAHUEM B TPOMBILILIEHHON
’KCIUTyaTauuu. B pgaHHOW cpelie MPOBOJMUTCS MHTETPALIMOHHOE TECTHUPOBAHUE,
POBEPKA KOHPUTYpalMU U CLIEHAPUEB Pa3BEPTHIBAHUS.

1.1.4 Anropurm PBKDF2

B paspaboranHoii mporpamme AJis BbIBOJIA KITFOUEH UCIOJIb3YETCs] KpUITOrpa-
¢uueckas pynkuus PBKDF2.

Anroput™m BbiBoma kimroueli PBKDF2 (Password-Based Key Derivation
Function 2) HeoOxouM 1 BBIBOJA CTOMKOT'O KpUNITOrpaduyecKy KIto4ya U3 CTPOKH
noJib3oBaresd. AnroputMm onpenaeseH B cranaapte RFC 8018 [5] u ocHoBaH Ha

npumenenuu PRF (niceBmocnyqaitno GyHkium).
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CyTb anropuTMa 3aKkjioudaeTcsl B YBEJIMUECHHUH CIIOKHOCTH nepebopa (Brute
Force) maposneit 3a cuer mpuMeHeHHs COIM U OOJIBIIOTO YKcia urepanuid. Cxema

pabotsl anroputma PBKDF?2 npeacraBnena Ha pucyHke.

Maponb P

l

PRF = HMAC Comb S

~

U, = PRE(P, S||i)

l

U; = PRF(P,U;_,) Yucno utepawmii

-

F(P,S,C,i):Ul@U2@...@UC

l

DK = PBKDF2(P, S, ¢, dkLen)

Pucynok 2 — Cxema pabotsl anroputma PBKDF2

AJITOpUTM NIPUHUMAET HA BXOJ CIEAYIOIIUE MapaMeTPhl:

napoJis P;

colb S;

YUCJIO UTEPALIUAH C;

JUIMHY Kitova dk Len.

B ocnoe PBKDF?2 nexut nceBnociyyaiinas QyHKINsI, OOBIYHO BHIOMpAETCs
HMAC.

1) HavanbHOE BBIYMCIIEHUE

CHauana BbIOMpAETCs 3HAUCHUE:

U, = PRF(P, S||i) (1)

rac
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- [ — WHJIeKC 0JI0Ka BBIXOIHOTO KITFOYa;
- || — omepanus crnoxxeHnus cTpok (KOHKaTEHAITNS).
2) HrepatuBHOE IIpeoOpa3oBaHue

I[anee BBITIOJIHACTCA ITOCIIEA0BATCIBHOC BBIYUCIICHUC 3HAUYCHUMU:

U;j = PRF(P,U;_1),j =2,3,...,c (2)

Takum 006pa3om, pe3ybTat MpeAbIIyIIeH UTePALUH UCTIOIb3YETCS KaK BXO/
IUIS CIEMYFOIEH, YTO YBEINYMBACT BEIYUCIUTENBHYIO CJIOKHOCTH AJITOPUTMA.

3) Arperauus pe3yiabTaToB

Hrorosoe 3HaueHue GyHKIUHU F BBIYUCISAETCA KaK IOOUTOBOE CIIOKEHUE TIO

moayito 2 (XOR) Bcex mpoMexKyTOUYHBIX 3HAUCHUI:

F(P,S,c,i)y=U,0oUs® - ® U, 3)

4) ®opmupoBaHUE UTOTOBOIO KIIHOYa
BrixoaHol ko4 popMuUpyeTcs MyTEM KOHKATEHALUK PE3yJIbTaToB (PYHKIUU

F i pa3nuyHbIX 3HAUCHUN UHJIEKCA i:

DK = PBKDF2(P, S, c,dkLen) (4)

1.1.5 Anropurm AES-GCM

B paspaboranHoii cucreme a1 i poBaHUs TaHHBIX UCIOIB3YIOTCS allTOPUT-
Mbl cemerictBa AES-GCM.

AES-GCM (Advanced Encryption Standard B pexxume Galois/Counter Mode)
IpeICTaBIACT COOOM CUMMETPUYHBIN aJITOPUTM ayTeHTU(PUIIMPOBaHHOTO MK pOoBa-
Hus (AEAD), obecnieunBaronuii OJHOBPEMEHHO KOH()HUICHITUATLHOCTh U KOHTPOJIb
LEJIOCTHOCTH JaHHBbIX. Anroputm cranaaptusuposad B NIST SP 800-38D [3]].

CyTh aiaropuTMa 3aKiIiO4aeTcs B KOMOMHUPOBAHUHU PEKHMMa IMOTOKOBOTO
mdposanus (CTR) u BeiuuciaeHus ayTeHTU(OUKAIMOHHOTO TEra C UCTOIb30BaHUEM

¢ynxuun GHASH. Cxema pa6otsl anroputma AES-GCM npezcraBiieHa Ha pUCyHKE
Bl

AJTOpUTM NPUHUMAET HA BXO/| CJIEAYIOIINE TAPAMETPHI:
- CEKpEeTHBIN KoY K

- nonce (MHULMATN3AIIMOHHBIN BEKTOP) N;
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Kntou K OTKpbITbIM TEKCT P Nonce N

L

AES-CTR

l

H = AES;(0'%) Jon. faHHble A C = AES — CTRi(P,N)

— | -

S = GHASH,(A,C)

— I

T=S® AES,(N)

Pucynok 3 — Cxema pabotsl anroputma AES-GCM

- OTKPBITHIN TEKCT P;

- JIOTIOJTHUTENbHBIE ayTeHTU(DUIIUPYEMBIE TaHHbIE A.
B pe3ynbTare paboThl airoput™Ma GOpMHUPYIOTCS:

- 3amupoBaHHbIl TeKCT C;

- Ter ayTeHTHUUKauuu 7.

1) ®opmupoBaHre BCIIOMOTATEIBHOIO KITH0Ya

CHauana BbIYHMCIISIETCS] BCIIOMOTraTesbHbIN Kintod s pynkiuu GHASH:

H = AESk(0%%) (5)

rae H ucnonb3yercs Kak K04 Xemuposanus B noie G F(212%).
2) lIudpoanue maHHBIX

udposanue Beinonusercs B pexxume cuetunka (CTR):

C = AES-CTRx (P, N) (6)

B nanHOM pexxnmMme reHepupyeTcs MOTOK KIIF04a, KOTOPBIN CKJIaIBIBAETCA 110
MOJYJIIO 2 C OTKPBITBIM TEKCTOM.
3) Bbluucnenue Tera ayTeHTU(PUKALIIT

Jlns oGecnieueHus IEIOCTHOCTH JaHHBIX Bhrumcisercs 3Haueane GHASH:
S=GHASHygz(A,C) (7)
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I7Ie YYUTHIBAIOTCS KakK 3alllM(ppOBAHHBIC JTaHHbIC, TaK U JIOMOJIHUTEIbHBIC
ayTeHTU(UIpyEeMbIEC TaHHBIE.
4) ®opmupoBaHUE UTOTOBOIO TEra

WtoroBblii Ter ayTeHTU(UKAIIUU ONPEIETAETCA KaK:

T =S®AESg(N) (8)

5) PesynbTar paboThl airOpUTMAa

Ntorom paboter AES-GCM sBnsieTcs mapa 3Ha4CHUH:

(C,T) = AES-GCMk(P, N, A) (9)

1.1.6 Anropurm ChaCha20-Poly1305

B pazpabotannoii cucreme Hapsany ¢ AES-GCM wucnonb3yercss alropurm
ChaCha20-Poly1305.

ChaCha20-Poly1305 mpeacraisier co00ii anropuTM ayTeHTU(PUIIMPOBAHHOTO
mudposanus (AEAD), couetaromuii morokoBbiii mudp ChaCha20 u mexanuszm
aytenTudukanuu coodmenuit Poly1305. Anroputm cranmaptuzupoBad B RFC 8439
[6].

OcHOBHas Hjiesl AIrOpUTMa 3akKiIrodaercs B ucnoiab3oBannu ChaCha20 s
mdpoanus JaHHbBIX U Poly1305 mist Beruncienus tera ayrentudukanuu. Cxema

paboThI AIrOpUTMa Mpe/ICTaBIeHa Ha pucyHke [

Kniou K .

ChaCha20block0 —————— (1,5) ﬂ‘

T = Poly1305,(A||C)

Jon. aaHHble A J

Nonce N

N

OTKpbITbIA TEKCTP |\ ChaCha20 ——— = ChaCha20,(P,N)

Pucynok 4 — Cxema pabotsl aniropurma ChaCha20-Poly1305

AJITOPUTM IPUHUMAET Ha BXOJI CJICAYIOIINE MTapaMETPHI:
- CEKpETHBIU KoY K;

- nonce N;
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- OTKPBITBIN TEKCT P;

- JIOTIOJIHUTENbHBIE ayTEHTU(PUIIUPYEMBIE TaHHbIE A.

B pe3ynbTare paboThl hopMUpYyIOTCS:

- 3amu@poBaHHbIi TekCT C;

- Ter ayTeHTHUKAIK T .

1) I'enepamus kimroua Poly1305

Ha nepBowm stane ¢ ucnonaszoBanueM ChaCha20 renepupyercst 0 JHOpa30BbIi

KJ1tou Juist anroputma Poly1305:

(r,s) = ChaCha20kg(N,0) (10)

I'JIe TIEPBBINA 00K BBIXOHOTO MTOTOKA MCITONB3YyeTCs KakK KIIF0Y ayTeHTH(HKA-
UH.
2) lIudpoanue maHHBIX

[IudpoBanue BHIMOTHAETCS C UCMIOIB30BaHKEM TOTOKOBOTO mudpa ChaCha20:

C = ChaCha20k (P, N) (11)

OTKpBITHIN TEKCT CKJIABIBACTCS 10 MOAYJIIO 2 € IICEBAOCTYYalHBIM IIOTOKOM
KJIFOYa.
3) ®opmHpOBaHME NAHHBIX AJI1 ayTEHTU(PUKALINH

Jiist BeIunciieHust Tera GOpMUpYyeETCs OCIeI0BATEIbHOCTD:

M=A|C (12)

rje || o0o3HavaeT oneparuo KOHKaTCHAIIHH.
4) BpruucieHue Tera ayTeHTH(UKAIINT

Ter BbruncinsieTcs ¢ ucnoib3oBanueM anropurma Poly1305:

T = Poly1305,(M) (13)

5) Pesynbrat paboThl anropurma

Htorom paGoThl sSBIsIETCS Napa 3HAUCHUN:

(C,T) = ChaCha20-Poly1305¢(P, N, A) (14)
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1.2 Ananu3 npeaMeTHO# 00J1aCTH

1.2.1 OcoGeHHocTy 3amauu Jyist cpell pa3paboTku u production

OcHoBHas npo6iieMa pu padoTe ¢ UyBCTBUTEIBHBIMU JAHHBIMU 3aKITFOYACTCS
B TOM, YTO TpeOOBaHUs O€30MaCHOCTH YacTO BHEAPSIIOTCS BO BPEIl yI0OCTBY.

Jliis cpenbl pa3pabOTKU BaXKHBIL:

- TPOCTOTA JIOKAIBHOTO 3aIyCKa U TECTUPOBAHHS,

- nousaTHbIM CLI nHTepdeiic s TUTIOBBIX OlepaInii;

- ObICTpasi AMarHocTuka ommook B popmarte, yanoonom aist CI/CD.

Jiis production-cpesibl BayKHBI:

HCOOCTYITHOCTb MAaCTCP-KJIF0O4Ya B Oaze JAaHHBIX U PCIIO3UTOPUU,

mudpoBanue ¢ KoHTpoJieM 1enocTHocTH (AEAD);

3amuuieHHsd ceteBoit noctyn (HTTPS + aBropuzanus);

KOHTPOJUPYEMas CXeMa XpPAHEHHUs C MUTPAIIMOHHONW COBMECTUMOCTBIO.

JIaHHBII NPOEKT pelaeT TOT KOHPIIUKT Yepe3 pa3eieHue OTBETCTBEHHOCTH
koMmnoHeHToB: CLI ucnons3yercs sl aAMUHUCTPUPOBAHUS U 3arpy3KH JTaHHBIX,
API — i1t cTporo orpannueHHOM BbIJIaun JaHHBIX. [Ipy 3TOM Kpunrorpadguyeckas
JIOTHKA ¥ BaJIMAAIMS BBIHECEHBI B OT/ICIBHBIC MOJIYJIU U HE TYOIUPYIOTCS MEXITY
CLEHApUSMH.

1.2.2 AHanu3 cymiecTBYIONIUX pelieHu (KOHKYPEHTOB)

Ha naHHbII MOMEHT Ha PhIHKE YK€ CYIECTBYIOT 3peJible CUCTEMBI YIIPABIICHUS
YyBCTBUTEIBbHBIMU JaHHBIMU. VX MCTIONB30BaHKE OMPaBIaHO B KPYIHBIX HH(Dpa-
CTPYKTypax, OJHAKO JJIsl y4eOHBIX, UCCIIEA0BATENbCKIX U YaCTH MPUKIIAIHBIX 33124
OHH MOTYT OBITh U30BITOYHBI 11O CIIOKHOCTH U CTOMMOCTH BHEAPCHHUS.

1) HashiCorp Vault

HashiCorp Vault — 310 kxpoccnnaTpopmerHHOE TporpaMMHOE 00eCTICYeHHE C
OTKPBITBIM UCXOJIHBIM KOJIOM, MPETHA3HAYEHHOE /ISl HIEHTPAIIU30BAHHOTO XPAHEHHS,
3alATHI U YIIPABJICHUS JOCTYIIOM K UyBCTBUTEJIbHBIM JIAHHBIM (CEKPETaM), TAKUM
kak maposu, API-xmtoun, cepTudukatsl 1 TOKEHBI.

CuJibHbBIE CTOPOHBI:

- IIUPOKUN HAOOp MEXaHU3MOB ayTeHTU(UKAIIMY U ABTOPU3ALINH;
- JIMHAMUYECKUE CEKPEThI U pa3BUTHIE MOJUTUKH TOCTYIIA;

- unterpanuu ¢ Kubernetes, o6naunsiMu riposaitnepamu u PKI.
OrpanuyeHus sl JaHHOM 3aJ1a4uu:

- CyIIECTBEHHas OlepalMoHHasl CI0KHOCTh (MHUIIMAIN3alus, unseal, corpo-

16



BOXJICHHUE KJIACTEpa);

- 0oJiee BBICOKHIA TOPOT BXOAA sl y4eOHOTO MPOEKTa M HEOOIBIIUX KOMAaH]I.

2) Oomaunble cepBucbl (AWS KMS/Secrets Manager, Azure Key Vault,
Google Cloud KMS/Secret Manager)

B coBpeMeHHON mpakTHKe pa3paOOTKU BBIACISIOT JBE OCHOBHBIE TI'PYIIIbI
obnmaynbix mHCcTpyMeHTOB: KMS (Key Management Service) mns ymnpaBieHuUs
Kirouamu mudpoBanus U Secret Manager 11st XpaHEHUS TapoJieid U TOKEHOB.

2.1) AWS (Amazon Web Services)

- AWS KMS - [lenTpanu3oBanHoe ynpasienue kiodamu (CMK). Ucnons3y-
eT anmapaTtHbie Moayiu 6ezonacHocty (HSM) ypoBas FIPS 140-2. OcHoBHas 3a1a4a
— mmdpoBanue aucko (EBS), 6a3 manabix (RDS) u 06vexToB (S3);

- AWS Secrets Manager — CepBuc 115t XpaHeHUs1 CeKpeToB. [ TaBHast PyHK-
IMOHAJILHOCTh — HATUBHAs poTalud naposei ansa 6a3 nanasix AWS (RDS, Redshift)
0e3 ydacTus pa3padoT4HKa.

2.2) Microsoft Azure

- Azure Key Vault — yauBepcanbpHbIil cepBUC «Tpu B ogHOMY. [1o3BossieT
XPaHUTB:

— Secrets (1maposu, CTPOKHU MOJIKIIOYEHUS);

— Keys (kmroun 1151 madpoBaHus TUCKOB U IAHHBIX );

— Certificates (ynmpaBnenne SSL/TLS ceptudukaramn).

Huterpupyercs ¢ Azure Managed Identities, 4TO MO3BOSIET TPUITOKESHUAM OTYYaTh
JOCTYH K CEKpeTam 0e3 MCTOIb30BaHuUs TapOJIei.

2.3) Google Cloud Platform (GCP)

- Cloud KMS — Ilo3BosisieT ynpaBisiTh CAMMETPUYHBIMU U ACUMMETPUIHBIMU
kimouamu. [TognepxkuBaeT BHemHue MeHekepbl kioued (EKM), ecnu nanHbie
JOJKHBI UG POBaThCs KiItouaMu BHe obnaka Google;

- Secret Manager — ['mo6asibHbIN cepBUC JUIsl XpaHEHUS KOHPUAECHIIUATbHBIX
JAHHBIX C YJIOOHBIM BEPCHOHUPOBAHUEM CEKPETOB U Pa3/ICICHUEM JOCTYyIIa Yepes
Cloud IAM.

CunpHBIE CTOPOHBI 00JIAYHBIX CEPBHUCOB:

- BBICOKAs Ha/ICKHOCTb;

- WHTETpaIus ¢ KOHKPETHBIMU 00JIAYHBIMU CEPBUCAMU;

- BCTpOEHHOE jJorupoBanue u [AM-monaenu.

OrpanuueHus AJis1 JaHHOMW 3aauH:
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- TpUBS3KA K KOHKPETHOMY 00JJaYHOMY MPOBaNIEpy;
- 3aBHCHMOCTb OT BHEIIHEW HH(PACTPYKTYPBHI.

3) KopnoparusBusie PAM/Secrets-pemenus (Hanpumep, CyberArk, Delinea)

PAM (Privileged Access Management) — 3TO KOMIUIEKC CTpaTEruil U TEXHOJIO-
UM JJ1s1 KOHTPOJIsl, MOHUTOPUHTA U ayJIUTa NPUBUIETUPOBAHHOIO JIOCTYyNA K KpH-
TUYECKUM PeCypcaM OpraHu3aluu. B oTiinune OT J1ErKOBECHBIX UHCTPYMEHTOB JJIS
DevOps, PAM-cuctembl uctopuueck c(hOKyCUPOBaHbI HAa YIPABICHUH TOCTYIIOM
aaMuHUCTpaTOpoB U onepatopoB (Human-to-Machine).

CulbHBIE CTOPOHBI:

- HMHTETpaIys ¢ KOPIOPATUBHOM MOJUTUKON HH(POPMAITMOHHOM 0€30TIaCHOCTH;
- TJIyOOKHE MPOLIECCHI ayIuTa U KOHTPOJIS.

OrpannyeHus Jyisl JTaHHOM 3aJja4u:

- BBICOKAasl CTOUMOCTb;

- M30BITOYHOCTH B MAJIBIX U CPETHUX KOMITAHUSIX.

4) Open-source self-hosted pemenus (mHanpumep, OpenBao, Infisical self-
hosted)

CuJibHBIE CTOPOHBI:

- KOHTpPOJIb HaJ HUHPPACTPYKTYPOH M OTCYTCTBHE >KECTKOW MPUBSZKHU K
KOHKPETHOMY O0JIaKy;

- 0oJiee HU3KUM MOPOT MO CTOMMOCTH BJIaJICHUSI IO CPAaBHEHUIO C enterprise
PAM;

- TMOKOCTh KACTOMM3ALIUHU 10J] BHYTPEHHUE MPOLIECCHl KOMAH/IBI.

Orpanuydenus A JaHHOM 3a/1auu:

- OTBETCTBEHHOCTH 3a DKCIUTyaTamuio (OOHOBJICHUS, O9KAITbl, MOHUTOPHHT)
MOJIHOCTBIO HA KOMaH/IE;

- 4acTO MEHEE 3peJiasi 3KOCUCTEMA NHTETPALMi 10 CPABHEHUIO C JIMAEpaMu
PBIHKA.

5) SaaS-cepBucsl s pazpadotunkoB (Hanpumep, Doppler, 1Password Secrets
Automation)

DTO NMOJIHOCTHIO O0JIaYHbIe IAT(POPMBI, KOTOpPBIE OEpyT Ha ceOs BCIO CIIOXK-
HOCTh YIIpaBlieHUs] HHPpacTpyKTypoH (mudpoBaHue, perTuKaIui, 09Kambl), Mpeao-
CTaBJIsIs pazpadoTunkam ToJibko uHTepdeiic 1 API. OCHOBHOM akIleHT cAeIaH Ha
Developer Experience (DX) — MakcCUMaJIbHYIO IPOCTOTY MHTETPAIIUN CEKPETOB B

KOI.
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CuiibHBIE CTOPOHBI:

- ObICTpBIN cTapT U ynooHas unrerpanus B CI/CD;

- HU3Kas ONepaIMoOHHAasi Harpy3Ka Ha KOMaH/y;

- xopommit UX 1151 HeOOIBIINX U CPETHUX MTPOTYKTOBBIX KOMAHI.

OrpanudeHus 15 JaHHOM 3aJjauM:

- 3aBHCHUMOCTbH OT BHEIIIHETO MpoBaiiiepa U ero MoJieian 0e30MacHOCTH;

- OrpaHHyYeHHas THOKOCTh B HETUIOBBIX CIICHAPUSIX U B JIOKAJIBHBIX OKPYKe-
HUSIX;

- BO3MOXHBINA POCT 3aTpaT MpU MaCIITAOUPOBAHUH.

6) GitOps-uHCTpyMEHTHI U poBaHus KoHUrypanuii (Hanpumep, Mozilla
SOPS, git-crypt, Sealed Secrets)

CuiibHBIE CTOPOHBI:

- ynoOHas pabora ¢ cekpetamu B Git-penozutopusx u workflow nndpacrpyk-
TYpPHOTO KOJa;

- TPOCTast MHTErpalys B CYIIECTBYIOLIHE MPOLIECCHI TOCTABKU KOHPUTYpaIuii;

- HU3KUU MOPOT BHEAPEHUS IS 3a/1a4 «IIU(pOBaTh U XPaHUTh B PEIIO3UTO-
pun».

OrpaHudeHus 175 JAHHOW 3a1a4H:

- 3TO HE MOJHOLEHHbIE TIAT(HOPMBbI YIIPABIEHUS )KU3HEHHBIM LIUKIIOM CEKpe-
TOB;

- OTPaHUYCHHBIE BO3MOKHOCTH 1IEHTPAIM30BaHHOM BbIJauu ceKpeToB 1o API
U JieTaabHOro policy-management;

- mpu pocTte Mmaciitaba TpeOyercsl ONOJHUTENbHAss WHPPACTPYKTypa U
IPOLECCHI KOHTPOJIS.

1.2.3 BpIBoabI IO aHATM3y U 0OOCHOBAaHKE BEIOOPA COOCTBEHHOTO pEIICHUS

Pe3ynbTaThl IPOBEIEHHOTO aHATIM3a CXEMAaTUYHO MOKa3aHbl Ha pUCYHKeE [S]

Tak>ke cpaBHUTENIbHBIN aHANIM3 PELICHUI MTPEACTABIEH B TaOIUIE
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Tabnuua 1 — CpaBHUTENbHBIN aHATU3 CYUIECTBYIOIIUX PEIICHUH I yIIpaBieHUs

CeKpeTaMu

Tun pemenus

CuiibHBIE CTOPOHBI

OrpanuyeHus s JaHHOW 3aa4u

1

2

3

SaaS-cepBucset
(Doppler, 1Password
Secrets Automation)

BeicTphIii cTapt; ynobHas
uaTerpanus B CI/CD; aHuskas

oTiepallMOHHasI HAarPy3Ka;

3aBUCUMOCTH OT IpOBaiiiepa;
OrpaHUYeHHast THOKOCTb;

BO3MOJKHBIN POCT 3aTpaT

Cloud KMS / Secret
Manager)

KopnoparuBubie WuTerpanus ¢ KOpnopaTuBHOM Bricokas cTouMOCTB;
PAM/Secrets- MOJIMTUKON HHPOPMAITMOHHOM N30BITOYHOCTD U1 MAJIBIX U
pemenusi (CyberArk, | 6e3omacHoCTH; IiTyOOKHe CPeAHUX KOMIAHUN U y4eOHbIX
Delinea) MPOIIECCHI ayTUTa U KOHTPOJIS 3a/1a4
HashiCorp Vault HIupoxuit Habop MEXaHU3MOB Cy1ecTBeHHas onepanyoHHas
ayTeHTU(UKALMU U aBTOPU3ALMH; | CIOXKHOCTB; O0Jee BHICOKHI MOpOT
JMHAMHYECKUE CEKPETHI; Pa3BUTHIC | BXOJA JUISI yU€OHOTO MPOEKTa U
MOJIMTUKU JOCTYIA; UHTETPALUH C | HEOOIBIINX KOMaH/
Kubernetes, o0maynsIMu
nposaiaepamu u PKI
OOnaunple  cepBHCHI | Bricokas Han&xHOCTh; nHTErpanus | [IpuBsi3ka K KOHKPETHOMY
(AWS KMS / Secrets | ¢ KOHKPETHBIMH OOJITAYHBIMU o0auHOMY TIpOBaiiiepy;
Manager, Azure | cepBUCaMH; BCTPOCHHOE 3aBHCHMOCTH OT BHEIIIHEH
Key Vault, Google | norupoBanue u IAM-monenu UHQPACTPYKTYPbI

Open-source

self-hosted pemenus

Kontpomns Hag nHPPaCTPyKTYpOi;

OTCYTCTBHE MPUBSI3KH K 00JIaKy;

OTBETCTBEHHOCTH 3a

OKCINTyaTaluio IMOJIHOCTBIO JICIKHUT

Sealed Secrets)

(OpenBao, Infisical | 6omee HU3KasE CTOMMOCTD Ha KOMaH/Ie; MEeHee 3penast
self-hosted) BJIQJICHUST; THOKOCTh KACTOMH3AIMU | SKOCUCTEMa UHTErparuit
GitOps-uHCTpYMEHTHI | Y 100Has paboTa ¢ ceKpeTaMu B He sBnsroTcst moHOIIEHHBIMEU
(SOPS, git-crypt, | Git; mpocTast UHTerpaLus; HU3KUM | CUCTEeMaMH yIpaBJICHUS

MOPOT BHEJPEHUS

CEeKpeTamMu; OrpaHUYCHHBII

lifecycle management

BrInoiHEHHBIM aHAA3 MOKAa3aJl, YTO CYLIECTBYIOIINE HA JAHHBIA MOMEHT

1aT(GOPMBI XOPOIITO PEIIAOT 33/ady yIpaBISHHUS CEKPETaMU B IIPOMBIIIUICHHOM

MacmTa6e, HO HC OIITUMAJIbHBI IJIs1 CICHAPHA, B KOTOPOM HGO6XOI[I/IMBI:

- TMpo3pavHasi apXUTEKTypa;

- KOHTpPOJIMpYyCMaAa CIIOKHOCTb BHCAPCHUS,

- OTCYTCTBHUC 3aBUCHUMOCTH OT BHCHIHUX 00JIaYHBIX CCPBHCOB;
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[
Doppler
O6nayyple cepeucbl AWS / Azure / GCP
Infisical SaaS

Mozillg SOPS

[ ]
Kubernetes Sealed Secrets

MpocTo BHeApATbL

. @
git-crypt

(]
OpenB
Infisical sglf-hosted e

[
LUndpoBaHme .env BpyuHyto
(]
HashiCorp Vault

[ ]
CamonucHble CKpUNTbI ®
PAM / Secrets: CyberArk, Delinea

CNnoHO BHEApATb

HusKas dyHKUMOHaNbHOCTL  BbicoKas hyHKLMOHANbHOCTb

Pucynok 5 — CpaBHEHHE pelIeHUN U1l YIIPABIICHUS CEKpETaMU

- eAUHBIA MOTOK paboThl 17 «dev» u «prod» ¢ BOCIIPOU3BOAUMBIMU KOMaH-
JaMHU.

HMeHHO 03TOMY B JIaHHOM paboTe BHIOpaH MOAXO CO3/IaHUs CTIEUATU3UPO-
BaHHOTO cepBuca. OH pemaeT KIoueBble MPAKTUYECKUE MOTPEOHOCTH: Oe30MacHOe
xpanenne DEK B obepuyrom Buae, ncnoib3oBanne KEK BHe 0a3bl maHHBIX,
nepemudpoBaHre JaHHBIX MEX]y aJrOpUTMaMH, aBTOpU30BaHHbIN gocTyn o APl u
TECTUPYEMOCTh BCEX KPUTHUECKHUX onepanuil. Takol noaxon odecneunBaeT OaiaHe

MCIKAY pCaAIN3yCMOCTBIO U 0e30I1aCHOCTHIO.
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2 TIPAKTUYECKWH PA3JIEJ

2.1 TlocTaHoBKA 3a1a41 U TPEOOBAHUA K CHCTEMe

Hasnauenue pa3pabaTpiBaeMOi CUCTEMBI 3aKJIFOUAETCS B pean3ainun 0e3omnac-
HOTO Tpoliecca paboThl ¢ KpUNTOrpadUIECKUMH KIF0YaMU U JIAHHBIMH B Cpejiax
pazpabotku u «productiony. ITocTaHOBKa 3a7ja4u COCTOUT U3 CJICAYIOIIUX YaCTEH:

- (byHKIIMOHANBHBIE TPEOOBAHNS,

He(pyHKIIMOHATBHBIE TPEOOBAHUS;

OI'paHUYCHUNA PCAIN3allhU;

KPUTEPUU ITPUEMKHU.

OyHKIMOHAJIbHBIE TPEOOBAHUS ONPEICISAIOT MUHUMAJIbHO HEOOXOAUMBIN
Ha0Op BO3MOKHOCTEN cucTeMbl. OHU ONUCHIBAIOT, KAKKME OIEpaLliU [10J1b30BATEIb
Y aJIMUHUCTPATOP HOJDKHBI BBINOJHATH B paMKax €JUHOIO JKCILIyaTalMOHHOTO
KOHTYpa.

- ynpasienue kiroyamu yepes3 CLI. CucreMa noimkHa noaaepKuBaTh IeHe-
pauMoo U UMIOPT KJIHOYEBOrO0 Marepuaia KomaHjaaMu generate-kek,generate-
dek,add-kek m add-dek. D10 HE0OXOAMMO IS TOTO, YTOOBI aJIMHUHHCTPATOP
MOT' KaK CO3/1aBaTh HOBBIC KJIIOYM BHYTPU CUCTEMBI, TaK U IOJKIIOYATh 3apaHee
MOATOTOBJICHHBbIE 3HaueHusi. OIHOBpeMEHHO WHTep(deiic 00s3aH BalIUIUPOBATH
(opMaT JaHHBIX, AOMYCTUMbIE aJITOPUTMBI U IOTUYECKUE UMEHA, YTOOBI B XpPaHUJIUILIE
HE T0I1a/1JIM HEKOPPEKTHBIE WIIM IBYCMBICIIEHHBIE 3aIMCH;

- Oe3omacHas 3arpy3ka u nepemu@ponanue nanubix. Komanaa load nomxHa
NPUHUMATh BXOJHOM KOHTEHHED, BBITIOIHSTH €T0 paciin(poBaHue ¢ UCIIOIb30BaHUEM
ucxogunoro DEK u 3arem noBropHoe muppoBaHue B 1EJIEBOI AJITOPUTM C UCTIONb-
3oBaHueM BbixoaHoro DEK. Takoe TpeboBaHME OTpakaeT NPUKIATHON ClLieHApUi
MUTPALMHU JAHHBIX MEXIY KIOYaMU U aJrOPUTMAaMH, 1€ BAXKHO HE MPOCTO XPAHUTH
MU(PTEKCT, @ KOHTPOJIUPYEMO ITPEOOPA30BBIBATE EI'0 BHYTPH IOBEPEHHOIO MTPOLECCA;

- XpaHeHHe JaHHbIX U MeTaaanHbixX B b/1. [locne BeimonHenus kpunrorpadu-
YECKUX OIEpaluil CUCTEMA JOJKHA COXPAHATh HE TOJBKO MOJIE3HYI0 HArpy3Ky, HO U
JIOCTATOYHBIN HAOOp CITyKEOHBIX JAHHBIX: UMEHA KIIFOUEH, alrOPUTMBI, 3ar0JI0BOK
KOHTEWHEPA, BPEMEHHBIE METKHU M AaBTOPU3AaLMOHHBIN CEKPET B 3aILUIIEHHOM BUJIE.
DTO JIeN1aeT KaXKIyI0 3alUCh CaMOAOCTATOYHOM ISl TOCIEAYIOIIETO YTEHHS YEPE3
API, HO HE IPUBOJUT K XPAHEHHUIO OTKPBITBIX CEKPETOB;

- BbIIa4da gqaHHbix o APL Duanount GET/data/{name} 1okeH BO3BpAIIATh

paciudpoBaHHBIE JaHHBIE TOJIBKO MOCIIE YCHEIIHOM npoBepku Bearer-apropusanum,
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KOPPEKTHOI'O YTEHUS KJIIOUEBOM 3aIIMCH U YCIEIIHOIO u3BiedeHus nenesoro DEK.
Tem cambIM cucTEMa BBICTYNAET HE TOIBKO KaK HHCTPYMEHT MOJATOTOBKH KOHTEIHE-
POB, HO U KaK MPUKIIATHON CEPBUC KOHTPOIUPYEMOTO JOCTYIIA K TAHHBIM,;

- COXpaHEHHE HOBOT'O OTKPBITOTO TEKCTa 0€3 BCIOMOTAaTEIbHbBIX CKPUIITOB.
[TockoJibKy B pe€aqbHOM 3KCIUTyaTallMOHHOM KOHTYPE BO3HHUKAIOT HE TOJIBKO 3a/1a4H
nepemnpoBaHusi, HO W 33Ja49¥ MEPBUYHOTO BBOJIa JAHHBIX, CHCTEMa JIOJKHA
MOJIIEPKUBATH CIICHApHIl 100aBIEHUS HOBBIX OTKPBITHIX AaHHBIX. JlJist 3TOTO pe-
anuzyercs komaHaa store-plaintext, koTopast YMTaeT OTKPBITHIN TEKCT U3 (aiina,
aBTOMAaTHUYECKHU MINU(PYET ero BHIOPAHHBIM aITOPUTMOM U COXPAHSIET pe3yJibTaT B
data_records. 310 TpeGoBaHUE 3aKPHIBAET MPAKTUIYECKUM MPOOET MEKITY KPUITO-
rpadguueckuM API 1 Moiab30BaTENbCKUM CLIEHAPUEM aMUHUCTPATUBHOMN 3arpy3KU
JAHHBIX.

HedynkumonanbHble TpeOOBaHUSI OMUCHIBAIOT CIEAYIOIINE XapaKTEPUCTUKU:

- 0e30macHOCTh. DTO 6a30BOe HE(YHKIMOHAJIBHOE TPEOOBAaHUE JJISI BCETO
npoekra. Cucrema JoJKHA UCTONIb30BaTh coBpeMeHHble AEAD-anroputmsl («AES-
128-GCM», «AES-256-GCM», «ChaCha20-Poly1305»), 9To0bI OJHOBpEMEHHO
obOecrnieunBaTh KOHPUACHIIMATBHOCTh M KOHTPOJIb LETOCTHOCTH JIaHHbIX. J{ononHu-
TenapHO TpeOyetcs crporoe pasaeneHue pojeit KEK u DEK: master KEK He nmomken
coxpansTbes B BJl, a DEK noimkHBI XpaHUTBCS TOJIBKO B 00EpHYTOM BHAC. Takoe
TpeOOBaHUE CHUKAET MOCIEACTBUSI KOMIIPOMETAIIMU XPAHUIIUIIA U COOTBETCTBYET
MPUHATON MOJIeNT KOHBEPTHOTO MHU(PpOBaAHHS;

- JIETKOCTh TecTUpoBaHUs. [loBegeHrEe CUCTEMBI TOKHO OBITH (popManuzye-
MBIM ¥ BOCIIPOM3BOJIMMO MPOBEPSEMBIM Yepe3 unit-, THTErpaluoOHHbIE U CIIEHAPHBIE
TecThl. JIJIs 3aIMILIEHHOTO CEpBHCA ITOTO HETOCTATOYHO OMKUCATh CIIOBAMMU: KIIFOYE-
BbI€ MHBAPUAHTHI, TAKME KaK 3anpeT XxpaHeHus oTKpoIThix DEK, oTka3 mpu HEBEpHOM
Bearer-Tokene, mpoBepka 3arojiopka KoHTeitHepa u obsi3atenbHOCTh master KEK,
JOJKHBI TIOITBEPKIATHCS. aBTOMAaTUYECKUMHU MPOBEPKAMU;

- BOCIIPOU3BOAUMOCTL. CepBHUC JIODKEH OJWHAKOBO paboTaTth B dev- u
production-moI00HBIX cpeAax MpH pa3Iunduu TOJIBKO MapamMeTpoB KOH(MUTYypaLIUH,
a HE MPOrpaMMHOM JOTHKU. DTO Oo3HadaeT eauHblid Ha0op CLI-komaHn, enuHble
dbopMaThl KOHTEHHEPOB, eanHoe oBeaeHne API u nmpenckasyemyro padboty depes
NIEPEMEHHBIE OKPY>KEHUS;

- MEPEHOCUMOCTh. PellieHue He MOMKHO OBITh KECTKO MPUBS3AHO K KOH-

KpeTHOMY o0OJlauHOMY TpoBaiifiepy, BHemHeMy KMS unu cnenuanu3upoBaHHON
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mwiatdopme. Takoil mOaX01 BayKEH 1Sl y4eOHO-IPUKIAJHOTO MPOEKTA, MOCKOIbKY
MIO3BOJISIET 3aITyCKATh MPOEKT JIOKAIBbHO, B Ta00PaTOPUH I HA BBIJICIIEHHOM CEpPBEpPE
0e3 BHEIIHEW HHPPACTPYKTYPHOU 3aBUCUMOCTH.

OrpaHuveHus 1 JOMYUIEHUS ONMUCHIBAIOT PAMKHU TEKYIIEH BEpCUU pa3pabOTKu:

- Master KEK xpaHuTtcs TOJIBKO B €nV-IIEpEMEHHOM;

- otkpbIThIt KEK He XpaHutcs B 6a3e JaHHBIX U HE PUKCUPYETCS B PENO3U-
TOPUHU;

- JIOCTYH K JJaHHBIM aBTOpPU3yeTCA uyepe3 Bearer-rokeH, KOTOPbIA XpaHUTCS B
BUJIC PBKDF2—xemeﬂ;

- B KaueCTBE XPaHUJIUIIA UCIIONb3YETCsl pesIIMOHHAs 0a3a JTaHHBIX.

Kpurepuu npuemku 0003Ha4arOT yCIOBUs, MPU KOTOPHIX 3a/1auya CUUTACTCS

BBITOJTHEHHOM

KpI/IHTOFpa(l)I/I‘-IeCKI/Ie Hp606paBOBaHI/IH BBITIOJIHAIOTCS KOPPCKTHO,

CLI-cuenapuu 3aBepiiaroTCs yCIEIIHO;

API-cueHapuu 3aBepiiaroTcs yCIEnIHo;

ABTOTECTBI IIPOEKTA BBITIOJIHSAKOTCS YCIIEIIHO.

2.2 IlpoekTUpOBaHKE CHCTEMbI U MO/ JAHHBIX

2.2.1 Mopgynu npuJIOKEHHS

[IpoexTHpOBaHUE CUCTEMBI BBIITOJTHEHO B MOAYJIBHO-CIIOUCTON ApXUTEKTYPE,
I7ie KaXIbl CJION pellaeT OrpaHu4YeHHBbINM HaOOp 3a/lady U UMEET SBHBIE TOUYKH

B3aMMO/ICUCTBUSA. PacipenesieHne MoayJier o CEMaHTUYECKHUM CIIOSIM TPEJICTABICHO
B Tabule 2]

Tabnuua 2 — Pacnipenienenrie MoayJiei Mo CEMaHTUUECKUM CJIOSIM

CemaHTHUYECKOE 3HAUYCHHE Monyinb
Touka Bxoga main.py,vault/cli.py,vault/api.py
CepBuCHBIH ciiOH vault/crypto.py,vault/key_manager.py,vault/auth.py
Croit ocTymna K 1aHHBIM vault/db.py (penozuropuit 1 ORM-mozaenn)
Crolt Bainaniii KOHTpakToB | vault/schemas.py,vault/db_schemas.py
Kon¢urypaunonuslii cnomi vault/settings.py u IepeMEHHBIE OKPYKECHUS

Takoe paznenenue cHukaer cBa3zaHHOCTh koxa: CLI m API ucnons3yror
obmue kpunTorpaguyeckre u BaIUugaIMOHHBIE MOYJIH, a paboTa ¢ 0a30¥ TaHHBIX

M30JIMpOBaHa B peno3utopuu Vaul tRepository.

'Cwm. pasnen ¢ onucannem pa6ots anroputma PBKDF2 Ha c.
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Cxema MoJyJIel IPUIIOXKEHHS IIPEe/ICTaBIeHa Ha PUCYHKeE [0

Cnon Bxoga

main.py
Touka Bxoga

vault/cli.py
CLI-komaHab!

vault/api.py
FastAPI HTTPS
CepBUCHbINA CNON

vault/crypto.py o
Encrypt/Decrypt AEAD IOV XPaHERNA
vault/db.py
SQLAlchemy Repository

vault/key_manager.py

Wrap/Unwrap DEK, KEK
utils

SQLite/PostgreSQL
ba3sa aaHHbIX

vault/auth.py B
Hash/Verify Bearer /
v

KoHTpaKTbl U KOHUrypaums

vault/schemas.py
Pydantic-cxembl CLI/API
vault/db_schemas.py
Pydantic-cxembl b/}

‘ vault/settings.py ‘

KoHdurypaums okpysKeHus

VAULT_DB_URL
VAULT_MASTER_KEK_HEX

Pucynok 6 — Cxema MoayJel IpUIOKEHUS

2.2.2 Moxaenp JaHHBIX

Mogenb JaHHBIX TOCTPOEHA HA IBYX KIIFOUEBBIX CYIIHOCTSIX: keysﬁ udata_
reco rdsﬂ Jlnarpamma CyIHOCTEN MpeACcTaBiIeHa Ha PUCYHKE

Tabnuma keys XpaHUT KJIIFOUYE€BOM MaTeprall U METaJaHHbIE KITFOUCH:

1) OrpanndeHue yHUKaJIbHOCTU ug_keys_name_type He JomyckaeT ayOiau

2Cwm. onpenenenne Tabuipl key_records: MeTka , pUCYHOK 37, mpuitoxkeHue A, c.
3CMm. onpenenenue Tabmunp! data_records: MeTka E pucyHok 37, npunoxeHnue A, c.
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data_records

int id PK

keys string name

int id PK string auth_hash

string name string alg_in

string key_type string alg_out

string algorithm string dek_in

text key_hex string dek_out

datetime | created_at text header_json

datetime | updated_at text payload_hex

datetime | created_at

datetime | updated_at

Pucynok 7 — TaGnuipl keys u data_records

napsl (name,key_type).

2) Hns key_type="kek" none key_hex XpaHUT KJIt0Y B IECTHAIIATEPUIHOM
PEICTABICHUHU.

3) Husa key_type="dek" mosne key_hex xpaHuT o6epHyTOE NPEACTABICHUE
DEK.

Tabnuna data_records xpaHuT 3ammngppoBaHHbIE TOJIE3HBIE JaHHbIE U Mapa-
METpPBI UX 00pabOTKH:

1) OrpannueHue yHUKaJIbHOCTU uq_data_records_name obecrieunBaeT
upsert-cEeMaHTHUKY 1O UMEHHU 3aIIHCH.

2) Tlone auth_hash xpamut PBKDF2-xem, a He HMCXOIHBIN 3arojioBOK
ABTOpHU3AIIUH.

3) Ilons alg_in u alg_out UKCUPYIOT BXOTHOM U BHIXOAHOW alTOPUTMBI B
npoliecce nepemndpoBaHusl.

4) Tlons dek_in u dek_out coaepkat cchutkH Ha jJorudeckne numeHa DEK,
ucrnoab3yembie B load u GET/data/{name}.

5) Tlons header_json u payload_hex xpausT koHTeliHep mudpTEKCTa: 3aro-
noBok AEAD (alg/nonce/tag) u mmdpTekcT B meCTHAAIIATEPUYHOM MPE/ICTABICHUH.
Ha ypoBHE KOHTPAKTOB JaHHBIX IPUMEHSIIOTCA CTPOTUE OIPAHUYCHHUS:

1) Mmena cymiHocteit orpanundensl 1Mo jmmHe (1..128), anroputMmser (1..64),
3aroioBok aBropuzanuu (1..512)

2) payload_hex Banuaupyercs Kak KOPpEeKTHas IIECTHAAUATEPUUHAsl CTPOKA
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3) header_json npoBepsiercs kak JSON-00BEKT ¢ 0XKHIAEMOM CTPYKTYPOM
4) O6epuyTthiit DEK Banmnnupyetcs kak JSON ¢ nonsimu nonce,wrapped,tag
2.2.3 Tlotoku 0OpaboTKu
KitoueBbie MOTOKH 00pabOTKH CTPOSATCA BOKPYT ABYX CLIEHAPUEB.
- cuenapui load:
1) Bamupmanusi BXOJHBIX TapaMeTpOB KOMaH/IbI U (hopMaTa KOHTEHHEepa.
2) Ilonyuenue dek_in u dek_out u3 Tabauuel keys.
3) Usneuenue DEK uepe3 master KEK n3 VAULT_MASTER_KEK_HEX.
4) HemudpoBaHre BXOJHBIX JaHHBIX (alg_in) 1 moBTOpHOE MIUPpPOBaAHUE
(alg_out).
5) Upsert 3anucu B data_records ¢ ooHoBiaeHnem auth_hash, header_
json,payload_hex u cceuiok Ha DEK.
Jlnarpamma clieHapHs IpecTaBIeHa Ha puCyHKe [}
- cueHapwuii GET/data/\{name\}
1) Ilouck 3amucu B data_records mo UMeHH.
2) IlpoBepka Authorization:Bearer nmpotus auth_hash.
3) Ilonyuenue dek_out, u3BieueHre Kir0o4a U BaJIUIAIMS 3ar0JI0OBKa KOHTEH-
Hepa.
4) Pacmmdpopanue payload_hex u Bo3Bpart oTkpsiToro Tekcra B API-oTBete.

Jmarpamma crieHapust Ipe/icTaBIeHa Ha pucyHke 9

2.2.4 OOGocHOBaHUE BHIOOpA TEXHOJIOTUUECKOTO CTEKA

BBI00p TEXHOJIOTHYECKOTO CTEeKa JUIs TPOSKTA CJIEIaH Ha OCHOBE JIBYX KpHUTe-
pHEB:

1) oGecrneueHre KOpPEKTHON U O€30MaCHON peanu3aluyi KpUNTorpadhuaeckux
oneparum.

2) MUHUMU3ANMS TPyA03aTpaT HAa pa3pabOTKy M BepUHUKAIMIO B paMKax
JMIUTIOMHOTO ITHKJIA.

DAKTUYECKUH CTEK PEATTNM3ALNMN:
1) Python 3.11+ — ocHoBHo# 51361k peanuzanuu CLI, API u cepBuCHOI TOTHUKH.

2) cryptography — peanu3zanus AEAD-HpI/IMHTI/IBOBﬂ (AES-128-GCM,
AES-256-GCM, ChaCha20-Poly1305) wu kpunrToomepaiuii Ha ypOBHE

4Cwm. paszen ¢ onpenenennem AEAD-anropiTMoB Ha c. El
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( Havano )

MoarQroeka

Bannpauma BXxoaHbIX
napamMeTpoB KOMaHApbl

4

Nposepka bopmara
KOHTEeMHepa

Pa6orTa c, K/It04aMK

Monyyenune dek_in n
dek_out 13 Tabauupl keys

y

Unwrap DEK 4yepe3 master
KEK

Kpunrorpaduugekas o6padoTka

JelwmndpoBaHme gaHHbIX
no alg_in

4

MoBTOpHOE LWipoBaHMe
no alg_out

CoxpgjieHune

Upsert 3anucu B
data_records

4

O6HoBneHue auth_hash,
header_json, payload_hex
M ccbiok Ha DEK

( 3aBeplueHue )

Pucynok 8 — Jluarpamma cuenapus load
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( Havano )

I'Ionyqu ;e 3anmcu

Mouck 3anucu B
data_records no MMeHun

ABTOpraUMFl

MpoBepka Authorization
Bearer npotus auth_hash

Pa6oTa C K/04ON 1 KOHTEHHEPOM

MonyyeHne dek_out

Unwrap Ksto4a

y

Banuaaums 3aronoBka
KOHTEMHepa

Bbigay AQHHbIX

PacwmdposaHme
payload_hex

y

Bosspart plaintext B API-
oTBeTe

( 3aBepleHue )

Pucynok 9 — Jluarpamma cuenapust GET/data/{name}
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production-Ou0INOTEKH.

3) FastAPI + uvicorn — HTTP(S)-unrepdeiic u 3anyck API-cepsepa.

4) Pydantic v2 + pydantic-settings — cTporasi BaJiuiaiusi BXOJHbIX JaHHBIX,
napameTpoB CLI/API u koHpurypauumu okpyxeHusl.

5) SQLAIchemy 2.x — noctyn k b/] u peanuzanus cnost xpanenus (keys,data_
records) uepe3z ORM.

6) pytest — MOIYJIBbHOE U UHTETPAIIMOHHOE TECTUPOBAHUE KPUTUYHBIX ClICHA-
pueB.

ObocHosanue 8b100pa A3bIKA NPOSPAMMUPOBAHUS

OCHOBHBIM SI3BIKOM MPOTPAMMHUPOBAHMS 1JIs MpoeKTa BbiOpaH Python 3.13+,
TaK KaK OH 00ecreYrBaeT BHICOKHIA TEMIT HAITMCAHUS KOJIa, UMEET 3PEIIYI0 SKOCHUCTEMY
s backend n kpunrorpaduu, a Takke ymoOeH sl TECTUPOBAHUS U OMHUCAHUS
uHTEpENCOoB.

Python xapakTepu3syercsi kKak XOpOIIIO YATAEMbIM, THOKHM, TIaTHOPMOHE-
3aBUCHUMBIN SI3bIK MPOrPAMMUPOBAHUS, TOCTYIHBIM 1J11 OBICTPOTO OCBOEHUS Kak
06a30BOTr0, Tak U Mpo¢eCcCUOHATBFHOTO YPOBHS NporpamMmmupoBanus. OH cOYeTaeT B
cebe BO3MOXKHOCTH BCTPOCHHBIX BEICOKOYPOBHEBBIX CTPYKTYP JaHHBIX U 00BEKTHO-
OPUEHTHUPOBAHHOCTh C KPAaTKUM U TOHATHBIM CHUHTAaKCHUCOM. biaromaps cBoum
KaueCcTBaM OH MOAXOAMT JIJISl PEIICHUs] IIUPOKOTO CIEKTpa 3a/1ay, B TOM YUCIe 15
aBTOMATHU3AIIMH, aHAJM3a JAHHBIX, MAITUHHOTO OOYYEHHMSI, a TAKXKE JIJIsl IPOrpaMM-
HOM peajin3aliy HAYYHBIX UCCIIEJOBAHUM U BBIYMCIEHUN. DTO YHUBEPCAJIBbHBIN U
TUOKUI HHCTPYMEHT Kak JJisl HOBUYKOB, TaK U JUIsl OTIBITHBIX TTPOQECCUOHATBLHBIX
pa3paborunkoB. EnnHCTBEHHBIM HegocTaTkoM Python kak coBpeMeHHOT0 s3bIKa MPo-
IrPaMMUPOBAHUSA CTOUT OTMETUTh CPABHUTEIHLHO HEBBICOKYIO CKOPOCTh BBIMOJIHEHHUS
IporpamM, HallMCaHHBIX Ha HEM, YTO CBSI3aHO C UX HHTEPIPETUPYEMOCTHIO [[18]].

CpaBHeHUE C IPYTUMU SI3bIKAMH [IPOTPAMMHUPOBAHUS MTOKA3aJI0, YTO ISl JIaH-
Horo npoekTa Python nmeer xoporumii 0anaHc «CKOPOCTb pealn3aluu»-«UuTaeMOCThb
KOJIa» W HaJInurue OMOJIMOTEK TOJI 3a/ady KOHBepTHOro mudpoBanus. [Ipu stom
orpannuenus Python, Takue kak HHTEpIIPETUPYEMOCTH, 3aBUCUMOCTh OT Ka4eCTBa
runtime-KOHQUrypanuu, MeHbias npoussoautenbHocth B CPU-bound criienapusix
KOMIIEHCUPYIOTCS apXUTEKTypHbIMU Mepami: paszneneHrueM KEK/DEK, xpanenuem
KEK BHe B/I, npumeHeHrneM NPOBEPEHHBIX BHEIIHUX OMOIMOTEK U MOKPHITHEM
KPUTUYHBIX BETBEH TECTAMHU.

Ha pucynke [10] mpencraBieHo cpaBHEHHE S3BIKOB IMPOTPAMMHUPOBAHUS IO
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CJIOKHOCTH HAIIMCAHUS U ITOAACPIKKH C YUCTOM CHCHI/I(l)HKH AAHHOI'O ITPOCKTA.

Kateropwus
(8 CkpunToBeblli / backend

CuctemHbIli / backend
Enterprise / backend
JVM / backend

8 .NET / backend
Web / backend
Memory-safe cuctemsl

C++

et HW3KOoypOBHMEBbLIE CUCTEMBI
us
Web backend

Ruby PHP

TypeScript
Python i &

Java
Kotlin

C#
4 Go

CNIOXHOCTb NOAAEPXKKI

MpeanoyTUTeNbLHaAA 30Ha
ANS npoekTa

0 2 4 6 8 10

CNOXHOCTb HanucaHusa

Pucynok 10 — CpaBHEHHE A3BIKOB POrPAMMHUPOBAHUS 10 CJI0KHOCTH HAIMCAHUA U
OJJCPKKH

ObocHosanue eblbopa mexHo102ull

AHanu3 BHIOPAHHOTO TEXHOJIOTUYECKOT0 CTEKA MPOBOJIUIICS C YUETOM Tpebo-
BaHUM K 0€30MaCHOCTH, MPOU3BOJUTEIIBHOCTU U YI0OCTBY MOJJICPKKU CUCTEMBI.
JIns kax10M OMONIMOTEeKH ObUIM pacCMOTPEHBI aJIbTEPHATUBHBIC PEILICHUS, a TAKKe
OLICHEHBI UX MIPEUMYILECTBA U OTPAHUYEHHUS B KOHTEKCTE JAHHOTO MPOEKTA.

Pe3ynbTaThl CpaBHUTEIBHOTO aHAIN3a PEJICTaBICHBI B TabHIIE 3]
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Tabnuia 3 — CpaBHUTENBbHBIN aHATU3 BHIOPAHHBIX TEXHOJIOTUHN U albTEPHATUB

acuaxponHocTH (ASGI); BricOKas
MIPOU3BOUTENHLHOCTD;
aBTOMATUYECKas TeHEPALIHs
OpenAPI; TecHast uHTErpaIys c

Pydantic u ctporas tunuzamus

TexHonorus [TpuuunHe! BEIOOpA AJBTepHATUBBI U OTPAHUYCHHUS
1 2 3

uvicorn JI€rkuii 1 NPON3BOAUTEIHHBIN gunicorn — GoJiee cloKHas
ASGI-cepBep; mpocToTa 3armycka U | KOHQHUTYpalus 1 OpUEHTHPOBAH Ha
unrerpanuu ¢ FastAPI; production-opkecTpanuro;
MUHUMaJbHas ONepaloHHas hypercorn — MmeHee pacipocTpaHEH
CJI0KHOCTh U UMEET MEHBUIYIO SKOCUCTEMY

cryptography Production-ypoBens peanuzanuu PyNaCl — mpore, HO
KpunTorpaguyecKux MPUMHUTHUBOB; | OTPAaHUYCHHBIH HAOOp alTOPUTMOB;
noaaepxxka AEAD-anroputMoB Hu3koypoBHeBbI OpenSSL API —
(AES-GCM, ChaCha20-Poly1305); | OGosnee ruOkuii, HO CyIIECTBEHHO
ucnosas3oBanue OpenSSL; YBEJIUYMBAET PUCK OIINOOK
BBICOKasl HAAEKHOCTh U HIMPOKOE | pean3aluu
MIPUMEHEHNE B UHyCTPUU

FastAPI HaruBHas nonnepxka Flask — menee cTporas Tunuzammsl,

TpeOyeTcs pyyHas Baluganus;
Django REST Framework —
M30BITOYCH IS IETKOTO CEPBUCA,

BBIIIC TTOPOT CJIOKHOCTHU

Pydantic v2
pydantic-settings

Crporas Baniuanus JaHHBIX Ha
OCHOBE aHHOTALIUI TUTIOB; BHICOKAs
MIPOU3BOAUTEIBHOCTD (V2); earHas
Mozenb gaHHbIX 11 CLI, APl u
KOH(UTYpaluu; CHUKEHHE

KOJIMYECTBA OIINOOK

marshmallow — Gonee
MHOT'OCJIOBEH U MEHee YI00CH;
dataclasses — He IPeAOCTABIISAIOT
BCTPOCHHOU BaMAAIIUH U TPEOYIOT

PYUHOI peanuzanuu

MOIIHAsE CUCTeMa (PUKCTYD;
y100CTBO MOJYJIEHOTO H
WHTETPAIIOHHOTO TECTUPOBAHNS;

ne-takro ctangapt B Python

SQLAIlchemy 2.x 3pensiit ORM c rubkoi raw SQL — Oosibiie KOHTPOJISL, HO
ApXHUTEKTYpOU; TIOJICPIKKA KaK BBIIIE CJIOKHOCTh U PUCK OLIHOOK;
ORM, rtak u Core; KOHTPOJIb Django ORM — npuss3an k Django
TpaH3aKINi; HE3aBUCUMOCTh OT ¥ M30BITOYCH JUTS JAHHOTO MTPOEKTa
¢bpelimBopKa

pytest JlakOHWYHBIN CHHTAKCHUC TECTOB; unittest — 6osee TPOMO3 KU

CHHTAKCHC U MEHBIIAas THOKOCTD

IIpyu OpraHu3anuu TCCTOB

BriBoA: BEIOpaHHBINM TEXHOJOTHYECKUN CTEK BHIOPAH MPABUIIBHO C YUETOM

cnenuuKH MPOEKTa U COOTBETCTBYET BCEM TPEOOBAHUSIM.
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2.3 Mogeas yrpo3 u qonyueHui

VYrpo3za 6e3onacHOCTH HHGOPMAITUH — 3TO YCIOBHUS U (PaKTOPHI, CO3TAIOIINE
NOTEHIMAJIBHYIO WIH YK€ CYIIECTBYIOUTYIO0 OAaCHOCTh HAPYIICHUsSI O€30MaCHOCTH
uHpopmamu (ee KOHQUIECHIIMATLHOCTH, LIEJIOCTHOCTH U IOCTYMHOCTH). Peanuzanus
yrpo3 0e30MacHOCTH MH(pOpMalUU 3JI0YMBIIIJIEHHUKOM, KaK MPaBUIIO, BO3MOXK-
Ha B UH(GOPMAIIMOHHBIX CUCTEMaX, aBTOMAaTU3UPOBAHHBIX CUCTEMAaX YIIPaBJICHUS,
UH(GOPMALIMOHHO-TEIEKOMMYHHUKAIIMOHHBIX CETSIX, 00JauHbIX UHPPACTPYKTypax.

Mogens yrpo3 (6e3omacHoctu uHpopmalun) — 370 GU3NIecKoe, MaTeMa-
TUYECKOE M ONHUCATEIBHOE MPEICTABICHUE CBOMCTB MM XapaKTEPUCTHK YIpo3
0e30macHOCTH UH(pOpMaUU

Monenp yrpo3 — 3To JOKYMEHT, Ha3HaU€HHUE KOTOPOTO - OIPENETUTh YTPO3bl,
aKTyaJbHbIE U1 KOHKPETHOU cucTtemsl [|135]].

Monens yrpo3 Jij1sl JaHHOTO MPOEKTa MmocTpoeHa ais apxutektypsl « CLI/API
+ B/l + kpunrorpadpuyeckuii MO1yJb» C YYETOM HUCIIOJIb3yEMON CXEMbl KOHBEPTHOTO
mudpoBanus. AHanW3 BBINOJHIETCS B MPEANOI0KEHUU, YTO OCHOBHOM yiiepO
CBSI3aH C HapylLIeHWEM KOH(UACHINAIbHOCTH XPAHUMBIX JJAHHBIX U KOMIIPOMETAINen
KJIFOUE€BOT'0 MaTepHaIa.

2.3.1 KiroueBble aKTHBBI CUCTEMBI

B pamkax paccMaTpuBaeMoil CUCTEMBI BBIJIEISIETCS HAOOP KPUTUUECKU BaKHBIX
AKTHUBOB, KOMIIPOMETAIUsI KOTOPBIX MOXKET MPUBECTH K PACKPBHITUIO KOHPUICHIIN-
QJIbHBIX JAHHBIX WIM HApYUIEHUIO LIEIOCTHOCTU cucTeMbl. OCHOBHOM yHOp Jienaercs
Ha 3aIIUTe KPUNITOrpaPUUeCcKUX KI0UYeH, TaHHBIX 1 MEXaHU3MOB ayTEeHTU(DUKAIIH.

1) VAULT_MASTER_KEK_HEX (master KEK), ucronabs3yemsblii 1151 U3BICUYEHUS

DEK.

2) OGepnyTsiii DEK B Tabnuie keys.

3) 3ammdppoBaHHbIE KOHTEHHEPHI U METalaHHbIE B data_records.

4) 3aromoBok aBtopu3anuu (Authorization: Bearer) m ero PBKDF2-
npeJICTaBICHUE.

5) Ucnonusemas cpena cepBuca (mpouiecc API/CLI, daitnoBas cucrema,
MIEPEMEHHBIC OKPYKEHUS ).
[lepeuncieHHble aKTUBBI O0OPa3yIOT OCHOBY MOJIENH 3alllUThl CUCTEMBI U

OIIPCACIIAIOT HAIIPABJICHUA aHAJIM3a IIOTCHIHUAJIbHBIX YI'PO3.
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2.3.2 HapymuTelu u uX MOJIeJIb BO3MOYKHOCTEN

Mogenp HapymuTeNnss CTPOUTCS C YYETOM Pa3IMYHBIX YPOBHEH TOCTYIA K CH-
CTEMeE: OT BHEIITHETO CETEBOTO B3aUMOICUCTBHSI 10 KOMIIPOMETAITMH HHPPACTPYKTYPHI
BBIMOJIHEHUSI. J[JIsI KaXKA0T0 TUIA HAPYUIUTEIS IPEIoaraeTcs pa3InyHblid HA0op
BO3MOYKHOCTEH U CIICHAPUEB aTaK.

1) Bueurnuii cereBoil HapyHIMTelNb: nepexsat/Moaudukanus Tpaduka, mo-
MBITKM HEAaBTOPU30BAaHHOTO Bhi3oBa API.

2) Hapymmrens ¢ noctynom k bJ1: arenue mammna TaOiuil, MOMBITKH BOCCTA-
HOBJICHUSI OTKPBITOrO TEKCTA MO coaepxkumomy bJI.

3) HapymmuTenb ¢ KOMIpoMeTaIuen KIMEHTCKOTO CEKPETa: UCTIOIb30BAHUE
yKpaJieHHOro Bearer-TokeHa.

4) Hapymurenb ¢ JOCTYIIOM K XOCTY BBITIOJIHEHUS: YTCHUE TEPEMEHHBIX
OKPYKEHHS M runtime-maMsTH MpoIiecca.

JlanHast kjaccu@ukaius mo3BoJIsIeT CACTEMHO PACCMOTPETH YIPO3bl, COOTBET-
CTBYIOIIME PA3JIMYHBIM YPOBHIM KOMIIPOMETAIIUH.

2.3.3 I'panunibl 10BEpUs

JI71s1 KOPPEKTHOTO aHAIM3a YIpO3 BaXKHO OMPEACIUTh FPaHULIbI IOBEPHUS, pa3-
JEJISIFOLIME KOMITIOHEHThI CUCTEMbI TIO YPOBHIO KOHTPOJUPYEMOCTH U MTOTEHITUATBHOM
ySI3BUMOCTH.

1) HoBepenHnas 30Ha: nmporiecchl vault/cli.py u vault/api.py, BeIIOTHS-
IOIIME KPUIITOOIIEPALIMU U TPOBEPKY aBTOPHU3ALIH.

2) YcnoBHO noBepeHHas 3oHa: xpanwuiie b/l (vault.db), rae manubie
CUUTAIOTCS MOTEHI[MATBHO KOMIIPOMETUPYEMBIMH.

3) HenoBepeHHas 30Ha: CETh U BHEIITHUE KIIMEHTHI.

Takoe pazzeneHue Mo3BoJsIeT IPUMEHSITh Pa3IMUYHbIC MEXaHU3MbI 3aIUTHI B
3aBUCUMOCTH OT YPOBHS JJOBEPHUSI K KOMIIOHEHTY.

2.3.4 IlpuHsTHIC NOMYILIECHUS MOJEITN

[Ipu nocTpoeHnn MOIENN YIpo3 ObLIU MPUHATHI CIAEAYIOIIME JOMYIIEHUs, Orpa-
HUYUBAIOITHE 00J1aCTh aHAIU3a U ONpeestone 0a30Bbie YCI0BUS OE30MaCHOCTH
CHUCTEMBI:

1) VAULT_MASTER_KEK_HEX He xpanutcs B BJl u nepenaercst ToJibko yepe3
3alIUIIEHHOE OKPYKEHHUE BBITTOJTHEHUS.

2) XocT cepBUCa AJAMUHUCTPUPYETCA KOPPEKTHO, a TOCTYI K IEPEMEHHBIM

OKPY>KE€HUS OTPAaHUYEH.
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3) TLS-cepTudukat u K04 cepBepa ynpaBIsioTcsi 0€30MaCHO U HE CKOMITPO-
METHUPOBAHBI.

4) Ucnonb3yroTcs TonbKo noanepxuaembie AEAD-anropuTMbl 1 KOPpEKT-
HBbIE pa3Mephl nonce/tag.

Hapyuienne naHHbIX JOMYIIEHUNA CYIIECTBEHHO MU3MEHSET MOJIENIb YIPO3 U
TpeOyeT TOMOJHUTENBHOIO aHATN3a.

2.3.5 OCHOBHBIE CIIEHAPUH YTPO3 U KOHTPMEPDI

Ha ocHoBe BbIJI€JIECHHBIX aKTUBOB, MOJIEJIM HAPYIIUTENS U TPAHUL] 10BEPUS
GbOpMUpPYIOTCSI KITFOUEBBIE CIIEHAPUH YTPO3, & TAKXKE COOTBETCTBYIOIINE UM MEPbI
3alIUTHI.

Komnpomemayusa bJ/]

B nanHOM crieHapuu npeanoaaraeTcs NoayuyeHue 3110yMbIIUIEHHUKOM JI0CTYTIa
K COAEP)KUMOMY 0a3bl JaHHBIX.

Kontpmepsr: DEK xpanuTtcs Toiasko B 06epryToM Buae; KEK oTcyTcTByeT B
b/I; nannble B data_records coxpaHsioTcs 3amn(poBaHHBIMU.

Ilepexsam/noomena cemesoco mpaguxa

Cuenapuii npeamnoiaraeT BO3MOXHOCTh ataku Tumna Man-in-the-Middle u
aHaJIN3 CETEBOI'0 B3aUMOJICUCTBHUS.

Kontpmepsr: HTTPS nipu 3amycke API; o0s3aTenpHas nmpoBepka Authorization;
AEAD-npoBepka Tera 1eJI0OCTHOCTH MpU paciiu(ppoBaHUU.

Komnpomemayus Bearer-moxena

[Ipeanonaraercs yTeuka WM NepexBaT TOKEHa JOCTyIa KJIMEHTA.

KonTpmepsl: xpanenue He ucxoaHoro tokena, a PBKDF2-xema; oTka3 B
JIOCTYIIE TPYU HECOBMAJECHUN; MUHUMHU3ALIUS IOBEPXHOCTH UCMOJIb30BAHUS TOKEHA
TOJIBKO B 3AIUILIEHHOM KaHaJe.

Komnpomemayusa runtime-okpyaicenus

JlaHHbBIN crieHapUil COOTBETCTBYET HarOoJiee CUIIbHOMY HapyILIMTEIIO € JOCTY-
MIOM K CUCTEME BBIMIOJTHEHUS.

Kountpmepsi: BeiHOC KEK B epemennyto okpysxenus (He B bJl), opranuzarm-
oHHbIE Mepbl hardening xocTa, orpaHU4YeHHE MTPaB MpolLecca.

2.3.6 JIlmarpamMmma MOJI€JIH YTpO3

duHanbpHas [UarpaMMa MOJEIH Yyrpo3 MPHIOKeHNUS IToKa3aHa Ha pucynke [[1]
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BHewHsaa cpepa

<

KnueHt API

Monb3oBatenb/ / \
( Cetb
AaMUHMCTPaTOp ya
JloBepeHHasn 30Ha cepBuC 1 H
v
Yrposa T3:
Yrposa T2: lNepexsat 2
Vault CLI Vault API KomnpomeTtauus Bearer-
TpadmKa
TOKEeHa
S—— KoHTpmepa M2: HTTPS + KoHTpmepa M3: auth
Vault DB VAULT_MASTER_KEK_HEX nposepka Authorization XpaHuTCs Kak PBKDF2 hash

: v
v Yrposa T4:

Yrpo3a T1: YTeuka b/} KomnpomeTtauma xocta ¢
ENV
KoHTpmepa M1: DEK KoHTpMepa M4: KEK He
XPaHMTCA TONIbKO B xpaHutca B B/], Tonbko B
wrapped-Buae OKPYXXE€HWUM

Pucynok 11 — Mogens yrpo3 npuioxeHus

2.4 CxeMma B3auMO/JeiiCTBHUS C IPUII0KEHUEM
2.4.1 OO6mas cxema

Cxema BSaHMOﬂeﬁCTBHﬂ OTpaXacT ABa KIHOYCBLIX SKCINNTYATAIMOHHBIX CIIC-

HapHsl CUCTEMBI: 3arpy3ka u nepemndpoBanue nanubix uepe3 CLI, Bpi1aua JaHHBIX

yepes 3amuineHabii API o aBropuzanuu.

B peann3oBaHHOM MPOEKTE B3aUMOJIEMCTBUE MTOCTPOCHO BOKPYT IPUHIAINA

KOHBepTHOro mudposanus. Janusie mmdppyrorcs Ha ypoHe DEK (Data Encryption

Key), a camu DEK He XpaHsiTcs B OTKPBITOM BHUJE: Tepen 3anucbio B bJl oHn

obopaumBarotcsa master KEK (Key Encryption Key). Master KEK mepemaercs B

rporecc uyepes nepemMeHnyro okpyxxeuus VAULT_MASTER_KEK_HEX u He coxpaHsieTcs

B Ta6J'II/II_IaX IIPUITTOKCHUS. Takoe PasacCJICHUC YMCHBINACT IMOCJICACTBHUA KOMIIPOMCTA-

1RR%041 0asbl AaHHBIX: 3JIOYMBIIIJIICHHUK MOKCT IIOJTYYHUTb SaI_HI/I(I)pOBaHHBIe 3aIIMCHu U

o0epnyThIiit DEK, HO 6€3 focTyna K OKpY>KEHHUIO BBITTOJHEHUSI HE CMOXET KOPPEKTHO
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pacmm@poBaTh MOJIE3HYIO HATPY3KY.

Y4acTHUKH nporiecca:

1) AnmuHuctpatop/pa3padOoTUUK, BBIIOIHSIIONIMNA KOMaH bl YIIPABICHUS U
3arpys3KH.

2) CLI, peanusyronuii onepaiuu load, paboTy ¢ KOHTEHHEPOM U 3aMHCh B
B/I.

3) Ilepemennas okpyxxkenus VAULT_MASTER_KEK_HEX, u3 koTopoi 6epercs
master KEK.

4) Vault DB, xpansimast o6epuytsiii DEK 1 3ammdpoBaHHbIie 3amucH.

5) Vault API (HTTPS), npenocrasmnstomuii endpoint 4TeHUS] JaHHBIX.

6) KnueHT npunoxeHus, 3anpaliiBarolnil 1aHHble yepe3 GET/data/{name}.

[TpunnunmansHas 0COOEHHOCTh B3aUMOJICHCTBHS COCTOUT B Pa3ieTICHUH POJiei
kioueii: KEK Huxorna ve coxpansiercs B bJl, a DEK xpanutcst Toipko B 00epHYyTOM
BUJIE. 3@ CYET ITOTO AAKE IMPH KOMITPOMETALIMHU XPAHWINIIA HAPYIIUTEb HE MOJTy4aeT
TOTOBBIN KIIIOY paciin@poBanus 0€3 JO0CTyNa K OKPYKEHHUIO BbITOTHEHUSI.

Ha pucynkax [[2|u [13] mpencraBnens! quarpammMsl 3arpy3ku qaHHbIX gepe3 CLI

Y TTOTy4eHUs JaHHbIX yepe3 APl cooTBeTCTBEHHO.

Nuteprnperanus notoka 1 (3arpyska u nepemmdponanue uepe3 CLI):

1) AIMUHUCTPATOp MHUIIMUPYET KoMaHIy load ¢ yka3zaHHeM BXOIHOTO U
BBIXOJTHOTO aJITOPUTMOB, a Takxke nMeH DEK.

2) BxopgHoii KOHTEWHEpP MOXKET OBbITh MepeiaH AByMs criocobamu: kak JSON-
daitn co crpykrypoit header + data 1ubo0 Kak Harpyska B II€CTHaAIATCPUIHOM
MPEACTaBICHUH BMECTE C OTJIeIbHBIM ——header-json. B 06oux BapuaHTax JaHHBIC
npoxonaT Banupanuio depe3 Pydantic-monenu. B meHee Ge3omacHOM BapuaHTe
JAHHBIC MOTYT II€peaBaThCs uepe3 KoManay store-plaintext B oTkpsITOM BUIE.

3) CLI uzBnekaet u3 b/] o6epuyThie kiatoun dek-in u dek-out, mocse uero
cuntbiBaeT master KEK u3 okpyxenus.

4) Moaynb key_manage BeITIONTHSET M3BieueHne ooonx DEK. Ecnu master
KEK orcyTrcTByeT, uMeeT HEBEpHYIO JJIMHY WM HE MO3BOJsET pacuudpoBath
ob6epuyThiii DEK, onepanus nmpekpamaercst 6€3 3ammicu pe3yJbTara.

5) Moaynb cryptoﬁ MPOBEPSET 3ar0JIOBOK BXOJHOIO KOHTEMHEpA: HATUYNE

SPucyHOK , NIPWIOKEHHUE A, C.
SPucynok , MIPUIOXKEHUE A, C.
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nosen alg,nonce,tag, COOTBETCTBHE OKHAAEMOMY AJITOPUTMY, pazMep nonce 12
OaiiT u pa3mep tag 16 Oaiir.

6) Ilocne ycremHol MpoBEPKU BBIMOJHIETCS paciinpOBaAHUE BXOIHOTO
KOHTEIHepa alnroputMoM alg-in, 3aTreM MOBTOPHOE MIM(PPOBAHUE OTKPHITOTO TEKCTA
anroputMom alg-out.

7) B BJl coxpansieTcst HOBbII KOHTEWHEp: header_json,payload_hex, umena
ycnosib30BaHHbIX DEK, BXOIHOM M BBIXOJHOM allTOPUTMBI, a Takxke auth_hash.
OTtkpsIThINd Bearer-rokeH He coxpaHsieTcs.

8) AaMuHHCTpaTOp NodydaeT cTpykTypupoBaHHbiid JSON-0TBET co cTaTycoM
OIEpalrH, BBIXOJHBIM 3ar0JIOBKOM, Pa3MEPOM OTKPBITOTO TEKCTA U CBEIECHUSIMU O
3aMuCH.

HNutepnperanus noToka 2 (moaydeHue JaHHbiX yepes3 API):

1) Knuent ormpasnsier GET/data/\{name\} ¢ 3aronoBkom Authorization:
Bearer no HTTPS.

2) API umer 3anuce B data_records mo joruyeckoMmy uMenu. Eciu 3anuch
oTcyTCTBYeT, Bo3Bparaetcs 404 Not Found.

3) Ecnu 3aronoBok Authorization OTCyTCTBYET WM HE MPOXOAUT IIPOBEPKY
yepes verify_auth_header, Beimonnenue npepeiaercs ¢ 401 Unauthorized.

4) Tlocne ycnemrHoi apTopusanuu APl mpoBepsieT Hanmmune 3arojaoBKa KOHTEH-
Hepa U BAIMJUPYET €ro OTHOCUTENBHO alg_out, TO €CTh OTHOCUTENBHO (PAKTUYECKOTO
aIropyuTMa XpaHEHUs JaHHBIX MOCTe nepeundpoBaHHms.

5) API uzBnekaet kiroueByto 3anuch dek_out u3 tabnuisl keys. Eciu kimtou
orcyrcTByeT Wi master KEK He nepenan B mpoiiecc, cepBep BO3BpAIIAE€T OLIUOKY
ypoBHs 500, MOCKOJIbKY HapylleHa BHYTPEHHSIS LIEJIOCTHOCTh KOH(PUTYypaLIUH.

6) Master KEK HOpmanu3yeTcst u mpoBepseTcs, 3aTeM key_manager BbINOJ-
HseT u3BieueHue uenesoro DEK.

7) Koureiinep pacmugpoBbiBaeTcs «Ha JIeTy». OTKPBITBINA TEKCT HE 3aIUCHI-
BaeTcsi 00patHo B B/l 1 cyliecTByeT TOJIBKO B MaMsITH IIpoliecca BO BpeMs 00paboTKu
3amnpoca.

8) Knuenty Bo3Bpaiaercsi JSON-0TBET ¢ UMEHEM 3aIliCH, ajJrOPUTMOM,
plaintext_hex, onmmonansHeIM plaintext_utf8 u yucnom Oaiit. Ecinu nanneie
He sBistoTcst BanuaHon UTF-8 ctpokoit, mone plaintext_utf8 Bo3Bpamaercs kak
null, HO MIECTHAALIATEPUYHOE IPEICTABICHUE OCTAECTCS TOCTYITHBIM.

O06paboTka OMMOOK TaKKe SBISETCS YACTHIO CXeMbI B3auMoaecTBus. OmunoKu
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II0JIb30BATENIBCKOI0 BBOAA Ha cTopoHe CLI NMpHUBOAAT K MPEKPALLECHUIO KOMaH b
yepe3 SystemExit ¢ AMAarHOCTUYECKUM COOOIICHUEM: HAlPUMEp, IPU OTCYTCTBUH
daiina, HekoppekTHOM JSON, HeBEpHOM IIECTHAAATEPUIHOM TIPECTABICHUN WU
HenzectHOM DEK. Ommbku API npeobpa3zyrorcs B HTTP-ctaTycel: oTcyTcTBHE
3anucu cootBeTcTBYeT 404, HeBepHbIi Bearer — 401, a moBpexieHUEe BHYTPpEHHEH
kKoHuryparuu win kKoHteitnepa — 500. Takoe pazneneHne MO3BOJISIET OTINYATh
OIIMOKY KJIMEHTA OT HApYLICHUH IEIOCTHOCTU CEPBEPHOIN KOH(PUTYpAIIH.

Takum 00pa3om, cxema B3auMOJIEHCTBUS IEMOHCTPUPYET CKBO3HOM 3allUIIEH-
HBIN KOHBeMep 00pabOTKU JaHHBIX: OT AIMUHUCTPATUBHOMN 3arpy3Ku U neperudpo-
BaHUS O KOHTPOJUPYEMOH BblJauu KIHEHTY 110 API. OTa cxema ciyXKuUT onopHOU
VTS TIOCJIEYIOIINX Pa3AeioB, re (OpMaTU3yIOTCS MOJIENb YIPO3, MaTeMaTHIeCKast
MOJIeTTb KOHBEPTHOT'O UG POBAHUS U KPUTEPUU TECTUPOBAHUSI.

2.4.2 Cxema paboThl BeO-cepBepa

Be6-cepBep ucrnonb3yercs 11 ceTeBoi Bbigaun ganHbx yepe3 HTTPS API. B
otriinuue ot CLI-KkomMaH[, KOTOPBIE BBIOJIHAIOTCS KaK pa30Bble aIMUHUCTPATUBHbBIE
onepanuu, API-cepBep A0MKEH 3aMyCKaThCs KaK OTAEIbHBIN IPOLIECC U COXPAHSATh
COCTOSIHHME CBOETo 3amycka: aapec, nopt, URL 0a3bl JaHHBIX U UACHTUDUKATOP
npouecca. [loaTtoMy i 3KCITyatTanMu BaXKHbBI JIBA CHMMETPUYHBIX CLEHAPUS:
0e30MacHbIN CTapT cepBepa U KOPPEKTHAsE OCTAaHOBKA paHee 3alyIIeHHOTo Mpoliecca.

B npoekre 3TH CueHapuu peain3oBaHbl KOMaHIaMu web-serverup u web-
serverdown B Moayse vault.cl iﬂ Komanna 3amycka ¢popmMupyer mporecc uvicorn,
KOTOPBIN OJHUMAET MpuiiokeHne vault. api: app ¢ TLS-kmouom u ceptuduraTom.
Komanga octaHoBku ucmonb3yeT ciayxeOHbli PID-daiin .vault_web_server.
json, 94TOOBI HAWTH paHee 3aIyIICHHBIA MPOIECC U 3aBEPIIUTh €r0 CPeICTBAMU
OTIEpAIIMOHHOM CUCTEMBI. DTO pelieHue He TpedyeT oTaenbHoro systemd-unit, Docker
Compose uim BHEUIHEr0 Process manager, HO Ipy 3TOM JIEMOHCTPUPYET MOJTHBIN
*Ku3HeHHbIN MK API-cepBuca.

JIJ1s1 WIUTFOCTpalvy 3TUX CUEHAPHUEB MOATOTOBJIEHBI ABE JUarpaMMBbl TOCIEN0-
BATEIBHOCTEN

IIepBas nuarpamMma OIKCBIBACT MPOLIECC 3aIyCKa cepBepa. BaXHO OTMETHT®,
yTo 3amyck API siBisieTcs He MpOCTO BBI30BOM UVICOrN, a MOCJIE€I0BAaTEIbHOCTHIO

IMPOBCPOK, KOTOPLIC 3allIUITAOT CUCTCMY OT KOH(I)JII/IKTOB H HCKOPPCKTHOI'O COCTOA-

7PHcyH0K MIPUIIOXKEHUE A, C.
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Huda. CLI crayana Banuaupyet napaMeTpsl KoMaH sl uepe3 WebServerUpCommand:
npoBepsieT cyuiecTBoBanue TLS-kioua u ceptudukaTta, KOppeKTHOCTH host/port u
JOMTYCTUMBIN JMaIa3oH mopTa. 3aTeM BeINoIHsAETCs poBepka PID-gaiina . vault_
web_server. json. Eciu ¢aitn cymecTByeT U yKa3aHHBI B HEM IPOIIECC CIIIe
aKTUBEH, KOMaH/1a He 3allyCKaeT BTOPOM SK3EMILIAP cepBepa, a BO3BPAIAeT OLIUOKY
alreadyrunning. Ecnu PID-¢aiin oTcyTCTBYET, MOBPEX/IEH MM YKA3bIBACT HA yKe
3aBEPILICHHBIN MPOLIECC, OH PACCMATPUBAECTCA KaK YCTAPEBIIMN U YIAAJSAETCS.

ITocne npoBepku cocrosiuuss CLI popmupyeT koMaHay 3amycka:

python -m uvicorn vault.api:app -—host <host> —--port <port> --ssl-keyfile <key> --ssl-certfile <
cert>

Pucynok 14 — Ctpoka 3amycka BeO-cepBepa

[Ipu 3anmycke B OKpykeHUE AOUYEpPHETO Tporecca nepenaercs VAULT_DB_URL,
yTo0bl API ncnons3oBan 1y xe B, utro u CLI-xomannpl. [anee CLI oxwuna-
€T KOPOTKHI MHTEPBAJl U MPOBEPSET, HE 3aBEPIIWICA JIA MPOILECC Cpa3y IOCIe
crapta. Ecnu mporiecc HE CMOT 3amyCTHUTBHCS, TOJIB30BAaTEIb IMOIydYaeT OIIHO-
Ky Failedtostartwebserverprocess. Ecnu 3anmyck ycriemeH, B .vault_web_
server. json 3anuceiBatoTcs pid,host,port u db_url, a CLI Bo3Bpamaetr JSON-
OTBET CO cTarycoM ok u JeficTBueM web-server-up.

Bropas auarpamMma onucbkiBaeT oOpaTHBIN ClIeHApHUil — OCTAaHOBKY CEpBepa.
Ee crmenyer paccmarpuBaTh Kak 3KCIUTYyaTallMOHHYIO MAPy K CXEME 3aIlyCKa: €CIIN
web-serverup co3gaet hoHOBBIH mpotiecc u PID-gait, To web-serverdown nomken
KOPPEKTHO 00paboTaTh BCE BO3MOXKHBIE COCTOsIHUS 3Toro (paitna. Cuauana CLI
nmpoBepseT Hanuuue .vault_web_server. json. Ecniu daitna Her, koMmaHaa He
CUHMTAET 3TO OLIMOKON M BO3BpaIllaeT pe3ynbrar stopped=false ¢ mpuunHoi not_
running. 310 y100HO 1Ji IOBTOPHOTO BBI30Ba KOMaH]Ibl OCTAHOBKH: OHA OCTAETCS
UJIEMIIOTEHTHOM U HE BBI3bIBAET OLIMOOK MPHU CO3/IaHUU CIIEHAPHUEB aBTOMATU3aAIIUH.

Ecnu PID-¢aiin cymectByer, CLI nbiTaercs u3Bieub U3 HET0 UACHTUPUKATOP
nporecca. [Ipu nospexaennom JSON unu HekoppektHoMm PID daiin ynansercs, a
M0JIb30BaTENI0 Bo3BpamnaeTcs npuunHa invalid_pid_file. Ecnu PID Banuaen, CLI
nepeaeT yrnpapeHUe onepamonHoi cucteme: B Windows ncronbssyercs taskkill/

PID<pid>/T/F, a B Linux/macOS npuMeHsE€TCS CUTHAI 3aBEPIICHUS Yepe3 OS.
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kill(pid,15). ITocne atoro CLI nemaet KOPOTKYIO May3y, MPOBEPSIET, OCTAICS JIN

nporecc akTuBHbBIM, yaanseT PID-daiin u Bozspamaetr JSON-oTBeT web-server-

down ¢ mpu3zHakom stopped.

Huarpammsl 1 u 2 npencrasieHsl Ha pucyHkax [[5|n[16] coorBeTcTBEHHO.
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Pucynok 15 — Jluarpamma 3amycka BeO-cepBepa
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OC/Process manager
OC/Process manager
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Pucynok 16 — Jluarpamma ocTaHOBKH BeO-cepBepa

2.4.3 Cxema ynpaBliCHUS KIIFOYaMHU

Jns ¢pukcanmu MexaHW3Ma YIPaBJICHUS KIIOYaMHU B MNPUIOKEHUU HUXKE
MPUBEJICHBI TP OTIENbHBIC JUATPAMMBI TIoclieloBaTebHOCTEN. PazOuenue nenaer
SIBHBIMU pa3Hble (a3l )KU3HEHHOTO ITUKJIa KJII0YEBOT0 MaTepuraa; MoAroTOBKY master
KEK, nepeBox DEK B 06epyToe npeacTaBieHue 1 MOCiaeAyOIIee UCI0Ib30BaHNE
DEK B runtime.

Iloocomoska master KEK

[lepBas quarpamma onuceiBaeT moArotosky master KEK. B o6oux BapuanTax,
rerepaiuu u ummnopre, CLI 1100 co3maeT 3HaueHue Kitova, J100 HOPMATU3YET yxKe
CYLIECTBYIOIIMI KITIOY B [IECTHAALIATEpPUYHOM (hopMaTe, OCie Yero BO3BpaIllaeT ero
onepaTopy 0e3 3anucu B Ta0nuIly keys. 3aBeplIaroiiuM IaroM sIBJISIETCS IEPEHOC

3HaueHust B VAULT_MASTER_KEK_HEX, TO ecTh B KOHTYp runtime-KOHpUTypaluu, a
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HC B KOHTYP AOJI'OBPCMCHHOI'O XPaHCHUA.

Jmarpamma npeacrasieHa Ha pucynke [17]

Cozoanue unu umnopm DEK u e2o coxpanenue 6 obeprymom uoe

Bropasa nuarpamma nokassiBaeT nuki rnocraHoBku DEK Ha xpanenue. Hesa-
BUCHMO OT TOT'0, OBLJI JIU KJItOY JAaHHBIX CT€HEPUPOBAH BHYTPU MPUIOKEHUS WU
UMIIOPTUPOBaH U3 (hailya, mepes coxpaHEeHHEeM OH 00s3aTeNbHO CBS3bIBACTCS C
master KEK uepe3 onepaunto wrap_dek_hex. B pesynbrate B b/] nmonamaer He
otkpbIThIt DEK, a cepuanu3oBaHHbIi 00€pHYTHIN MTAKET C Nonce, MU(PTEKCTOM U
TEroM ayTeHTU(UKALUH, YTO CHUKAET MOCIEICTBUS KOMIIPOMETAalUK Ta0IuLIbI keys.

Jmarpamma npezacrasieHa Ha pucyHke [[8]

Hcnonvzosanue DEK ¢ runtime

TpeTbs quarpaMma OTpakaeT SKCILTYaTAIMOHHYIO a3y padOThl C KIHOUYOM
nanHbIx. Runtime-komnonent CLI wnu API uzBnekaer u3z b/[ o6epHyTO€ npecrag-
neane DEK, cuntbiBaeT master KEK u3 okpyxenus u BeinonHaeT unwrap_dek_hex
yepes key_manager. OtkpsoiThlii DEK nosiBisieTcst TOJIBKO B ONEpaTUBHOW MMAMSTH
npolecca U UCHOb3yeTCs HEMEJICHHO I KpUnTorpadguueckoi onepaiuu, mocie
YEero He COXpaHseTcsi 00paTHO B XPaHUIIUIIE.

Jlnarpamma npezacTaBieHa Ha pucyHke 19

2.5 O0ocHoBaHMeE BHIOOPA METOAMKH Pa3padoTKu

YToObI YCHEIIHO CIPABIATHCS C MOCTOSHHO MEHSIOIUMUCS MOTPEOHOCTAMU U
BBI30BaMU, C KOTOPHIMH CTAJIKUBAETCS MHIYCTPHUSI MHPOPMAITMOHHBIX TEXHOIOTUM,
pa3paboOTUMKU U YNPABISAIONIME MPOSKTAMU AKTUBHO Pa3BUBAIOT U MPUMEHSIOT
pa3zHooOpa3Hble METO0JI0TUU. IcTOpHS STUX METOAOJIOTUH OoraTa U yBIeKaTeIbHa,
U OHA UTPAET KPUTHUYECKYIO POJib B (POPMUPOBAHUU COBPEMEHHBIX IMOJXOJIOB K
pa3paboTKe MporpaMMHOro obecrneuenus u ynpasieHuto [T-npoekramu [7].

Metononorust TDD (Test-Driven-Development) — 510 moaxos k pazpadoTke
I1O, koTOpHIit Mpe/ToNaraeT HanMCcCaH!Ue TECTOB TEPEl HAMKCAaHUEM ITPOTPAMMHOIO
KOJla. DTOT MOJAXOJ MO3BOJSIET MPOTPAMMHUCTaM YOEIUTHCS, UTO UX KOJ paboTaeT
KOPPEKTHO.

Ocnosnas uzaes TDD 3akmrodaercst B ToM, YTOOBI HAUMHATE C HAITMCAHUS TECTOB
JUIsl PYHKIMOHAIBHOCTH, KOTOPYIO BbI IJITAHUPYETE PEaIM30BaTh, a 3aTEM CO3/1aBaTh

KOJI, KOTOPBIHA OyJIeT MPOXOAUTh 3TH TECThI. TakuM 00pa3om, TECThl CTAHOBATCS HE
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Pucynok 17 — IloaroroBka master KEK

46



doledlDUHUWITY

9a nnep J1afeuew Aoy (XIH YN YILSYW LINVA) nHaxAd®O BhoiLN Lriged 12 3neA

sA9y buLeE

(paddeim=xay Aay ‘}op=9dA1 Ay ‘aweu)iay asdn

NOSr ¥%3a paddem

()xay oy JoT5ew a3eplieA

<
<

(YN J93sew ‘WIa)xay Mop~ deim
e >
M3IN J91sew

A N3N J91sew qieinh) e

3Q 1i9aHHegoenrewdoH

)3Q)asied 10 Xy~ azljew.ou

O isa

()3xey peau

~ X3y"yap 9)u-- *** SWeU-- ¥ap-ppe °

[¥3q tdouw]

I9HMLT MOHXKAH Y3Q 9LegodmdaHal)

<
<

** §le-- *** aweu-- }op-9)elauad

ne |
T

doredionHnWIY

4Qa NneA Ja5euew Aoy (X3IH YIN YILSYW LINVA) anHaxAdHO BhOIlrH Lrifed 17D NIneA

Pucynok 18 — I{ukn noctanoBku DEK Ha xpanenue
47



Ja8euew Asy (XTH NIV YALSYW LINVA) aHaxAdHO

X3y Y3Q uiaLiad:Lo

1dA1dep WID-SIV + ()XIU S JaIsew a3epliea

4a 3NneA

(1dv/171D) awuny

edoafodu MIBWeL 8 OMArOoL 19AELISMAD YIq miaLiadyLQ

N (M3Y 1935RW ‘Y3 paddeim)xayop deimun

e -

MY J91sew

B 3N Jo3sewl aleimh)
[ -
¥3a paddeim
0 (@op=adAy Aay ‘aweu)lay 198
Jogeuew Aoy (XIH MM YILSYW LINVA) amHaKAdHO aa NneA

(1dv/171D) swuny

Pucynok 19 — DkcnnyarainmonHas ¢a3a paOOThl ¢ KIFOYOM JIaHHBIX

48



TOJILKO UHCTPYMEHTOM JJIs1 TPOBEPKU PabOTOCIIOCOOHOCTH MPOrPaMMHOTO KO/1a, HO
¥ CBOETO poja crenudukaiuei, onpeaenstomnei TpedoBanus K pyHKironany [20].

[Tponiecc TDD 00bIHO cleayeT IUKITY, M3BECTHOMY KaK «KpPacHBIH, 3€JIEHBIH,
pedakTopuHr»:

1) Kpacasiit (Red) — Hamucanue TecToB, KOTOPBIC OMMMUCHIBAIOT OKUIAEMOE
NOBeJIeHNE HOBOW (DYHKIIMOHATBHOCTH WJIM UCIIPABIIEHUE OMIMOOK B CYIIECTBYIOIIEM
kozae. Ha aTom 3tare TecThl JOIAKHBI HE TPOXOUTh, YTO CO3AACT «KPACHBIN) CUTHAII
[20].

2) 3enénpiii (Green) — Hanucanne MUHUMAIBLHOTO KOJa, HEOOXOMMOTO JIJIs
POXO0K/ICHUSI HATUCAHHBIX TeCTOB. Llesb — cenaTh TECThI NPOXOIAIIMMU U MOJTYYUTh
«3enéupiity curnain [20].

3) Pedaxtopunr (Refactor) — Yydmenune koma 6e3 u3MeHeHus ero (yHKIINO-
HaJILHOCTHU, YTOOBI ClIeJIaTh €ro 00Jiee YUCTHIM, 3P(HEKTUBHBIM U TOAACPKUBAEMbIM
[20].

Jlns peanu3zauuu npoekTa Oblia BeIOpaHa MeTonuka, onuskas k TDD (Test-
Driven Development). Jl5i1 1aHHOTO MpOEKTa TakOil MOJIX0J OCOOEHHO YMECTEH,
MOCKOJIbKY OCHOBHBIE TPEOOBAHUSI MOKHO BBIPAa3UTh KaK HA0Op BOCIIPOU3BOAUMBIX
WHBAPUAHTOB:

1) DEK ne momken coxpaasaTbes B Bl B OTKpbITOM BHIE.

2) Master KEK nomken moctynaTthe U3 OKpy>X€HUSI U IPOXOJAUTH MTPOBEPKY
pasmepa.

3) KonrteliHep naHHBIX JOJKEH COJIEp’KaThb KOPpPEKTHbIE alg,nonce,tag u
ciphertext.

4) PacmmdpoBaHre TOHKHO 3aBEPIIATHCS OIMTHOKOM ITPU HEBEPHOM KITFOUE,
anropuTMe, Tere uin GopmaTte JaHHBIX.

5) API He nomkeH BO3BpallaTb OTKPBITBIM TEKCT 0€3 KOPPEKTHOrO
Authorization: Bearer.

6) Xpanumsliil Bearer-cekpet nomkeH O0bITh nipeactaBied PBKDF2-xemiem, a
HE MCXOJIHOM CTPOKOM.

7) CLI-xkoMaHIbI TOMKHBI 3aBEPIIATHCS MPEACKA3yeMO MIPU OIIHMOKAX BXO/-
HBIX [1apaMeTPOB.

Ha npaktuke TDD B nmpoekTe UCIOIb30BaJCs CIEAYIOIIUM 00pa3oM: KpHu-
TUYHBIE CIIEHAPUU CHavyaia (OpMyJIHPOBAIUCEH YEPE3 TECTUPYEMOE MOBEACHUE, TTO0-

CJIE YETO peann30BBIBAIMCH MOyJH crypto,key_manager,auth,db,cliapi. Takon
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MO/IXO0J MO3BOJIMII Pa3AeliuTh pa3paboTKy Ha KOPOTKHE MPOBEPSEMbIE UTECPALIUH.
Hanpumep, m1st Kpunrorpaduueckoro ciiost IpoBEpSETCss KOPPEKTHOCTH MIU(PPOBAHHUS
U pacmipoBaHusl KOHTEHHEpa, Ui aBTOPHU3ALUKA — XEIIMPOBAaHUE W MPOBEpKa
Bearer-3aronoBka, st APl — ycnenmHast Bbjavya JaHHBIX U OTKa3 MPU HEBEPHOM
TOKEHE.

AnbTepHaTUBOM MOT OBITh KiIaccuyeckuit monxo/ test-after development, npu
KOTOPOM TECTHI MUIIIYTCA MOCe 3aBepiieHus peanu3anun. OH mpoile Ha cTapre,
OJTHAKO XY>K€ MOAXOIUT IS 3a/1a4, T/I€ IIeHa OTMOKH BBICOKA U TPeOyeTCs IMOCTOSIHHO
KOHTpoJIMpoBaTh perpeccuu. Waterfall-nmogxom Takke He sSBISETCS ONTUMATBHBIM:
OH TPEANoJIaraeT >KeCTKYI MOCJIeA0BATEIbHOCTh ITANlOB U XYy)KE€ pearupyer Ha
YTOUYHEHHE KOHTPAKTOB JIaHHBIX, KOTOPOE HEN30EKHO BOZHUKAET MPU pa3padOTKe
kpuntorpaduyeckoro konrernepa, CLI-komann u APIL. UteparuBnas Agile-monensb
OnM3Kka 1Mo IyXy K BBIOpAaHHOMY IOJXOJy, HO caMa 1o cebe He TapaHTHpyeT
tectupyemocTtu. Code-and-Fix obecrieunBaeT MakCUMaJIbHYIO CKOPOCTH TTEPBOTO
IPOTOTHUIIA, OAHAKO JJISI CUCTEMbI 0€30MaCHOCTH CO3JAeT HENpUEMIIEMbIH PHUCK
HAKOIUICHUSI CKPBITHIX AE(PEKTOB.

2.6 Peasmm3anus KJIKO4YEBbIX MOAYJIeH

[Ipouiecc pa3paboOTKU CHCTEMBI ObLT OPraHU30BaH BOKPYT IMOCTENEHHOTO
HapalnuBaHus PyHKIMOHATIBHOCTH: OT MUHUMAJIBHOTO KPUNITOTPa(UIECKOro siapa
Kk monHoneHHoMy KoHTypy CLI — BJI — API. Takoit mopsimok Obul BHIOpaH
0oco3HaHHO. B cucteme, paboraronieii ¢ kiro4amMu 1 3aliupoBaHHBIMU TAHHBIMU,
HeJb3sl HAUMHATH C BHEITHETO HHTep(eica 1 3aTeM «IOAKI0YaTh 0€30MacHOCThY Kak
OTJENbHBIN clioi. HampoTus, cHayana HeoOXoauMo 3apUKCHUPOBATh KOPPEKTHOE TI0-
BeJieHre 0a30BBIX OINEpalliii: MPOBEPKY Kitoue, (hopmaT KoHTelHepa, mu(ppoBaHHE,
pacmudpoBanue, obopaunBanue DEK u oTka3 mpu HEKOPPEKTHBIX JTaHHBIX.

C yuerom BbiOpanHoit TDD-MeTonuku pa3paboTka Beach KOPOTKUMH UTeE-
panusamu. Kaxas utepaius BKIroYana Tpy mara: GopMyIupoBaHUE 0KHIaEMOTO
MOBEJICHUS, PEATH3AlUI0 MHUHUMAJIBLHOTO KOJa Il TIPOXOXKJICHHS MPOBEPKH U
MOCJIEAYIOINIEEe YTOUYHEHNE CTPYKTYPhI MOTYJISl. DTO MO3BOJIMIO HE TOJBKO OBICTpEe
0OHapy>KUBATh OIIUOKH, HO U JOKYMEHTHPOBATh CaMy JIOTUKY CUCTEMbI Yepe3 Habop
mpoBepsieMbIX ciieHapueB. Hampumep, TpeGoBaHust K pasmepy nonce, Gpopmarty
Authorization, HEBO3MOKHOCTH BbIJIauM JaHHBIX 0e3 Bearer u coxpanenuto DEK
TOJILKO B 00OCpHYTOM BHUJI€ OBLITN BBIPAXKEHBI HE TOJIBKO B TEKCTE, HO U B TECTUPYEMOM

IIOBCIACHHNMU.
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Pa3paboTka BBINONHSIIACH B CIAEAYIONIEH MOCIE0BATEIbHOCTH:

1) ®opmupoBanue kpunrorpaduyeckoro siapa vault/crypto. py.

2) Peanuzanus ynpaBiieHUs KJIFOYaMU U KOHBEPTHOTO MIK(ppoBaHus B vault/
key_manager.py.

3) Omnucanue KOHTPaKTOB BXOJHBIX JaHHBIX yepe3 Pydantic-cxemsl B vault/
schemas. pyﬂu vault/db_schemas. pyﬂ

4) Peanusanus cnos xpanenus yepe3 SQLAlchemy B vault/db. pym.

5) Peanuszaums aBTopuzauuu M 0€30MacHOro xpaHeHus Bearer-cekpera B
vault/auth. py{ﬂ

6) Pa3zpaborka CLI-xomanng B vault/cli.py.

7) Pazpabotka API-cios B vault/api. py@.

8) JlobGaBneHue MHTErpallMOHHBIX CIIEHAPUEB U CKBO3HON MPOBEPKHU Uepes
pytest u scripts/check_all. pyﬁ.

[lepBbIM 3TamoMm cTajgo co3jaHue Kpunrorpad@uyeckoro mMomyias vault/
crypto.py. Ero 3agada coctout B TOM, YTOOBI M30JIMPOBATh HEMOCPEICTBEHHBIE
ornepauuu mudpoBanus u pacudpoBaHus OT OCTaIbHON OU3HEc-1oruku. B Momyne
ObLIM 3a()UKCUPOBAHBI MOJIIEPKUBAEMBIE pa3Mepbl Kiroueit: 16 oaitt gyist AES-128-
GCM, 32 o6aiita nns AES-256-GCM u 32 6aiita ans ChaCha20-Poly1305. 3to
peleHrne NO3BOJIUIIO HE TIEPEAABATh OTBETCTBEHHOCTD 3a IPOBEPKY JUIMHBI KJII0Ya B
CLI wmu API, a nentpanuzoBath €€ B ogHou PpyHkiuu key_bytes_for_algorithm.

Jiist KOHTeMHepa JaHHBIX ObLIT BEIOpAH KOMITAKTHBIN (pOopMaT: OTAEIBHO Xpa-
HUTCS MMUEGPTEKCT B MIECTHAIIATEPUYHOM BHUJIE U 3arojioBOK header, comeprkaiiuii
alg,nonce u tag. Takoi popmat yaoden s 3anucu B b v 1151 nepegaum Mexay
CLI/API. I1pu 3TOM 3arojioBOK HE CUMTAETCS IOBEPEHHBIM: Mepea pacimudpona-
HHUEM OH IIPOXOJUT IPOBEPKY uepe3 validate_heade r@ [IpoBepsiroTes HanM4Me
00s13aTeNIbHBIX MOJIEH, KOPPEKTHOCTh MIECTHAIIATEPUYHBIX 3HAYCHUH, COBIIAJICHUE
aJropuTMa ¢ OXKuaaeMbIM, pazMmep nonce 12 6aitt u pazmep AEAD-tera 16 Oaiir.
Ecnu mo6oe u3 yciaoBuil HapylieHo, onepaius 3aBepIiaeTcsi OMOKON 10 MOMBITKA

BEPHYTb OTKPBITBIA TEKCT.

$Prcynok [40] npunoxkenne A, c.
PucyHoK 3] MPUIIOXKEHUE A, C.
10pycyrok 37] mprioxere A, c.
"Pucynok 34 TIPUIIOKEHUE A, C.

12Pucynok 33| mpunoxkenne A, c.

13Pycynok |50}, mprioxkerne A, c.
14M€TKa pucyHok 36, mpunoxeHue A, c.
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Crnemyromum 3Tanom Obljia peain3oBaHa padoTa C KIOUYEBBIM MaTEPUAIOM B
vault/key_manager.py. 3aeck 0b110 3akperieHo paszaenenue poieit KEK n DEK.
DEK wucnons3yercs 1 mudpoBaHus MOIb30BaTENIbCKUX AaHHbIX, a master KEK uc-
nonw3yetcs st ooopaunBanusi DEK nepen coxpanenuem B B/ @ynkius validate_
maste r_kek_he nposepsieT, uto master KEK 3anan koppekTHOM mecTHaanarTe-
PUYHOM CTPOKOI 1 uMmeeT pazmep 32 Oaiita. DyHkuus wrap_de k_hexm dbopmupyer
JSON-cTpykTypy 06eprytoro DEK c nonsamu v,wrap_alg,nonce,wrapped u tag; ais
o0opauuBanus ucnosbdyercs AES-256-GCM. O6partnas onepanus unwrap_dek_hex
BoccTaHapiuBaeT ucxoaubeii DEK Tonpko npu Hanmmuun koppektHoro master KEK.

[Tocne xpunTorpadguyeckoro cjiosi ObLIM OMHCAaHbl KOHTPAKTHI JTaHHBIX.
B vault/schemas . py onucanbl Moaend KOMaHJ M BXOJHBIX KOHTEHHEPOB:
GenerateKeyCommand,AddKeyCommand,LoadCommand,WebServerUpCommand,HeaderMod
u FlatJsonContainerModel. DTo0 mMO3BOJMJIO TIEPEHECTH OOJBIIYID YacTh
IIPOBEPOK C YPOBHSA PYy4HBIX if-ycioBuUM B JekjapatuBHble Pydantic-momenu.
Hanpumep, LoadCommand mpoBepsieT cyliecTBOBaHHE BXOAHOTO (aiina, popmar
Bearer-3arosioBka, 10IyCTUMOCTD &JITOPUTMOB M 3aBUCUMOCTB MEXy —-data-hex
u --header-json. Ecnu naHHble TiepefaroTcs HanpsiMyro udepe3 --data-hex,
3aroJIOBOK CTAHOBUTCS 00s3aTENIbHBIM, MHAY€ CHCTEMa HE CMOXKET IMPOBEPHUTH
aJIrOpUTM, nonce u tag.

Jl1st cmost XpaHeHus ObLUTA CO3IaHbl OTACIbHBIC cXeMbl vault/db_schemas.
py. OHM BaIMAUPYIOT AaHHbBIC MEPE]] 3AMUCHI0O B PEIIO3UTOPUM U Mepe]l Bblaadyei
HapyxXy. Takoe pazgenenue BaxkHo: cxembl CLI onuchIBatoT mosib30BaTEIbLCKUMN
BBOJI, a cxembl b/l onmuchIBaloT BHYTPEHHUE KOHTPAKTHI XpaHeHus. Hampumep,
DataRecordUpsertIn nposepsieT auth_header, anroputmsel, umena DEK, JSON-
3aroJIOBOK KOHTEMHEPA U MIECTHAAUATEPUYHOE MPEACTABICHUE JAHHBIX.

Crnoli xpanenusi peanu3oBad B vault/db.py gepe3 SQLAlchemy. B Hem
onpenenensl 1Be ORM-monenu: KeyRecord u DataRecord. Tabnuia keys XxpaHut
JIOTMYECKOE UM KJTF0Ua, TUIT KJIt04a, alroput™ U 3HaueHue key_hex. [ist DEK 3T0
3HAuUEHHUE B IIEJICBOM pexuMe cofepkut 0oepuyThii JSON. Tabnuia data_records
XpaHuT uMs 3anucu, auth_hash, BXoqHOM 1 BBIXOTHOW aJITOPUTMBI, CCHIIIKHM Ha dek _
in u dek_out, header_json u payload_hex. B peno3utopuu VaultRepository
peanu3oBaHkbl onepanuu upsert_key, get_key, upsert_data_recordu get_data_

15Mertxa|8| pucyrok 39, npuioxkenne A, c.
1o Merka g pucyHok 39, mpunoxeHue A, c.
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record_by_nam.
Monaynb aBTopu3zaiuu vault/auth. py Obu1 BeIZIENIEH OTJENIBHO, YTOOBI HE CMe-

muBaTh npoeepky Bearer ¢ API-xomom mim penozuropuem. @yHkuus normalize_
beare r_auth_headerm 3a1a€T MUHUMAJIBHBIM KOHTPAKT 3aroj0BKa: CTPOKA JOJKHA
Ha4yMHaThLCs ¢ Bearer u conepxkarh HenycTor TokeH. yHkius hash_auth_header
coxpaHsieT HopMalin3oBaHHOE 3HaueHue B Buje PBKDF2-xema ¢ ainropurmom
sha256, conpto 16 6aiit u 200000 urepanuit. yHkIU verify_auth_heade
IIPOBEPSAET KaHAUAATHBIN 3aroJ0BOK 4epe3 hmac. compare_digest, 4To CHHXKaeT
PHUCK yTeUKH MH(POPMAIIMHU Yepe3 pa3Inunsi BO Bp€MEHU CPaBHEHUS.

[Tocne TOTOBHOCTU CEpBUCHBIX MOAYJel Obl peanuszoBan CLI-cioii vault/
cli.py. CLI cTas OCHOBHOHM aJIMUHUACTPATUBHON TOYKOM BXOJa U MOJIyYHIT KOMaH/Ibl
generate-dek, generate-kek, add-dek, add-kek, load, web-serverup u web-
serverdown. JIyist kaxa01 KOMaH bl UCIIOJIB3YETCS OOIIMIA MPUHIUIT: CHAavyaia apry-
MEHTBI pa30MparoTCs Yepes argparse, 3aTeM BaTuaupytoTes yepe3 Pydantic-monens,
MIOCJIE YETO BBI3bIBAIOTCS CEPBUCHBIE (DYHKLNU U peno3uTopuil. PesynbTaTsl KoMaH
Bo3Bpamatorcs B JSON-dopmare, yTo y1o0HO /Ui AEMOHCTpAIMK, aBTOMAaTU3AIlUH U
WHTETPALHOHHBIX ITPOBEPOK.

Haub6onee Baxxnoi CLI-komanoit siBsieTcs: load, MOCKOJIbKY OHA O0BEAUHSET
IIOYTH BCE KOMIIOHEHTHI CUCTEMBbI. KOMaH/1a 1osy4aeT BXOJIHOW KOHTEUHEp, Mpo-
BepsieT popmat, uzBnekaet dek_in u dek_out u3 BJl, cauteiBaeT master KEK u3
VAULT_MASTER_KEK_HEX, Beinosiusiet uspieuenue oooux DEK, pacimmdpoBbsiBaer
BXOJHOM payload u mOBTOpHO MK(PYET €ro 1esieBbiM anroputMoM. Ilocne storo B
data_records coxpaHsercs yke HOBbIM KOHTEUHED, a Bearer-3aroioBok nepeaaercs
B PEIIO3UTOPUH TOJIBKO JJISl XCIIMPOBAHUS U COXpaHEHHUS B mojie auth_hash.

3aBepiiaonMM NPUKIAAHBIM CJIOEM CTajl MOJyJdb vault/api.py. B Hem
peanu3oBana ¢adpuka create_app@ koTopasi co3naetr FastAPI-npunoxenue, u
endpoint GET/data/{name}. API BbIONHsIET MOCIEIOBATENBLHOCTD MMPOBEPOK B
Oe30macHOM TOpSIKE: CHavaja MIIET 3allkCh, 3aTeM MpoBepseT Authorization,
3aTEM BaJMIUPYET 3aroJIOBOK KOHTEMHEPA, OCIIE ATOrO noay4daeTr dek_out, BbImod-
HseT u3BiaeueHne yepes master KEK u Tonbko 3aTem pacmudpossiBaeT payload.

Takoii mopsaI0K MPUHIMIHAJICH: N3BJICUCHUE KITF0Ya ¥ KpUTITOrpadgudeckas onepa-

| pucyHOK 37, mpuiioskeHue A, c.

| pUCYHOK 34, mpuitoxxkeHue A, c. @

| prcyHOK 34, mpuniokeHue A, c. @
20Merka , pucyHok 33, mpunoxeHue A, c.
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1M1 HE BBIMOJHAIOTCA JI0 YCHEIIHOM aBTopHu3auuu kiaueHTa. [Iporecc pazpaborku
IIPOM3BOIMIICS KaK MOCIEA0BATEIBHOE PACIIMPEHUE SAIpa NPUIIOKEHUs. B Havase
ObUTH peain30BaHbl (PYHKIMH, OTBEYAIOIINE 32 KPUNTOrpapuiecKyro oopadoTKy
JaHHBIX. 3aTeM MOSBUIUCH KOHTPAKTHI IAHHBIX U clloil xpaneHnus. [Tocie 3toro obutH
no6asnenbl komaaasl CLI u cereBoit API. Takoi mopsoK MO3BOJIMII COXPAHUTH
KOHTPOJIMPYEMYIO CJIOKHOCTH IIPOEKTA: Ka)XIbId HOBBIM CIIOW ONMPAJICS HA YXKE

IIPOBCPCHHBIC HMIKCIIC)KAINIMC MOAYJIN, a4 HC I[Y6JII/IpOBaJ'I HX JIOTHUKY.
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3 JEMOHCTPALWA PE3VJIbTATA PABOTHI

Pe3ynbrat BeIMOTHEHHON PabOTHI 11€1€CO00pa3HO MOKA3hIBATh HE TOJIBKO Kak
NEPEYEHDb PEATU30BAHHBIX MOJTYJIEN, HO M KAK BOCITPOU3BOMMBIN HKCIUTYaTAlITUOHHBIN
CLICHApHI.

T'enepayus master KEK

DJTa KOMaHJa JIEMOHCTPUPYET MOATOTOBKY MacTEp-KiIt04a, KOTOPBIM HC-
MOJIB3YETCSl HEe I MU(pOoBaHUs MOT30BATEIbCKUX JAHHBIX HAIPSAMYIO, a s
obopaunBaHUs KJIFOYEH MaHHBIX. BaXXHO MOAYEPKHYTh, UTO PE3yIbTAaT KOMAaH]IbI
BO3Bparraercs omnepatopy B JSON-dhopmare u He 3anuchiBaeTcs B Tabnuiy keys. Tem
CaMbIM MOJATBEPKIACTCS OJIMH U3 KJIIOYEBBIX NHBAPUAHTOB MpoekTa: master KEK
cyuiecTByeT BHE b/ v 1OJDKEH mepeaaBaThCs B MPOLIECC TOJBKO Yepe3 3allUILICHHbBIN

kaHan KoHdurypanuu. Komana npencraBiieHa Ha pUCYHKE

PS> python main.py --db-url sqlite:///vault.db generate-kek --name master --alg AES-256-GCM
{

"status": "ok",

"action": "generate-kek",

"algorithm": "AES-256-GCM",

"key_hex": "592395cfaaaf4b42ec40f06336fe173e72b6a8137eclabcc9b28b78467£80ee8",

"stored_in_db": false,

"note": "Store this KEK outside DB and set VAULT_MASTER_KEK_HEX for runtime operations."

Pucynok 20 — Co3nanne KEK

Hmnopm xnoueu 0anHvix

Ot KoMaHAbl oka3biBatoT noctaHoBKy DEK Ha xpanenue. Ha Bxon CLI
NOJTy4YaeT KIFOYH B IECTHAIATEpUUHOM popMaTte u3 (paiinos, ogHako B b/] momanator
HE UCXOJIHbIC 3HAYEHUs, a pe3ynbTaT wrap_dek_hex, chopMHUpOBaHHBIHN C UCIIOJIB30-
BanueM master KEK. BaxxHo mog4epkHyTh, 4TO JJOTUYECKHUE UMEHA «SrC» (PUCYHOK
U «dst» (pucyHok MIO3BOJISIOT SIBHO PA3/I€IUTh BXOJHOW U BBIXOJHOU KOHTYP
mur@poBaHus MPH MOCIEAYIONEM NependpoBaHUN KOHTEHHEpa.

3aepy3ka u nepewughposanue Konmetinepa

JlaHHasi KOMaH/Aa SIBJIIETCSl KJIIFOYEBOW JEMOHCTpaIMel pe3yibraTta paboThl
CUCTEMBI, ITIOCKOJIbKY OOBEIUHSET BCE OCHOBHBIE MoAcucTeMbl rpoekrta. CLI cuu-
THIBA€T BXOJHOM KOHTEWHEDP U3 container. json, IpoBEPSET CTPYKTYPY 3arojoBKa,
u3Biekaet u3 bJ[ src u dst B 00epHyTOM BHJI€, BHIIIOIHSAET UX U3BIICUCHUE Yepe3

VAULT_MASTER_KEK_HEX, paciudpoBbIBaeT JaHHbIE UCXOAHBIM anroputMoM AES-
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PS> python main.py --db-url sqlite:///vault.db add-dek --name src -f src_dek.hex
{

"status": "ok",
"action": "add-dek",
"source_file": "src_dek.hex",
"record": {
nigqn. 2 s
"name": "src",
“key_type n . Ildekﬂ ,
"algorithm": "IMPORTED",
"key_bytes": 16,
"created_at": "2026-03-01T05:35:34.545522",
"updated_at": "2026-04-25T08:02:17.088711Z"
Lo
"dek_stored_as_wrapped": true

Pucynok 21 — Co3znanue src DEK

PS> python main.py --db-url sqlite:///vault.db add-dek --name dst -f dst_dek.hex
{

"status": "ok",
"action": "add-dek",
"source_file": "dst_dek.hex",
"record": {
nigqn: 3’
"name": "dst",
"key_type": "dek",
"algorithm": "IMPORTED",
"key_bytes": 32,
"created_at": "2026-03-01T05:35:35.108768",
"updated_at": "2026-04-25T08:02:30.774061Z"
Fo
"dek_stored_as_wrapped": true

Pucynok 22 — Coznanue dst DEK

128-GCM, 3arem notopHo mudpyet anropurMmom ChaCha20-Poly1305 u coxpansier
HOBBI KOHTeHHep B Tabnuie data_records. OgnoBpemenHo Authorization:
Bearer123 He coxpaHsieTcsl B OTKPBITOM BUJE, a npeodpazyercs B PBKDF2-xermr.
OTOT PUCYHOK MOATBEPKIAET JOCTHKEHUE OCHOBHOM L€ paboThl: LIEHTPaIN30BaH-
HOE yTpaBJeHHE KII0YaMHi U KOHTpoJMpyeMoe nepemmundponanre qaHubix. Komanaa
IpeCcTaBlIeHa Ha pUcyHKe [23]

3aepyska u nepewiugpposanue OmKpuimvix OAHHBIX 8 NPOUZBOILHOU (hopme

[Iporpamma Takske MOJECPKUBAET 3arpy3Ky JaHHBIX TPOU3BOILHON (HOPMBI
3 (aiina. [ aToro mcnonb3lyeTcs KomaHnaa store-plaintext. JlambpHeitmee
B3aMMOJECHUCTBUE C TAKMUMH JAHHBIMUA HUYEM HE OTJIIMYAETCSI OT OCHOBHOI'O METO/1a

B3aMMO/JICHCTBUS ¢ mporpammoii. Komanna npencrasnena Ha pucynke 24]
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PS> python main.py --db-url sqlite:///vault.db load --name admin_data -f container.json --auth "

Bearer 123" --alg-in AES-128-GCM --alg-out ChaCha20-Poly1305 --dek-in src --dek-out dst
{
"status": "ok",
"action": "load",
"output_header": {
"alg": "ChaCha20-Poly1305",
"nonce": "a8bb14fcc23093a22173349f",
"tag": "f6aad059dd4b48ff91a16£8138273428"
bo
"plaintext_bytes": 11,
"record": {
"id": 3,
"name": "admin_data",
"alg_in": "AES-128-GCM",
"alg_out": "ChaCha20-Poly1305",
"dek_in": "src",
"dek_out": "dst",
"auth_protected": true,
"payload_bytes": 11,
"has_header": true,
"created_at": "2026-04-25T08:02:57.816990Z",
"updated_at": "2026-04-25T08:02:57.816995Z"
}
}

Pucynok 23 — 3arpy3ka JaHHBIX U3 KOHTEHHEpa

PS> python main.py --db-url sqlite:///vault.db store-plaintext --name admin_data2 -f .\sample.
txt -—auth "Bearer 123" --alg ChaCha20-Poly1305 --dek dst
{
"status": "ok",
"action": "store-plaintext",
"output_header": {
"alg": "ChaCha20-Poly1305",
"nonce": "9263a2ebececb77e4d785752",
"tag": "c960ab5f4b351e7bal19cd2984f43e2d93"
},
"plaintext_bytes": 7,
"record": {
"id": 4,
"name": "admin_data2",
"alg_in": "ChaCha20-Poly1305",
"alg_out": "ChaCha20-Poly1305",
"dek_in": "dst",
"dek_out": "dst",
"auth_protected": true,
"payload_bytes": 7,
"has_header": true,
"created_at": "2026-04-25T09:08:58.294473Z",
"updated_at": "2026-04-25T09:08:58.2944777Z"

Pucynok 24 — 3arpy3ka JaHHBIX IPOU3BOJILHOTO (popMaTa

3anyck 3awuwennoz2o API-cepsepa

371ech NIEMOHCTPUPYETCS IEPEBOJI OATOTOBIEHHBIX JIAHHBIX B PEXKUM CETEBOU
Bbijaun. Komanna mposepsier Hanmuue TLS-kmioua u ceprtudukara, 3amyckaer
uvicorn B )OHOBOM MpoIlecce U COXpaHsET CiIyKkeOHYyI0 nH(OpPMAIIIO O TIpoliecce B

.vault_web_server. json. ATMUHHUCTpATUBHAS 3arpy3Ka JTaHHBIX U UX MTOCIETY-
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I0lllast BblJjaua HAMEPEHHO pa3/iesieHbl: cCHavaa 3anuchk Gpopmupyercs uepe3 CLI,
3aTeM yXe CYIIECTBYIOIIAsl 3aITUCh YUTACTCS KJIMEHTOM uepe3 MuHuMalibHbld HTTPS

endpoint. Komanna npencrasiena Ha pucynke 25

PS> python main.py --db-url sqlite:///vault.db web-server up --key server.key --cert server.crt
—--host 127.0.0.1 --port 9000
{
"status": "ok",
"action": "web-server-up",
"pid": 16468,
"host": "127.0.0.1",
"port": 9000

Pucynok 25 — 3amyck BeO-cepBepa

IIposepxa docmynHocmu cepsuca

DTOT BCIIOMOTATEIBHBIN 3aIPOC IMOKa3bIBAET, UTO BEO-CEPBEP YCIIEITHO TOTHSAT
¥ TOTOB 00CIIyKMBaTh KIUEHTCKUE oOpaiieHus. OH He 3aTparuBaeT Kpunrorpadpude-
CKHE OTepaIii U He TpeOyeT aBTOPU3AINH, TOATOMY €ro yJA00HO MCIOIb30BaTh KaK
IPOMEXKYTOUHYIO TIPOBEPKY KOPPEKTHOCTH 3aITyCcKa Iepe]l OCHOBHOM IEMOHCTpAIUeH

BBIIauM JaHHBIX. KoMaHa npeacTasiena Ha pucyHke 26

PS> curl.exe -k https://127.0.0.1:9000/health
{"status":"ok"}

Pucynoxk 26 — [IpoBepka cocTosinus BeO-cepBepa

Bvloaua oannvix no asmopuzoeanHomy 3anpocy

DTOT 3aIpoc SABIAETCS UTONOBOM IEMOHCTpALMEN IPUKIIAJHOTO pe3yJibTaTa
pabotel. APl Haxonut 3anmuck admin_data B Tabnuie data_records, mpoBepseT
Bearer-3aroioBok 0THOCUTENBHO COXpaHeHHOTO auth_hash, uzsnekaer dek_out u3
Tabnuuel keys, cautbiBaeT master KEK u3 okpyxeHusl, BEIIOTHSAET U3BJICUEHUE KITIO-
Yya JIaHHBIX U paclii(PpoBbIBAET KOHTEWHEP HEMOCPEACTBEHHO MEpe]] BO3BPATOM OT-
BeTa. B orBeT kiueHT nonydaet JSON co 3HaueHusiMu name,algorithm,plaintext_
hex, onuuoHaabHbIM plaintext_utf8 u pasmepom mosie3HOI Harpy3Ku B OaiTax.
Takum 00pa3zoM MOATBEPKAACTCS, UTO CEPBUC HE TOJIBKO XPAHUT 3alIU(PPOBAHHBIC
JaHHbIE, HO U BBIAAET UX TOJBKO MPU KOPPEKTHOW aBTOPU3ALMU U HATMYUH COTJIACo-

BaHHOM KJII04eBOi KoHurypauun. Komanaa npeacrasinena Ha pucyHke 27
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PS> curl.exe -k -H "Authorization: Bearer 123" https://127.0.0.1:9000/data/admin_data
{"name":"admin_data","algorithm":"ChaCha20-Poly1305","plaintext_hex":"68656c6c6f2d7661756c74","
plaintext_utf8":"hello-vault","bytes":11}

Pucynok 27 — Beiaua nanneix uepe3 API

Ocmanoexa API-cepsepa

duHanpHasS KOMaHJ1a 3aBepIllaeT CIIEHAPUN U TTOKA3bIBAET, YTO YKU3HCHHBIH
LIUKJI BeO-cepBepa TakKe yNnpasiisieTcs cpeacTBaMu camoro npuioxenusd. CLI cuu-
teiBaeT PID-aiin, 3aBepiiaeT poHOBBII Mpoliece U yIAISIET CIyKEeOHOe COCTOSTHUE.

Komanna nokasana Ha pucynke 28]

PS> python main.py web-server down
{
"status": "ok",
"action": "web-server-down",
"stopped": true,
"pid": 16468

Pucynok 28 — OctaHoBKka BeO-cepBepa

Co3zoanue Kkonmetinepa

J1i Ti1ryOOKOM MHTErpaliy ¢ MpoLeccoM pa3padOTKH JIs CO3/1aHusl KOHTEIHe-
POB OBLT BBIOpAH MmoAXo co3aanus nmporpammuoro API mist mudpoBanus KoHTelHE-
poB BMecTo TpaauiuoHHoro co3aanus CLI komana. API peanuzoBan B Buse QyHKINH
encrypt_container u3 Mmonyis vault. crypto. [Ipumep ckpunra, KOTOPBIN CO31a€ET
3amnpoBaHHBIA KOHTEMHED npeacTaBieH Ha pucyHke |5 1| (IIpunoxenue b, c.|110).

Cuenapuu, B KOTOPBIX TAKOW MOAXO0J ONPABIAH:

- BHYTPEHHUW CEpPBHUC XpPaHCHMS UyBCTBUTENIbHBIX JaHHBIX. [Iprioxenue
COXpaHAET HE OTKPBITHIM TEKCT, a KOHTEHHEP, a TIOTOM MOJIy4YaeT JaHHbIE 0OpaTHO
TOJIBKO IO aBTOPU30BAaHHOMY 3arpocy uepe3 GET/data/{name};

- backend nns Heckonapkux MuKpocepBucoB. OIHMH CEpBUC OTBEUAET 3a
CO3/IaHH€ U XpaHEHUE KOHTEHHEPOB, a IPyrue He paboTaloT ¢ KIYaMH HallpsMylo, a
obpamatorcs Kk Vault API 3a pacimmdpoBaHHBIME TaHHBIMH;

- 3AIIMIIEHHOE XpaHEHUE KOH(QUTYpAIIMU WU TEXHUYECKUX cekpeToB. Ha-
IPUMED, TOKEHBI HHTETpalui, KIt0un BHeTHUX API, mapameTpsl 1ocTyna kK CTeHaaMm.

Mx mMoxxHO XpPaHUTb B BUJIC KOHTeﬁHepOB " BbIAaBaTb TOJIbLKO aABTOPHU30BAHHLIM
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KJINCHTaM;
- JIOKaJbHBIE U TECTOBbIE KOHTYpPHI pazpaboTku. Korga koManae Hy>KeH He
Tsokesbid KMS, a KoMIakTHBINA CEpBUC, KOTOPBIN TAE€T €AMHBIN MPOLIECC: MTOJOKUTh

JaHHbIE, 3a1IU(POBATh, XPAHUTb, BHIJIATh 10 TOKEHY.
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3AKJIFOYEHHUE

B pamkax aumioMHo# paOoThl OblJIa pacCMOTpEHA 3a7ja4a pa3paboTKu 3allu-
IIEHHOT'O CEpPBUCA YIPABICHUS KPUITOrpahUUECKUMHU KIHOYaMH U 3alii(ppoBaHHBIMU
JTAHHBIMHU. AKTYaJIbHOCTh BEIOPAHHOM TEMBI ONPENIENAETCS TEM, YTO COBPEMEHHbIE
IPOrpaMMHBIE CUCTEMBI UCTIOIB3YIOT O0JIBIIOE KOJTUYECTBO UyBCTBUTENIbHBIX JaH-
HBIX: KJITIOYM MKU(POBaHUS, TOKEHBI IOCTYIIa, TEXHUYECKUE YUETHbIEC JaHHbIE U KOH-
(duneHMaNbHbIE MOIb30BATEIbCKUE CBEACHUA. [IpU OTCYTCTBHM IIEHTPATN30BAHHOTO
Y BOCIIPOM3BOJIMMOTO MEXaHHU3Ma pabOThl C TAKUMU JJAHHBIMU BO3PACTaIOT PUCKHU
WX YTEUKH, HEKOPPEKTHOI'O XpaHEHHUs, CIIy4YalHOW MyOMMKallui B PEO3UTOPHUAIX U
HECAHKIMOHUPOBAHHOT'O AOCTYIIA.

Lenp paboThl 3aKiI04YaIach B IPOCKTUPOBAHUU U PEATU3ALNH MPUKIATHOTO
cepBuca Vault, koTopsiii o6ecrieunBaeT 6e30macHy0 00padoTKy 3amu@poOBaHHBIX
JAHHBIX, YIIPaBJIE€HUE KIFOYEBBIM MaT€pUaIOM U aBTOPU30BAHHYIO BbLAauy JaHHBIX
yepe3 API. IlocTaBnennas 1enp OblIa TOCTUTHYTA: pa3paboTaH MpOrpaMMHBIA KOM-
IUIEKC, BKJIFOYAIOIINI KOHCOJBbHBIN MHTEpPENC aAMUHUCTpATOpa, KpUnTOorpadpuye-
CKUU MOJYJIb, MOJIYJIb YIIPABJICHUS KIIFOYaMu, clioi xpaneHus Ha 6aze SQLAlchemy,
FastAPI-nipunoxxenue 1 HaOOp aBTOMaTU3UPOBAHHBIX ITPOBEPOK.

B xone ananuza npeaMeTHON 001acTH ObLIIM PACCMOTPEHBI CYIIECTBYIOLINE
MTOJIXObI M PEIICHUS IS yIpaBlieHus cekpetamu B kiatodamu: HashiCorp Vault,
obnaunsie KMS/Secrets Manager-cepsucsl, PAM/Secrets-nnatdopmsl, self-hosted
pemenus u GitOps-uHCTpyMeHTHI mudpoBanus konpurypanuii. [To pesynpraram
aHanu3a ObLI 0OOCHOBAaH BBIOOP COOCTBEHHOTO CHENUAIU3UPOBAHHOTO PEIICHUS
JUIs y4eOHO-IPUKIIATHOTO MpoekTa. Takoil moaxoj MO3BOJUII COCPEAOTOUUTHCS
Ha KJIFOYEBBIX MEXaHU3MaxX 0€30IaCHOCTH: KOHBEPTHOE MIHU(PPOBAHNE, pa3/IeICHUN
KEK u DEK, xontpone ¢popmara kpuntorpadhuyeckoro KOHTelHepa, aBTOpU3ALNH
3ampocoB U BOCIIPOU3BOAMMOCTH onepanuil uepes3 CLI.

B npoekTHO# yacTu Oblna pazpaboTaHa MOAYJIbHO-CIOUCTasi apXUTEKTypa
cucrteMbl. BXogHbiMu ToukaMu ctanu vault/cli.py u vault/api.py, cepBUCHBIU
CJIOU IpeACTaBIIEH MOayIsiMu Vault/crypto. py, vault/key_manager.pynvault/
auth.py, a mocTym K JaHHBIM U301UpOBaH B Vaul tRepository. Takoe paznenenue
MO3BOJIUJIO CHU3UTH CBSI3aHHOCTh KOMHOHEHTOB: CLI u API ucnosib3yroTt o01ryto
KpunrorpauyecKyo U BaJuJallMOHHYIO JIOTHKY, a padoTa ¢ b/ He nybnupyercs B
IPUKJIAJHBIX CLEHAPUSX.

KittoueBbIM apXUTEKTYPHBIM PELICHUEM CTalla MO/IeNIb KOHBEPTHOTO MU (PO-
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BaHMs. B peanuzoBanHOl cucteme AaHHbIe MUQPPYIOTCs ¢ ucnonabzoBanueM DEK,
a camu DEK coxpansitorcst B 6a3ze JaHHBIX TOJBKO B 00epHyToM Buae. Master KEK
He 3anucbiBaeTcs B B/l u nepenaercs B runtime 4yepe3 NEPEMEHHYIO OKPY>KEHUS
VAULT_MASTER_KEK_HEX. bnarogapst 35ToMy KoMmpoMmeTalius 0a3bl JaHHBIX caMa 1o
ce0e He J1aeT 3J0YMBILUIEHHUKY TOTOBOIO MaTepuaa Juis paciin@poBaHusl JaHHBIX.
B B/l ocratotcs 3ammudpoBanHbie KOHTeHHEpHI, 00epHyThii DEK, Meranannbie
anroput™MoB U1 PBKDF2-xemm aBTopu3aliMOHHBIX 3ar0J10BKOB.

Kpunrorpadguueckass yactp peanu3oBaHa Ha ocHoBe AEAD-anroputmon
AES-128-GCM, AES-256-GCM u ChaCha20-Poly1305. HUcnons3oBanue AEAD
MO3BOJIMIIO 00bEIMHUTh KOHPUIECHIIUATBHOCTh U KOHTPOJIb EJIOCTHOCTHU: MPH TO-
BPEXKACHUU MUPPOTEKCTa, HEBEPHOM KJIH0U€, HEIIPABUIILHOM honce, HECOOTBETCTBUU
aNropuTMa WJIM HEKOPPEKTHOM Tere paciu@poBaHue 3aBepiIaeTcst ommokou. Jis
KOHTEIHepa TaHHBIX ObLIM 3aUKCUPOBaHbI 00s13aTebHbIC 10N alg,nonce,tag u
payload B mecTHaAATEpUUIHOM IIPEICTABICHUHM, a IIPOBEPKA ITUX IMOJIEN BHIHECEHA
B OTJICJIBHBIN CJIOM BaJIUJAIINH.

BaxxupiM pe3ynbTaToM paboThl CTajla peain3alus AByX OCHOBHBIX SKCILTyaTa-
LMOHHBIX clieHapueB. [IepBrlil clieHapHil CBsi3aH C 3arpy3K0H U nepemuppoBaHueM
nanHbix dyepe3 CLI: agMuHUCTpaTOp mepenaeT BXOAHOW KOHTEUHEp, yKa3bIBaeT
BXOJIHOW U BBIXOJHOU anropuT™Mbl, iMeHa DEK u Bearer-cekpet, nmocie dero cucrema
BBITIOJIHSIET W3BJICUYEHUE KIIOYeH, pacumudpoBaHue, NOBTOPHOE HIM(PpOBaHUE U
COXpaHEHHE HOBOI'0O KOHTEWHEPA. BTOpol crieHapuil CBA3aH ¢ BbIIAYEH JAHHBIX Yepe3
GET/data/{name}: API npoBepser Authorization, u3BieKkaeT 3aMuch, BBHITIOJHIET
u3BieyeHue Hy>kHoro DEK u pacumdpoBbIBaeT 1aHHBIE TOJIBKO MOCIE yCIEUTHON
aBTOpHU3ALINH.

Taxxe BHUMaHUE ObUIO y/ieJIeHO 0€30MaCHOMY XpaHEHHUIO aBTOPHU3AIMOHHBIX
naHHbIX. Bearer-3aromoBok He coxpansiercs B b/l B oTkpeiToMm Buae. BMecTo storo
ucnosbzyerca PBKDF2-xemupoBanue ¢ conpto u 200000 urepaunit. [IpoBepka
3aroJ0BKa BBINOJHAETCS yepe3 hmac. compare_digest, 4TO CHUKAET PUCK YTEYKU
uHGOpPMALIMK YePEe3 pa3Inyusi BO BpEMEHH CPaBHEHUS.

Jlns peann3anuu npoekTa Oblia BeIOpaHa METOMKa pa3paboTKu, OIu3Kas K
TDD. D10 penieHue oka3zaaoch 000CHOBAaHHBIM, IMOCKOJIBKY O€30MacHOCTh CUCTEMBI
3aBUCHUT OT Habopa cTporux nHBapuantoB: DEK He nomkeH xpanutbes oTkpbiTo, API
HE JIOJKCH BBIJIaBaTh OTKPBITHINA TEKCT 0€3 BaauIHOro Bearer, KoHTeHEp TOIKEH

IPOXOAUTH MPOBEPKY CTPYKTYPHI, @ OMMOKK KpUOTOrpaduuecKux omneparuil He
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JOJKHBI IPUBOAUTH K PACKPBITUIO TaHHBIX. ABTOMATU3UPOBAHHBIE TECTHI O3BOJIMIH
3aKpPENUTh 3TU HHBAPUAHTBI U KOHTPOJIUPOBATh PETPECCUU IIPU U3MEHEHUN MOAYJIEN.

[IpoBepka pelieHrs BBIOIHIIACH C IOMOIIBIO UNit-TECTOB, MHTErPAlMOHHBIX
TECTOB U CKBO3HOTO cuieHapus scripts/check_all. py. [Iposepsimucey kpunrorpa-
¢duueckue roundtrip-cuieHapuu, Banuaamnus cxem, padbora CLI, API-goctyn, oTkas
[P HEBEPHOU aBTOPU3ALMN, MUTPALlMOHHAs COBMECTUMOCTh b/l ¥ MmOJHbIN NOTOK
3arpy3KH JJaHHbIX. J[OMOJHUTENBHO ObLT BBIIIOJIHEH PYYHOU TECT, BKIKOYAIOLIUN CO-
3/1aHueE KIItoue, popMupoBaHue BXOJAHOTO KOHTEWHepa, nepemundposanue uepe3 CLI
u yteHue pesynbrara yepe3 API. Ilo pesynbraram npoBEpKH aBTOMATU3UPOBAHHBIE

TECTbl U UHTETPALIMOHHBIN CLIIEHAPHI1 3aBEPIIUIUCH YCIICIIHO.
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__name__ == _main_
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vault.cli import main

n ",

raise SystemExit(main())

Pucynok 29 — main.py

est]

paths = tests

cursedirs = vault_test_x integration_tmp_x* .pytest_cache
pts = -p no:cacheprovider

asyncio_default_fixture_loop_scope = function

SQLA
cryp

Pucynox 30 — pytest.ini

lchemy>=2.0,<3.0
tography >=42.0,<46.0

pydantic>=2.10,<3.0
pydantic-settings>=2.6,<3.0
fastapi>=0.110,<1.0
uvicorn>=0.30,<1.0

Pucynok 31 — requirements.txt

"""Vault CLI package."""

from

al

from

impo

from

from

from
from
from
from

from

.cli import main

1__ = ["main"]

Pucynok 32 — vault/ _init _.py

_future__ import annotations

rt json
contextlib import asynccontextmanager

fastapi import FastAPI, Header, HTTPException, status
vault.crypto import decrypt_container, validate_header

vault.db import VaultRepository
vault.settings import VaultSettings

vault.key_manager import unwrap_dek_hex, validate_master_kek_hex

vault.auth import verify_auth_header
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def create_app(db_url: str, master_kek_hex: str | None = None) -> FastAPI:
@asynccontextmanager
async def lifespan(app_instance: FastAPI):
try:
yield
finally:
app_instance.state.repo.engine.dispose()

app = FastAPI(title="Vault API", lifespan=1lifespan)
repo = VaultRepository(db_url)

repo.init_db ()

app.state.repo = repo

app.state.master_kek_hex = master_kek_hex

@app.get("/health”)
def health() -> dict[str, str]:
return {"status”: "ok"}

@app.get("/data/{name}")
def get_data(name: str, authorization: str | None = Header(default=None)) -> dict[str,
object]:

repo: VaultRepository = app.state.repo

master_kek_hex: str | None = app.state.master_kek_hex

record = repo.get_data_record_by_name(name=name)

if record is None:

raise HTTPException(status_code=status.HTTP_404_NOT_FOUND, detail="Record not found.

if authorization is None or not verify_auth_header (authorization, record.auth_hash):
raise HTTPException(status_code=status.HTTP_401_UNAUTHORIZED, detail="Unauthorized."

if not record.header_json:
raise HTTPException(status_code=status.HTTP_500_INTERNAL_SERVER_ERROR, detail="
Missing record header.")

try:
header = validate_header(json.loads(record.header_json), expected_alg=record.alg_out

except (json.JSONDecodeError, ValueError) as exc:
raise HTTPException(status_code=status.HTTP_500_INTERNAL_SERVER_ERROR, detail=str(
exc)) from exc

key_record = repo.get_key(name=record.dek_out, key_type="dek")
if key_record is None:
raise HTTPException(status_code=status.HTTP_500_INTERNAL_SERVER_ERROR, detail="DEK
not found.")
if not master_kek_hex:
raise HTTPException(
status_code=status.HTTP_500_INTERNAL_SERVER_ERROR,
detail="VAULT_MASTER_KEK_HEX is required to unwrap DEK.",

)

try:
normalized_master_kek = validate_master_kek_hex(master_kek_hex)
dek_hex = unwrap_dek_hex(key_record.key_hex, normalized_master_kek)
plaintext = decrypt_container(

algorithm=record.alg_out,
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key_hex=dek_hex,
header=header,
payload_hex=record.payload_hex,
)
except ValueError as exc:
raise HTTPException(status_code=status.HTTP_500_INTERNAL_SERVER_ERROR,
exc)) from exc

utf8_value: str | None
try:

utf8_value = plaintext.decode("utf-8")
except UnicodeDecodeError:

utf8_value = None

return {
"name"”: record.name,
"algorithm”: record.alg_out,

"plaintext_hex": plaintext.hex(),
"plaintext_utf8": utf8_value,
"bytes”: len(plaintext),

return app

_settings = VaultSettings()
app = create_app(_settings.db_url, _settings.master_kek_hex)

Pucynok 33 — vault/api.py

from __future__ import annotations

import hashlib
import hmac
import secrets

PBKDF2_ALGO = "sha256"
PBKDF2_ITERATIONS = 200_000
SALT_BYTES = 16

HASH_PREFIX = "pbkdf2_sha256"

def normalize_bearer_auth_header (value: str) -> str:
text = value.strip()
if not text.startswith("Bearer "):
raise ValueError ("Auth header must start with 'Bearer '.")
if not text[len("Bearer ") :].strip():
raise ValueError ("Bearer token is empty.")

return text

def hash_auth_header (auth_header: str) -> str:
normalized = normalize_bearer_auth_header (auth_header)
salt = secrets.token_bytes(SALT_BYTES)
digest = hashlib.pbkdf2_hmac(
PBKDF2_ALGO ,
normalized.encode("utf-8"),
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salt,
PBKDF2_ITERATIONS,
)

return f"{HASH_PREFIX}${PBKDF2_ITERATIONS}${salt.hex()}${digest.hex()}"

verify_auth_header (candidate_header: str, stored_value: str)
try:

normalized_candidate = normalize_bearer_auth_header (candidate_header)

except ValueError:
return False

if not stored_value.startswith(f"{HASH_PREFIX}$"):
# Backward compatibility for legacy plain-text rows.

return hmac.compare_digest(normalized_candidate, stored_value)

parts = stored_value.split("$")
if len(parts) != 4:

return False

_, iterations_raw, salt_hex, digest_hex = parts
try:

iterations = int(iterations_raw)

salt = bytes.fromhex(salt_hex)

expected_digest = bytes.fromhex(digest_hex)
except ValueError:

return False

actual_digest = hashlib.pbkdf2_hmac(
PBKDF2_ALGO,
normalized_candidate.encode("utf-8"),
salt,
iterations,

)

return hmac.compare_digest(actual_digest, expected_digest)

Pucynok 34 — vault/auth.py

__future__ import annotations

import argparse

import json

import os

import secrets

import subprocess

import sys

import time

from pathlib import Path

from typing import Sequence

from pydantic import TypeAdapter, ValidationError

from vault.schemas import (

AddKeyCommand ,
GenerateKeyCommand,
HexStr,
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LoadCommand ,
StorePlaintextCommand ,
SUPPORTED_ALGORITHMS ,
WebServerUpCommand,
parse_container_json,
)
from vault.settings import VaultSettings
from vault.key_manager import generate_kek_hex, normalize_hex_or_raise, unwrap_dek_hex,
validate_master_kek_hex, wrap_dek_hex

PID_FILE = Path(".vault_web_server.json")

def _repo_or_exit(db_url: str):
try:
from vault.db import VaultRepository
except ModuleNotFoundError as exc: # pragma: no cover - depends on environment
raise SystemExit(str(exc)) from exc

repo = VaultRepository(db_url)
repo.init_db ()
return repo

def _crypto_or_exit():
try:
from vault import crypto
except ModuleNotFoundError as exc: # pragma: no cover - depends on environment
raise SystemExit(str(exc)) from exc

return crypto

def build_parser () -> argparse.ArgumentParser:
settings = VaultSettings ()
parser = argparse.ArgumentParser (
prog="vault",
description="Vault CLI: key management, data loading, and web-server lifecycle.”,

)
parser.add_argument (

"--db-url”,

default=settings.db_url,

help="Database URL for SQLAlchemy, e.g. sqlite:///vault.db",
)

parser.set_defaults(handler=None)
subparsers = parser.add_subparsers(dest="command”, required=True)

_add_generate_key_parser (subparsers, command_name="generate-dek", key_type="dek")
_add_generate_key_parser (subparsers, command_name="generate-kek", key_type="kek")
_add_import_key_parser (subparsers, command_name="add-dek"”, key_type="dek")
_add_import_key_parser (subparsers, command_name="add-kek", key_type="kek")
_add_load_parser (subparsers)

_add_store_plaintext_parser (subparsers)

_add_web_server_parser (subparsers)

return parser

def _master_kek_or_exit() -> str:

70



77
78
79
80
81

82
83
84
85
86

87
88
89

90

92
93

94

95
96
97
98
99
100
101
102
103
104
105

106

107
108
109
110
111
112

113
114
115
116
117
118
119

120
121
122
123

124
125
126

[Tponomxenue [punoxenus A

settings = VaultSettings ()
if not settings.master_kek_hex:
raise SystemExit("VAULT_MASTER_KEK_HEX is required for DEK operations."”)
try:
return validate_master_kek_hex(settings.master_kek_hex)
except ValueError as exc:

raise SystemExit(str(exc)) from exc

def _add_generate_key_parser (subparsers: argparse._SubParsersAction, command_name: str, key_type
str) -> None:

parser = subparsers.add_parser (command_name, help=f"Generate a new {key_type.upper()} key.")
parser.add_argument (”"--name”, required=True, help="Logical key name.")
parser.add_argument("--alg"”, required=True, help=f"Encryption algorithm: {', '.join(

SUPPORTED_ALGORITHMS)}")
parser.set_defaults(handler=handle_generate_key, key_type=key_type)

def _add_import_key_parser (subparsers: argparse._SubParsersAction, command_name: str, key_type:
str) -> None:
parser = subparsers.add_parser(command_name, help=f"Import an existing {key_type.upper ()}
key from file.")
parser.add_argument ("--name”, required=True, help="Logical key name.")
parser.add_argument("-f", "--file"”, required=True, help="Path to text file with hex key.")
parser.set_defaults(handler=handle_add_key, key_type=key_type)

def _add_load_parser (subparsers: argparse._SubParsersAction) -> None:

parser = subparsers.add_parser(”load”, help="Load encrypted data and re-encrypt it.")
parser.add_argument (”"--name”, required=True, help="Record name.")

parser.add_argument("-f", "--file"”, required=True, help="Input file path.")
parser.add_argument ("--auth”, required=True, help="Authorization header, e.g. Bearer 123.")
parser.add_argument ("--alg-in", required=True, help=f"Input data algorithm: {', '.join(
SUPPORTED_ALGORITHMS)3}")

parser.add_argument ("--alg-out”, required=True, help=f"Target data algorithm: {', '.join(
SUPPORTED_ALGORITHMS)3}")

parser.add_argument ("--dek-in", required=True, help="Source DEK name.")

parser.add_argument ("--dek-out”, required=True, help="Target DEK name.")

parser.add_argument (

"--header-json”,

metavar="JSON",

help='Optional JSON header with fields like {"alg":"AES-256-GCM","nonce”:"...",6 "tag
78%000"F0 '
)
parser.add_argument ("--data-hex"”, help="0Optional encrypted payload in hex.")
parser.set_defaults(handler=handle_load)

def _add_store_plaintext_parser(subparsers: argparse._SubParsersAction) -> None:
parser = subparsers.add_parser("store-plaintext”, help="Encrypt plaintext file and store
resulting container.")

parser.add_argument (”"--name”, required=True, help="Record name.")

parser.add_argument("-f", "--file"”, required=True, help="Plaintext input file path.")
parser.add_argument ("--auth”, required=True, help="Authorization header, e.g. Bearer 123.")
parser.add_argument ("--alg"”, required=True, help=f"Target data algorithm: {', '.join(

SUPPORTED_ALGORITHMS)3}")
parser.add_argument ("--dek"”, required=True, help="Target DEK name.")
parser.set_defaults(handler=handle_store_plaintext)
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127

128 def _add_web_server_parser (subparsers: argparse._SubParsersAction) -> None:

129 parser = subparsers.add_parser(”"web-server”, help="Manage Vault web server.")
130 action_parsers = parser.add_subparsers(dest="web_server_action"”, required=True)
131

132 up_parser = action_parsers.add_parser("up”, help="Start HTTPS web server.")
133 up_parser.add_argument ("--key", required=True, help="TLS private key path.")
134 up_parser.add_argument("--cert”, required=True, help="TLS certificate path.")
135 up_parser.add_argument ("--host”, default="127.0.0.1", help="Bind host.")
136 up_parser.add_argument ("--port”, type=int, default=9000, help="Bind port.")
137 up_parser.set_defaults(handler=handle_web_server_up)

138

139 down_parser = action_parsers.add_parser(”"down”, help="Stop web server.")
140 down_parser.set_defaults(handler=handle_web_server_down)

141

142

143 def _print_result(status: str, action: str, *xdetails: object) -> int:

144 payload = {"status”: status, "action”: action, **details}

145 print(json.dumps(payload, ensure_ascii=False, indent=2, default=str))

146 return 0

147

148

149 def _validate_or_exit(model_cls, payload: dict):

150 try:

151 return model_cls.model_validate(payload)

152 except ValidationError as exc:

153 raise SystemExit(str(exc)) from exc

154

155

156 def handle_generate_key(args: argparse.Namespace) -> int:

157 cmd = _validate_or_exit(

158 GenerateKeyCommand ,

159 {

160 "db_url”: args.db_url,

161 "key_type": args.key_type,

162 "name”: args.name,

163 "alg": args.alg,

164 },

165 )

166 if cmd.key_type == "kek":

167 kek_hex = generate_kek_hex(cmd.alg)

168 return _print_result(

169 status="ok",

170 action="generate-kek",

171 algorithm=cmd.alg,

172 key_hex=kek_hex,

173 stored_in_db=False,

174 note="Store this KEK outside DB and set VAULT_MASTER_KEK_HEX for runtime operations.
175 )

176

177 crypto = _crypto_or_exit()

178 dek_hex = secrets.token_hex(crypto.KEY_SIZES_BYTES[cmd.alg])

179 master_kek_hex = _master_kek_or_exit ()

180 wrapped_dek = wrap_dek_hex (dek_hex, master_kek_hex)

181 repo = _repo_or_exit(cmd.db_url)

182 try:

183 record = repo.upsert_key(

184 name=cmd . name ,
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185 key_type=cmd.key_type,

186 algorithm=cmd.alg,

187 key_hex=wrapped_dek,

188 )

189 return _print_result(

190 status="ok",

191 action=f"generate-{cmd.key_type}",
192 record=repo.to_dict_key(record),
193 dek_stored_as_wrapped=True,

194 )

195 finally:

196 repo.close ()

197

198

199 def handle_add_key(args: argparse.Namespace) -> int:
200 cmd = _validate_or_exit(

201 AddKeyCommand ,

202 {

203 "db_url”: args.db_url,

204 "key_type": args.key_type,

205 "name"”: args.name,

206 "file"”: args.file,

207 ¥,

208 )

209 key_hex = cmd.file.read_text(encoding="utf-8").strip()
210 try:

211 normalized_key = normalize_hex_or_raise(key_hex)
212 except ValueError as exc:

213 raise SystemExit(str(exc)) from exc

214

215 if cmd.key_type == "kek":

216 return _print_result(

217 status="ok",

218 action="add-kek",

219 source_file=str(cmd.file),

220 key_bytes=len(normalized_key) // 2,
221 stored_in_db=False,

222 note="Set this value to VAULT_MASTER_KEK_HEX in your runtime environment.”,
223 )

224

225 repo = _repo_or_exit(cmd.db_url)

226 master_kek_hex = _master_kek_or_exit ()

227 wrapped_dek = wrap_dek_hex(normalized_key, master_kek_hex)
228 try:

229 record = repo.upsert_key(

230 name=cmd . name ,

231 key_type=cmd. key_type,

232 algorithm="IMPORTED",

233 key_hex=wrapped_dek,

234 )

235 return _print_result(

236 status="ok",

237 action=f"add-{cmd.key_typel}",

238 source_file=str(cmd. file),

239 record=repo.to_dict_key(record),
240 dek_stored_as_wrapped=True,

241 )

242 finally:

243 repo.close ()
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le_load(args: argparse.Namespace) -> i
er_json = None
rgs.header_json:
try:
header_json = json.loads(args.head
except json.JSONDecodeError as exc:
raise SystemExit(f"”Invalid JSON in

= _validate_or_exit(

LoadCommand ,

{
"db_url”: args.db_url,
"name”: args.name,
"file": args.file,
"auth”: args.auth,
"alg_in": args.alg_in,
"alg_out”: args.alg_out,
"dek_in": args.dek_in,
"dek_out"”: args.dek_out,

"header_json": header_json,
"data_hex": args.data_hex,
%o
to = _crypto_or_exit()
er_kek_hex = _master_kek_or_exit ()
= _repo_or_exit(cmd.db_url)
dek_in_record = repo.get_key(name=cmd.

if dek_in_record is None:
raise SystemExit(f"DEK not found:

dek_out_record = repo.get_key(name=cmd
if dek_out_record is None:

raise SystemExit(f"DEK not found:

try:

nt:

er_json)

--header-json: {exc}") from exc

dek_in, key_type="dek")

{cmd.dek_in3}")

.dek_out, key_type="dek")

{cmd.dek_out}")

dek_in_key_hex = unwrap_dek_hex(dek_in_record.key_hex, master_kek_hex)

dek_out_key_hex = unwrap_dek_hex(dek_out_record.key_hex, master_kek_hex)

except ValueError as exc:

raise SystemExit(str(exc)) from exc

input_payload_hex, input_header = _resolve_input_container (cmd)

try:
normalized_header = crypto.validate_header (input_header, expected_alg=cmd.alg_in)
plaintext = crypto.decrypt_container(

algorithm=cmd.alg_in,
key_hex=dek_in_key_hex,
header=normalized_header,
payload_hex=input_payload_hex,

)

output_payload_hex, output_header
algorithm=cmd.alg_out,
key_hex=dek_out_key_hex,
plaintext=plaintext,

)

except ValueError as exc:

= crypto.encrypt_container(
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raise SystemExit(str(exc)) from exc

record = repo.upsert_data_record(
name=cmd . name ,
auth_header=cmd. auth,
alg_in=cmd.alg_in,
alg_out=cmd.alg_out,
dek_in=cmd.dek_in,
dek_out=cmd.dek_out,
header_json=json.dumps (output_header, ensure_ascii=False),
payload_hex=output_payload_hex,

return _print_result(
status="ok",
action="1load",
output_header=output_header,
plaintext_bytes=len(plaintext),
record=repo.to_dict_data_record(record),

)

finally:

repo.close ()

def handle_web_server_up(args: argparse.Namespace) -> int:

cmd

)

= _validate_or_exit(
WebServerUpCommand ,

{
"key": args.key,
"cert”: args.cert,
"host": args.host,
"port"”: args.port,
},

if PID_FILE.exists():

try:
current = json.loads(PID_FILE.read_text(encoding="utf-8"))
existing_pid = int(current.get("pid”, 0))
except (json.JSONDecodeError, ValueError):
existing_pid = 0
if existing_pid and _is_process_alive(existing_pid):
raise SystemExit(f"Web server is already running with pid={existing_pid}.")
PID_FILE.unlink(missing_ok=True)

command = [

]

env

sys.executable,
"o

"uvicorn",
"vault.api:app”,
"--host",

cmd. host,
"--port",
str(cmd.port),
"--ssl-keyfile"”,
str(cmd. key),
"--ssl-certfile”,
str(cmd.cert),

= os.environ.copy()
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362 env["VAULT_DB_URL"] = args.db_url
363

364 creationflags = 0

365 if os.name == "nt":

366 creationflags = subprocess.CREATE_NEW_PROCESS_GROUP | subprocess.DETACHED_PROCESS
367

368 try:

369 process = subprocess.Popen(

370 command ,

371 env=env,

372 stdout=subprocess.DEVNULL,
373 stderr=subprocess.DEVNULL,
374 stdin=subprocess.DEVNULL,
375 creationflags=creationflags,
376 )

377 except OSError:

378 # Some environments reject detached creation flags; fallback to plain spawn.
379 process = subprocess.Popen(

380 command ,

381 env=env,

382 stdout=subprocess.DEVNULL,
383 stderr=subprocess.DEVNULL,
384 stdin=subprocess.DEVNULL ,
385 )

386 time.sleep(0.4)

387 if process.poll() is not None:

388 raise SystemExit("Failed to start web server process.”)
389

390 PID_FILE.write_text(

391 json.dumps (

392 {"pid": process.pid, "host"”: cmd.host, "port”: cmd.port, "db_url"”: args.db_url},
393 ensure_ascii=False,

394 indent=2,

395 ),

396 encoding="utf-8",

397 )

398 return _print_result(

399 status="ok",

400 action="web-server-up",

401 pid=process.pid,

402 host=cmd. host,

403 port=cmd.port,

404 )

405

406

407 def handle_store_plaintext(args: argparse.Namespace) -> int:
408 cmd = _validate_or_exit(

409 StorePlaintextCommand,

410 {

411 "db_url”: args.db_url,

412 "name”: args.name,

413 "file": args.file,

414 "auth”: args.auth,

415 "alg": args.alg,

416 "dek": args.dek,

417 ¥,

418 )

419

420 crypto = _crypto_or_exit()
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master_kek_hex = _master_kek_or_exit ()
repo = _repo_or_exit(cmd.db_url)
try:

key_record = repo.get_key(name=cmd.dek, key_type="dek")
if key_record is None:
raise SystemExit(f"DEK not found: {cmd.dek}")

try:
dek_key_hex = unwrap_dek_hex(key_record.key_hex, master_kek_hex)
except ValueError as exc:

raise SystemExit(str(exc)) from exc

plaintext = cmd.file.read_bytes ()
if not plaintext:
raise SystemExit("Plaintext file is empty.")

try:
output_payload_hex, output_header = crypto.encrypt_container(
algorithm=cmd.alg,
key_hex=dek_key_hex,
plaintext=plaintext,
)
except ValueError as exc:

raise SystemExit(str(exc)) from exc

record = repo.upsert_data_record(
name=cmd . name,
auth_header=cmd.auth,
alg_in=cmd.alg,
alg_out=cmd.alg,
dek_in=cmd.dek,
dek_out=cmd. dek,
header_json=json.dumps (output_header, ensure_ascii=False),
payload_hex=output_payload_hex,

)

return _print_result(
status="ok",
action="store-plaintext”,
output_header=output_header,
plaintext_bytes=len(plaintext),
record=repo.to_dict_data_record(record),

)

finally:
repo.close ()

def handle_web_server_down(_: argparse.Namespace) -> int:
if not PID_FILE.exists():
return _print_result(status="ok", action="web-server-down”, stopped=False,

not_running”)

try:
current = json.loads(PID_FILE.read_text(encoding="utf-8"))
pid = int(current.get("pid”, 0))

except (json.JSONDecodeError, ValueError):
pid = 0

if not pid:
PID_FILE.unlink(missing_ok=True)
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return _print_result(status="ok", action="web-server-down"”, stopped=False, reason="

invalid_pid_file")

if os.name == "nt":

subprocess.run(["taskkill”, "/PID", str(pid), "/T", "/F"], capture_output=True, text=
True)
else:

try:

os.kill(pid, 15)
except ProcessLookupError:
pass

time.sleep(0.2)
stopped = not _is_process_alive(pid)
PID_FILE.unlink(missing_ok=True)

return _print_result(status="ok", action="web-server-down”, stopped=stopped,

_is_process_alive(pid: int) =-> bool:
try:

os.kill(pid, @)
except Exception:

return False

return True

_resolve_input_container(cmd: LoadCommand) -> tuplel[str, dict[str, str]]:
if cmd.data_hex is not None:
return cmd.data_hex, cmd.header_json.model_dump ()

content = cmd.file.read_text(encoding="utf-8").strip()
if cmd.header_json is not None:
try:
payload_hex = TypeAdapter (HexStr).validate_python(content)
except ValidationError as exc:
raise SystemExit(str(exc)) from exc
return payload_hex, cmd.header_json.model_dump ()

try:
container = parse_container_json(content)
except (json.JSONDecodeError, ValidationError) as exc:
raise SystemExit(
"Input file must contain valid JSON container with header/data, "
"or pass --header-json with hex payload file."”
) from exc
return container.data, container.header.model_dump ()

main(argv: Sequence[str] | None = None) -> int:
parser = build_parser ()
args = parser.parse_args(argv)

if args.handler is None:
parser.print_help ()
return 2

return args.handler(args)

" ",

raise SystemExit(main())

78

pid=pid)



536
537

W 0 N O U A W N =

10
1
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
7
42
43
44
45
46
47
48
49
50
51

[Tponomxenue [punoxenus A

Pucynok 35 — vault/cli.py

from __future__ import annotations
import secrets

try:
from cryptography.hazmat.primitives.ciphers.aead import AESGCM, ChaCha2@Poly1305
except ModuleNotFoundError as exc: # pragma: no cover - depends on local env
raise ModuleNotFoundError (
"cryptography is required for encryption/decryption operations. Install dependencies
first.”

) from exc

KEY_SIZES_BYTES = {
"AES-128-GCM": 16,
"AES-256-GCM": 32,
"ChaCha20-Poly1305": 32,

TAG_SIZE_BYTES = 16
NONCE_SIZE_BYTES = 12

def _normalize_hex(value: str) -> str:
raw = value.strip().lower ()
if raw.startswith(”ox"):
raw = raw[2:]
if not raw:
raise ValueError ("Hex value is empty.")
if len(raw) % 2:
raise ValueError ("Hex value length must be even.")
try:
bytes. fromhex (raw)
except ValueError as exc:
raise ValueError ("Hex value contains non-hex characters."”) from exc

return raw

def _aead_instance(algorithm: str, key: bytes):
if algorithm.startswith("AES-"):
return AESGCM(key)
if algorithm == "ChaCha20-Poly1305":
return ChaCha20Poly1305(key)
raise ValueError (f"Unsupported algorithm: {algorithm}")

def key_bytes_for_algorithm(key_hex: str, algorithm: str) -> bytes:
normalized = _normalize_hex(key_hex)
key = bytes.fromhex(normalized)
expected_size = KEY_SIZES_BYTES[algorithm]
if len(key) != expected_size:
raise ValueError(
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f"Invalid key size for {algorithm}: expected {expected_size} bytes, got {len(key)}
bytes."
)

return key

def validate_header (header: dict[str, str], expected_alg: str | None = None) -> dict[str, str]:
missing = {"alg"”, "nonce"”, "tag"} - set(header)

if missing:

raise ValueError (f"Header missing required fields: {', '.join(sorted(missing))}")
normalized = {

"alg": str(header["alg"]),

"nonce"”: _normalize_hex(str(header["nonce”])),

"tag": _normalize_hex(str(header["tag”"1)),
}
if expected_alg and normalized["alg"”] != expected_alg:

raise ValueError (f"Header alg mismatch: expected {expected_alg}, got {normalized['alg']l}
")
nonce = bytes.fromhex(normalized["nonce"])

tag = bytes.fromhex(normalized["tag"1])

if len(nonce) != NONCE_SIZE_BYTES:

raise ValueError(f"Invalid nonce size: expected {NONCE_SIZE_BYTES} bytes, got {len(nonce
)} bytes.")
if len(tag) != TAG_SIZE_BYTES:

raise ValueError(f"Invalid tag size: expected {TAG_SIZE_BYTES} bytes, got {len(tag)}
bytes.")

return normalized

def decrypt_container(x, algorithm: str, key_hex: str, header: dict[str, str], payload_hex: str)

-> bytes:
normalized_payload = _normalize_hex(payload_hex)
normalized_header = validate_header (header, expected_alg=algorithm)

key = key_bytes_for_algorithm(key_hex, algorithm)
nonce = bytes.fromhex(normalized_header["nonce”])
tag = bytes.fromhex(normalized_header["tag"])
ciphertext = bytes.fromhex(normalized_payload)

cipher = _aead_instance(algorithm, key)
encrypted = ciphertext + tag
return cipher.decrypt(nonce, encrypted, None)

def encrypt_container(x, algorithm: str, key_hex: str, plaintext: bytes) -> tuplel[str, dict[str,
str]]:
key = key_bytes_for_algorithm(key_hex, algorithm)
nonce = secrets.token_bytes(NONCE_SIZE_BYTES)
cipher = _aead_instance(algorithm, key)
encrypted = cipher.encrypt(nonce, plaintext, None)
ciphertext = encrypted[:-TAG_SIZE_BYTES]
tag = encrypted[-TAG_SIZE_BYTES:]

header = {
"alg": algorithm,
"nonce"”: nonce.hex(),

"tag”: tag.hex(),
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105 }
106 return ciphertext.hex(), header
Pucynok 36 — vault/crypto.py
1 from __future__ import annotations
2
3 from datetime import datetime, timezone
4 from typing import Any
5 import json
6 from pydantic import ValidationError
7 from vault.auth import hash_auth_header
8 from vault.db_schemas import (
9 DataRecordLookupIn,
10 DataRecordOut ,
1 DataRecordUpsertIn,
12 KeyLookupIn,
13 KeyRecordOut ,
14 KeyUpsertIn,
15 )
16
17 try:
18 from sqlalchemy import DateTime, String, Text, UniqueConstraint, create_engine, inspect,

select, text

19 from sqlalchemy.orm import DeclarativeBase, Mapped, Session, mapped_column, sessionmaker
20 except ModuleNotFoundError as exc: # pragma: no cover - depends on local env

21 raise ModuleNotFoundError (

22 "SQLAlchemy is required for database operations. Install dependencies first.”
23 ) from exc

24

25

26 def utcnow() -> datetime:

27 return datetime.now(timezone.utc)

28

29

30 class Base(DeclarativeBase):

31 pass

32

33

34 @

35 <class KeyRecord(Base):

36 __tablename__ = "keys"

37 __table_args__ = (UniqueConstraint("name”, "key_type"”, name="uq_keys_name_type"),)

38

39 id: Mapped[int] = mapped_column(primary_key=True, autoincrement=True)

40 name: Mapped[str] = mapped_column(String(128), nullable=False)

41 key_type: Mapped[str] = mapped_column(String(16), nullable=False)

42 algorithm: Mapped[str] = mapped_column(String(64), nullable=False)

43 key_hex: Mapped[str] = mapped_column(Text, nullable=False)

44 created_at: Mapped[datetime] = mapped_column(DateTime(timezone=True), default=utcnow,
nullable=False)

45 updated_at: Mapped[datetime] = mapped_column(

46 DateTime(timezone=True), default=utcnow, onupdate=utcnow, nullable=False

47 )

48

49

50
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class DataRecord(Base):

__tablename__ = "data_records”

__table_args__ = (UniqueConstraint("name",

id: Mapped[int] = mapped_column(primary_key=True,
name: Mapped[str] = mapped_column(String(128),
auth_hash: Mapped[str] = mapped_column(String(512),
alg_in: Mapped[str] = mapped_column(String(64),
alg_out: Mapped[str] = mapped_column(String(64),
dek_in: Mapped[str] = mapped_column(String(128),
dek_out: Mapped[str] = mapped_column(String(128),

header_json: Mapped[str |
payload_hex: Mapped[str] =

name="uq_data_records_name"),)

autoincrement=True)
nullable=
nullable=False)
nullable=False)
nullable=False)
nullable=False)
nullable=False)

False)

Nonel = mapped_column(Text, nullable=True)

mapped_column(Text,

created_at: Mapped[datetime]

nullable=False)

updated_at: Mapped[datetime]

DateTime (timezone=True

class VaultRepository:
def __init__(self, db_url:

),

default=utcnow,

mapped_column (

str) -> None:

self.engine = create_engine(db_url, future=True)

self.session_factory =
Session, future=True)

def init_db(self) -> None:

nullable=
mapped_column(DateTime(timezone=True),

False)

onupdate=utcnow, nullable=False

sessionmaker (bind=self.engine, expire_on_commit=False,

self._migrate_data_records_auth_column()

Base.metadata.create_all(self.engine)

def _migrate_data_records_auth_column(self) -> None:

with self.engine.begin() as conn:

inspector = inspect(conn)

if "data_records”
return

column_names = {column["name”] for column

not

in inspector.get_table_names():

if "auth_hash” in column_names or "auth_header”

return

conn.execute(text ("ALTER TABLE data_records RENAME COLUMN auth_header TO auth_hash")

def close(self) -> None:
self.engine.dispose()
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def upsert_key(self, *, name: str, key_type: str, algorithm: str, key_hex: str) -> KeyRecord

try:
payload = KeyUpsertIn.model_validate(

{"name": name, "key_type": key_type, "algorithm": algorithm, "key_hex": key_hex}

)
except ValidationError as exc:
raise ValueError(str(exc)) from exc

with self.session_factory() as session:
record = session.execute(

select (KeyRecord) .where(KeyRecord.name payload.name, KeyRecord.key_type
payload.key_type)
).scalar_one_or_none ()
if record is None:
record = KeyRecord(
name=payload.name,
key_type=payload.key_type,
algorithm=payload.algorithm,
key_hex=payload.key_hex,

)
session.add(record)
else:
record.algorithm = payload.algorithm

record.key_hex = payload.key_hex
session.commit ()

return record

def get_key(self, *, name: str, key_type: str) -> KeyRecord | None:
try:
lookup = KeyLookupIn.model_validate({"name": name, "key_type": key_type})
except ValidationError as exc:
raise ValueError(str(exc)) from exc

with self.session_factory() as session:
return session.execute (
select (KeyRecord) .where(KeyRecord.name == lookup.name, KeyRecord.key_type
lookup.key_type)
).scalar_one_or_none ()

def upsert_data_record(
self,
* £
name: str,
auth_header: str,
alg_in: str,
alg_out: str,
dek_in: str,
dek_out: str,
header_json: str | None,
payload_hex: str,

) -> DataRecord:

try:
payload = DataRecordUpsertIn.model_validate(
{
"name": name,
"auth_header”: auth_header,
"alg_in": alg_in,
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152 "alg_out"”: alg_out,

153 "dek_in": dek_in,

154 "dek_out": dek_out,

155 "header_json": header_json,
156 "payload_hex": payload_hex,
157 3}

158 )

159 except ValidationError as exc:

160 raise ValueError(str(exc)) from exc
161

162 with self.session_factory() as session:
163 record = session.execute(select(DataRecord).where(DataRecord.name == payload.name)).

scalar_one_or_none ()

164 if record is None:

165 record = DataRecord(

166 name=payload.name,

167 auth_hash=hash_auth_header (payload.auth_header),
168 alg_in=payload.alg_in,

169 alg_out=payload.alg_out,

170 dek_in=payload.dek_in,

171 dek_out=payload.dek_out,

172 header_json=payload. header_json,

173 payload_hex=payload.payload_hex,

174 )

175 session.add(record)

176 else:

177 record.auth_hash = hash_auth_header (payload.auth_header)
178 record.alg_in = payload.alg_in

179 record.alg_out = payload.alg_out

180 record.dek_in = payload.dek_in

181 record.dek_out = payload.dek_out

182 record.header_json = payload.header_json

183 record.payload_hex = payload.payload_hex

184 session.commit ()

185 return record

186

187 def get_data_record_by_name(self, x, name: str) -> DataRecord | None:
188 try:

189 lookup = DataRecordLookupIn.model_validate({"name”: name})
190 except ValidationError as exc:

191 raise ValueError(str(exc)) from exc

192

193 with self.session_factory() as session:

194 return session.execute(select(DataRecord).where(DataRecord.name == lookup.name)).

scalar_one_or_none ()

195

196 def to_dict_key(self, record: KeyRecord) -> dict[str, Any]:
197 key_bytes = _stored_key_bytes(record.key_hex)
198 out = KeyRecordOut.model_validate (

199 {

200 "id": record.id,

201 "name"”: record.name,

202 "key_type": record.key_type,

203 "algorithm”: record.algorithm,

204 "key_bytes": key_bytes,

205 "created_at"”: record.created_at,

206 "updated_at"”: record.updated_at,

207 }

208 )
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return out.model_dump(mode="3json")

def to_dict_data_record(self, record: DataRecord) -> dict[str, Any]:

out = DataRecordOut.model_validate(
{

"id": record.id,
"name"”: record.name,
"alg_in": record.alg_in,
"alg_out"”: record.alg_out,
"dek_in": record.dek_in,
"dek_out"”: record.dek_out,

"auth_protected”: True,

"payload_bytes”: len(record.payload_hex) // 2,
"has_header": record.header_json is not None,
"created_at"”: record.created_at,

"updated_at"”: record.updated_at,

)

return out.model_dump(mode="3json")

_stored_key_bytes(value: str) -> int:
text = value.strip()
try:
return len(bytes.fromhex (text))
except ValueError:
pass
try:
payload = json.loads(text)
except json.JSONDecodeError:
return @
if isinstance(payload, dict) and isinstance(payload.get("wrapped"”),
try:
return len(bytes.fromhex (payload["wrapped”]))
except ValueError:

return @
return 0@
Pucynox 37 — vault/db.py
__future__ import annotations
rt json

datetime import datetime
typing import Literal

pydantic import BaseModel, ConfigDict, Field, TypeAdapter, field_validator,

vault.schemas import HexStr
vault.auth import normalize_bearer_auth_header

s KeyUpsertIn(BaseModel):
model_config = ConfigDict(extra="forbid")

name: str = Field(min_length=1, max_length=128)
key_type: Literal["dek”, "kek"]
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18 algorithm: str = Field(min_length=1, max_length=64)

19 key_hex: str

20

21 @model_validator (mode="after")

22 def validate_key_payload(self) -> "KeyUpsertIn":

23 if self.key_type == "kek":

24 _ = TypeAdapter (HexStr).validate_python(self.key_hex)

25 return self

26

27 # DEK may be stored as wrapped JSON or legacy hex.

28 try:

29 _ = TypeAdapter (HexStr).validate_python(self.key_hex)

30 return self

31 except Exception:

32 pass

33

34 try:

35 payload = json.loads(self.key_hex)

36 except json.JSONDecodeError as exc:

37 raise ValueError ("DEK value must be valid hex or wrapped JSON.") from exc

38 if not isinstance(payload, dict):

39 raise ValueError ("Wrapped DEK payload must be a JSON object.”)

40 missing = {"nonce”, "wrapped”, "tag"} - set(payload)

41 if missing:

42 raise ValueError (f"Wrapped DEK payload missing fields: {', '.join(sorted(missing))}"
)

43 return self

44

45

46 class KeyLookupIn(BaseModel):

47 model_config = ConfigDict(extra="forbid")

48

49 name: str = Field(min_length=1, max_length=128)

50 key_type: Literal["dek"”, "kek"]

51

52

53 class DataRecordUpsertIn(BaseModel):

54 model_config = ConfigDict(extra="forbid")

55

56 name: str = Field(min_length=1, max_length=128)

57 auth_header: str = Field(min_length=1, max_length=512)

58 alg_in: str = Field(min_length=1, max_length=64)

59 alg_out: str = Field(min_length=1, max_length=64)

60 dek_in: str = Field(min_length=1, max_length=128)

61 dek_out: str = Field(min_length=1, max_length=128)

62 header_json: str | None = None

63 payload_hex: HexStr

64

65 @field_validator ("header_json")

66 @classmethod

67 def validate_header_json(cls, value: str | None) -> str | None:

68 if value is None:

69 return value

70 try:

71 parsed = json.loads(value)

72 except json.JSONDecodeError as exc:

73 raise ValueError("header_json must be valid JSON string."”) from exc

74 if not isinstance(parsed, dict):

75 raise ValueError("header_json must encode a JSON object.")
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return value

@field_validator ("auth_header”)
@Qclassmethod

def validate_auth_header(cls, value: str) -> str:

return normalize_bearer_auth_header (value)

class DataRecordLookupIn(BaseModel):
model_config = ConfigDict(extra="forbid")

name: str = Field(min_length=1, max_length=128)

class KeyRecordOut (BaseModel):
model_config = ConfigDict(extra="forbid")

id: int

name: str

key_type: str
algorithm: str
key_bytes: int
created_at: datetime
updated_at: datetime

class DataRecordOut (BaseModel):
model_config = ConfigDict(extra="forbid")

id: int

name: str

alg_in: str

alg_out: str

dek_in: str

dek_out: str
auth_protected: bool
payload_bytes: int
has_header: bool
created_at: datetime
updated_at: datetime

Pucynok 38 — vault/db_schemas.py

from __future__ import annotations

import json
import secrets

from pydantic import TypeAdapter, ValidationError

from vault.crypto import KEY_SIZES_BYTES
from vault.schemas import HexStr

try:
from cryptography.hazmat.primitives.ciphers.aead

except ModuleNotFoundError as exc: # pragma: no cover

raise ModuleNotFoundError (
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"cryptography is required for key wrapping operations. Install dependencies first.”

) from exc

WRAP_ALG = "AES-256-GCM"
WRAP_NONCE_BYTES = 12
WRAP_TAG_BYTES = 16

def

def

def

def

def

normalize_hex_or_raise(value: str) -> str:

try:

return TypeAdapter (HexStr).validate_python(value)

except ValidationError as exc:

raise ValueError(str(exc)) from exc

validate_master_kek_hex (master_kek_hex: str) -> str:

normalized = normalize_hex_or_raise(master_kek_hex)

if len(bytes.fromhex(normalized)) != 32:

raise ValueError ("VAULT_MASTER_KEK_HEX must be 32 bytes (64 hex chars).")

return normalized

generate_kek_hex(algorithm: str) -> str:
size = KEY_SIZES_BYTES[algorithm]

return secrets.token_hex(size)

wrap_dek_hex (dek_hex: str, master_kek_hex:

str) -> str:

dek = bytes.fromhex(normalize_hex_or_raise(dek_hex))

master_kek = bytes.fromhex(validate_master_kek_hex(master_kek_hex))
nonce = secrets.token_bytes(WRAP_NONCE_BYTES)
encrypted = AESGCM(master_kek).encrypt(nonce, dek, None)

payload = {
"v'io1,
"wrap_alg": WRAP_ALG,
"nonce"”: nonce.hex(),

"wrapped”: encrypted[:-WRAP_TAG_BYTES].hex(),
"tag": encrypted[-WRAP_TAG_BYTES:].hex(),

3

return json.dumps(payload, ensure_ascii=False)

unwrap_dek_hex (stored_value: str, master_kek_hex: str) -> str:

text = stored_value.strip()

# Backward compatibility for legacy plaintext DEK values.

try:

return normalize_hex_or_raise(text)
except ValueError:

pass

try:
payload = json.loads(text)
except json.JSONDecodeError as exc:
raise ValueError("Stored DEK value is

neither valid hex nor wrapped JSON.") from exc
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if not isinstance(payload, dict):

raise ValueError ("Wrapped DEK payload must be a JSON object.”)
missing = {"nonce”, "wrapped”, "tag"} - set(payload)
if missing:

raise ValueError(f"Wrapped DEK payload missing fields: {', '.join(sorted(missing))}")

nonce = bytes.fromhex(normalize_hex_or_raise(str(payload["nonce"1)))
wrapped = bytes.fromhex(normalize_hex_or_raise(str(payload["wrapped”]1)))
tag = bytes.fromhex(normalize_hex_or_raise(str(payload[”tag”])))

if len(nonce) != WRAP_NONCE_BYTES:
raise ValueError(f"Invalid wrap nonce size: expected {WRAP_NONCE_BYTES} bytes.")
if len(tag) != WRAP_TAG_BYTES:

raise ValueError(f"Invalid wrap tag size: expected {WRAP_TAG_BYTES} bytes.")

master_kek = bytes.fromhex(validate_master_kek_hex(master_kek_hex))
dek = AESGCM(master_kek).decrypt(nonce, wrapped + tag, None)
return dek.hex()

Pucynok 39 — vault/key manager.py

from __future__ import annotations

from pathlib import Path
from typing import Annotated, Any, Literal

from pydantic import BaseModel, BeforeValidator, ConfigDict, Field, ValidationError,
field_validator, model_validator
from vault.auth import normalize_bearer_auth_header

SUPPORTED_ALGORITHMS = (
"AES-128-GCM",
"AES-256-GCM",
"ChaCha20-Poly1305",

)
SupportedAlgorithm = Literal["AES-128-GCM", "AES-256-GCM", "ChaCha20-Poly1305"]

TAG_SIZE_BYTES = 16
NONCE_SIZE_BYTES = 12

def _normalize_hex(value: Any) -> str:
if not isinstance(value, str):
raise ValueError ("Hex value must be a string.")
raw = value.strip().lower ()
if raw.startswith("ox"):
raw = raw[2:]
if not raw:
raise ValueError ("Hex value is empty.")
if len(raw) % 2:
raise ValueError ("Hex value length must be even.")
try:
bytes. fromhex (raw)
except ValueError as exc:
raise ValueError ("Hex value contains non-hex characters.”) from exc

return raw
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HexStr = Annotated[str, BeforeValidator(_normalize_hex)]

class HeaderModel (BaseModel):
model_config = ConfigDict(extra="forbid")

alg: SupportedAlgorithm
nonce: HexStr
tag: HexStr

@field_validator ("nonce™)
@classmethod
def validate_nonce_size(cls, value: str) -> str:

nonce = bytes.fromhex(value)

if len(nonce) != NONCE_SIZE_BYTES:

raise ValueError(f”"Invalid nonce size: expected {NONCE_SIZE_BYTES} bytes,

nonce)} bytes.")

return value

@field_validator ("tag")

@Qclassmethod

def validate_tag_size(cls, value: str) -> str:
tag = bytes.fromhex(value)
if len(tag) != TAG_SIZE_BYTES:

got {len(

raise ValueError(f"Invalid tag size: expected {TAG_SIZE_BYTES} bytes, got {len(tag)}

bytes.")

return value

class JsonContainerModel (BaseModel):
model_config = ConfigDict(extra="forbid")

header: HeaderModel
data: HexStr

class FlatJsonContainerModel (BaseModel):
model_config = ConfigDict(extra="forbid")

alg: SupportedAlgorithm
nonce: HexStr

tag: HexStr

data: HexStr

def to_nested(self) -> JsonContainerModel:
return JsonContainerModel (
header=HeaderModel (alg=self.alg, nonce=self.nonce, tag=self.tag),
data=self.data,

class GenerateKeyCommand (BaseModel):
model_config = ConfigDict(extra="forbid")

db_url: str

key_type: Literal["dek”, "kek"]
name: str = Field(min_length=1)
alg: SupportedAlgorithm
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94

95 <class AddKeyCommand(BaseModel):

96 model_config = ConfigDict(extra="forbid")

97

98 db_url: str

99 key_type: Literal["dek", "kek"]

100 name: str = Field(min_length=1)

101 file: Path

102

103 @field_validator("file")

104 @Qclassmethod

105 def validate_file_exists(cls, value: Path) -> Path:
106 if not value.is_file():

107 raise ValueError(f"File does not exist: {valuel}")
108 return value

109

110

111 class LoadCommand(BaseModel):

112 model_config = ConfigDict(extra="forbid")

113

114 db_url: str

115 name: str = Field(min_length=1)

116 file: Path

117 auth: str

118 alg_in: SupportedAlgorithm

119 alg_out: SupportedAlgorithm

120 dek_in: str = Field(min_length=1)

121 dek_out: str = Field(min_length=1)

122 header_json: HeaderModel | None = None

123 data_hex: HexStr | None = None

124

125 @field_validator (”"file")

126 @classmethod

127 def validate_file_exists(cls, value: Path) -> Path:
128 if not value.is_file():

129 raise ValueError(f"File does not exist: {valuel}")
130 return value

131

132 @field_validator ("auth")

133 @classmethod

134 def validate_auth(cls, value: str) -> str:

135 return normalize_bearer_auth_header(value)

136

137 @model_validator (mode="after")

138 def validate_header_dependency(self) -> "LoadCommand":
139 if self.data_hex is not None and self.header_json is None:
140 raise ValueError("header-json is required when --data-hex is provided.")
141 return self

142

143

144 class StorePlaintextCommand(BaseModel):

145 model_config = ConfigDict(extra="forbid")

146

147 db_url: str

148 name: str = Field(min_length=1)

149 file: Path

150 auth: str

151 alg: SupportedAlgorithm

152 dek: str = Field(min_length=1)
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153
154 @field_validator("file")
155 @classmethod
156 def validate_file_exists(cls, value: Path) -> Path:
157 if not value.is_file():
158 raise ValueError(f"File does not exist: {valuel}")
159 return value
160
161 @field_validator ("auth")
162 @Qclassmethod
163 def validate_auth(cls, value: str) -> str:
164 return normalize_bearer_auth_header (value)
165
166
167 class WebServerUpCommand (BaseModel):
168 model_config = ConfigDict(extra="forbid")
169
170 key: Path
171 cert: Path
172 host: str = "127.0.0.1"
173 port: int = Field(default=9000, ge=1, le=65535)
174
175 @field_validator("key", "cert"”)
176 Qclassmethod
177 def validate_file_exists(cls, value: Path) -> Path:
178 if not value.is_file():
179 raise ValueError(f"File does not exist: {value}")
180 return value
181
182
183 def parse_container_json(raw: str) -> JsonContainerModel:
184 import json
185
186 data = json.loads(raw)
187 try:
188 return JsonContainerModel .model_validate(data)
189 except ValidationError:
190 flat = FlatJsonContainerModel.model_validate(data)
191 return flat.to_nested()
Pucynok 40 — vault/schemas.py
1 from __future__ import annotations
2
3 from pydantic_settings import BaseSettings, SettingsConfigDict
4
5
6 «class VaultSettings(BaseSettings):
7 model _config = SettingsConfigDict(env_prefix="VAULT_", extra="ignore")
8
9 db_url: str = "sqlite:///vault.db"
10 master_kek_hex: str | None = None

Pucynok 41 — vault/settings.py
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from __future__ import annotations

import time
from pathlib import Path

def _unlink_with_retries(path: Path, retries: int = 10, delay_sec:
for _ in range(retries):

try:
path.unlink ()
return

except FileNotFoundError:
return

except OSError:
time.sleep(delay_sec)

def pytest_sessionfinish(session, exitstatus): # type: ignore[no-untyped-def]
root = Path(session.config.rootpath)
for pattern in ("test_api_x*.db"”, "test_cli_x.db"):

for db_file in root.glob(pattern):
_unlink_with_retries(db_file)

PucyHnok 42 — tests/conftest.py

import json
import uuid
from pathlib import Path

import pytest
from fastapi.testclient import TestClient

from vault.api import create_app
from vault.crypto import encrypt_container
from vault.db import VaultRepository

@pytest.fixture

def api_env():
db_path = Path(f"test_api_{uuid.uuid4().hex}.db").resolve()
db_url = f"sqlite:///{db_path.as_posix()}"

repo = VaultRepository(db_url)
repo.init_db ()

n n

master_kek_hex = "aa" * 32

dek_hex = "33" % 32

repo.upsert_key(name="api_dek"”, key_type="dek", algorithm="AES-256-GCM",

plaintext = b"api-plaintext”

payload_hex, header = encrypt_container(
algorithm="AES-256-GCM",
key_hex=dek_hex,
plaintext=plaintext,

)

repo.upsert_data_record(
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name="api_record”,

auth_header="Bearer 123",
alg_in="AES-256-GCM",
alg_out="AES-256-GCM",
dek_in="api_dek",

dek_out="api_dek",

header_json=json.dumps (header),

payload_hex=payload_hex,

client
yield {

client.
repo.cl
try:

db_

except
pas

= TestClient(create_app(db_url,

"client"”: client, "repo”: repo, "db_path”: db_path}

close ()
ose ()

path.unlink ()
OSError:
s

def test_get_data_success(api_env):

client
respons
assert
payload
assert

assert

= api_env["client"]

e = client.get("/data/api_record”,

response.status_code == 200
= response.json()

payload[”"plaintext_utf8"] ==

"api-plaintext”

payload["bytes”] == len(b"api-plaintext”)

def test_get_data_unauthorized(api_env):

client
respons
assert

= api_env["client"]

e = client.get("/data/api_record”,

response.status_code == 401

def test_auth_is_hashed_in_storage(api_env):

repo =
record
assert
assert
assert

import pyte
from pydant

api_env["repo"]

= repo.get_data_record_by_name(name="api_record”)

record is not None

record.auth_hash != "Bearer

123"

record.auth_hash.startswith("pbkdf2_sha256%$")

Pucynok 43 — tests/test_api.py

st
ic import ValidationError

from vault.auth import hash_auth_header, normalize_bearer_auth_header,

from vault.db_schemas import DataRecordUpsertIn

def test_empty_bearer_token_is_rejected():

with pytest.raises(ValueError):

normalize_bearer_auth_header ("Bearer ")
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"Bearer 123"3})
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verify_auth_header
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def test_malformed_hash_is_rejected():
assert verify_auth_header ("Bearer 123",
123",

123",

assert verify_auth_header ("Bearer
assert verify_auth_header ("Bearer

"pbkdf2_sha256%$not -a-number$aasbb”) is False
"pbkdf2_sha256$200000%$zz%$11")

"pbkdf2_sha256$200000%aa")

is False
is False

")

def test_long_bearer_token_limits():
max_token = "t" * (512 - len("Bearer "))
too_long_token = "t" % (513 - len("Bearer
valid = DataRecordUpsertIn.model_validate(
{
"name”: "n",
"auth_header": f"Bearer {max_token}",
"alg_in": "AES-256-GCM",
"alg_out”: "AES-256-GCM",
"dek_in": "src",
"dek_out"”: "dst",
"header_json": None,
"payload_hex": "00",
}
)

assert valid.auth_header.startswith("Bearer ")

with pytest.raises(ValidationError):
DataRecordUpsertIn.model_validate(

{
"name”: "n",
"auth_header":
"alg_in": "AES-256-GCM",
"alg_out": "AES-256-GCM",
"dek_in": "src",
"dek_out": "dst",
"header_json": None,
"payload_hex": "00",

¥

def test_hash_roundtrip_for_valid_bearer():
123")
assert verify_auth_header ("Bearer 123",

stored = hash_auth_header ("Bearer

assert verify_auth_header ("Bearer wrong"”,

f"Bearer {too_long_token}",

stored) is True

stored) is False

Pucynok 44 — tests/test auth.py

import uuid
from pathlib import Path
import pytest

from vault.cli import build_parser, main

@pytest.fixture
def parser():
return build_parser ()
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def test_generate_dek_parser(parser):
args = parser.parse_args ([
"generate-dek",
"--name",
"main",
"--alg",
"AES-256-GCM",
D
assert args.command == "generate-dek"”
assert args.name == "main”
assert args.alg == "AES-256-GCM"
assert args.key_type == "dek”

def test_web_server_down_parser(parser):
args = parser.parse_args(["web-server”, "down"])
assert args.command == "web-server”

assert args.web_server_action == "down'’

def test_store_plaintext_parser(parser):
plaintext_file = Path(__file__).resolve()
args = parser.parse_args ([
"store-plaintext”,
"--name",
"record-1",
nog
str(plaintext_file),
"--auth",
"Bearer 123",
"--alg”,
"AES-256-GCM",
"--dek",
"main",
D
assert args.command == "store-plaintext”
assert args.name == "record-1"
assert args.alg == "AES-256-GCM"
assert args.dek == "main"

def test_invalid_algorithm_fails():

db_file = Path(f"test_cli_invalid_{uuid.uuid4().hex}.db")
db_url = f"sqlite:///{db_file.resolve().as_posix()}"

try:
with pytest.raises(SystemExit) as exc:
main(
L
"--db-url"”,
db_url,
"generate -kek"”,
"--name",
"main",
"--alg”,
"INVALID",
]
)
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assert "AES-128-GCM" in str(exc.value)

finally:
try:
db_file.unlink ()
except FileNotFoundError:

pass

def test_main_executes_command():

db_file = Path(f"test_cli_main_{uuid.uuid4().hex}.db")

db_url = f"sqlite:///{db_file.resolve().

try:
try:
code = main(
L
"--db-url”,
db_url,
"generate-kek",
"--name",
"master",
"--alg"”,
"AES-256-GCM",
]
)
assert code ==
except SystemExit as exc:
message = str(exc)
assert "SQLAlchemy is required”
finally:

try:
db_file.unlink ()
except FileNotFoundError:

pass

as_posix()}"

in message or

"cryptography

Pucynok 45 — tests/test cli.py

from vault.crypto import decrypt_container,

def test_aes256_roundtrip():

key_hex = "11" x 32

plaintext = b"”"vault-roundtrip-aes”

payload_hex, header = encrypt_container(
algorithm="AES-256-GCM",
key_hex=key_hex,
plaintext=plaintext,

)

decrypted = decrypt_container(
algorithm="AES-256-GCM",
key_hex=key_hex,
header=header,
payload_hex=payload_hex,

)

assert decrypted == plaintext

def test_chacha20_roundtrip():

encrypt_container
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hex = "22" * 32
ntext = b"vault-roundtrip-chacha”
oad_hex, header = encrypt_container(

algorithm="ChaCha20-Poly1305",
key_hex=key_hex,
plaintext=plaintext,

ypted = decrypt_container (
algorithm="ChaCha20-Poly1305",
key_hex=key_hex,
header=header,

payload_hex=payload_hex,

rt decrypted == plaintext

PucyHnok 46 — tests/test_crypto.py

uid
hlib import Path

alchemy import inspect, text

1t.db import VaultRepository

def test_migrates_data_records_auth_header_to_auth_hash():

db_p
db_u
repo
try:

ath = Path(f”"test_migration_{uuid.uuid4().hex}.db").resolve()
rl = f"sqlite:///{db_path.as_posix()}"
= VaultRepository(db_url)

with repo.engine.begin() as conn:
conn.execute(
text (

CREATE TABLE data_records (
id INTEGER PRIMARY KEY AUTOINCREMENT,
name VARCHAR(128) NOT NULL,
auth_header VARCHAR(512) NOT NULL,
alg_in VARCHAR (64) NOT NULL,
alg_out VARCHAR(64) NOT NULL,
dek_in VARCHAR(128) NOT NULL,
dek_out VARCHAR(128) NOT NULL,
header_json TEXT NULL,
payload_hex TEXT NOT NULL,
created_at DATETIME NOT NULL,
updated_at DATETIME NOT NULL,
CONSTRAINT uqg_data_records_name UNIQUE (name)

)

nooon

repo.init_db ()
with repo.engine.begin() as conn:

columns = {col["name”] for col in inspect(conn).get_columns("data_records”)}
assert "auth_hash” in columns
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assert "auth_header” not in columns

record = repo.upsert_data_record(
name="migrated"”,
auth_header="Bearer 123",
alg_in="AES-256-GCM",
alg_out="AES-256-GCM",
dek_in="src",
dek_out="dst",
header_json='{"alg":"AES-256-GCM","nonce”:"00","tag”:"11"}",
payload_hex="00",
)
assert record.auth_hash.startswith("pbkdf2_sha256%")
finally:
repo.close ()
try:
db_path.unlink ()
except OSError:
pass

Pucynok 47 — tests/test db_migration.py

import json

import os

from pathlib import Path
from uuid import uuid4

import pytest

from vault.cli import main

def test_load_reencrypts_and_stores():
try:
from vault.crypto import decrypt_container, encrypt_container
from sqlalchemy import select
from vault.db import DataRecord, VaultRepository
except ModuleNotFoundError as exc:
pytest.skip(str(exc))

base_path = Path(".").resolve()

stem = f"test_load_flow_{uuid4().hex}"

db_path = (base_path / f"{stem}.db").resolve()

src_key_file = (base_path / f"{stem}_src_dek.hex").resolve()
dst_key_file = (base_path / f"{stem}_dst_dek.hex").resolve()
container_file = (base_path / f"{stem}_container.json"”).resolve()

previous_master_kek = os.environ.get("VAULT_MASTER_KEK_HEX")
os.environ["VAULT_MASTER_KEK_HEX"] = "aa" * 32
try:

db_url = f"sqlite:///{db_path.as_posix()}"

src_key_hex = "11" x 16
dst_key_hex = "22" % 32
try:

src_key_file.write_text(src_key_hex, encoding="utf-8")
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dst_key_file.write_text(dst_key_hex, encoding="utf-8")

except PermissionError as exc:

pytest.skip(f"Filesystem write is restricted in this environment: {exc}")

assert (
main(
[
"--db-url”,
db_url,
"add-dek",
"--name",
"src",
nogn
str(src_key_file),
]
)
== 0
)
assert (
main (
[
"--db-url”,
db_url,
"add-dek"”,
"--name",
"dst",
g
str(dst_key_file),
]
)
== 0
)

plaintext = b"vault-load-flow"

input_payload_hex, input_header = encrypt_container(

algorithm="AES-128-GCM",
key_hex=src_key_hex,
plaintext=plaintext,
)
try:
container_file.write_text(
json.dumps ({"header”: input_header, "data":

False),

encoding="utf-8",
)
except PermissionError as exc:

pytest.skip(f"Filesystem write is restricted in

assert (
main(
[
"--db-url",
db_url,
"load"”,
"--name",
"record-1",
"o
str(container_file),
"--auth",

100
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"Bearer 123",
"--alg-in",
"AES-128-GCM",
"--alg-out”,
"ChaCha20-Poly1305",
"--dek-in",

"src",

"--dek-out",

"dst",

repo = VaultRepository(db_url)
try:

record = repo.get_key(name="dst", key_type="dek")

assert record is not None

with repo.session_factory() as session:

data_record = session.execute(select(DataRecord).where(DataRecord.name

record-1")).scalar_one ()

output_header = json.loads(data_record.
decrypted = decrypt_container(
algorithm="ChaCha20-Poly1305",
key_hex=dst_key_hex,
header=output_header,
payload_hex=data_record.payload_hex
)
assert decrypted == plaintext
finally:
repo.close ()
finally:
if previous_master_kek is None:
os.environ.pop("VAULT_MASTER_KEK_HEX",

else:

header_json)

)

None)

os.environ["VAULT_MASTER_KEK_HEX"] = previous_master_kek

for path in (container_file, src_key_file,
try:
path.unlink(missing_ok=True)
except OSError:
pass

dst_key_file, db_path):

Pucynok 48 — tests/test load flow.py

from pathlib import Path

import pytest
from pydantic import ValidationError

from vault.schemas import HeaderModel, LoadCommand,

def test_header_validation():
header = HeaderModel.model_validate(

{

101
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"alg": "AES-256-GCM",
"nonce”: "00" * 12,
"tag”": "11" % 16,
}
)
assert header.alg == "AES-256-GCM"

def test_load_requires_header_for_data_hex():
with pytest.raises(ValidationError):
LoadCommand.model_validate (

{
"db_url”: "sqlite:///x.db",
"name"”: "record”,
"file": str(Path(__file__).resolve()),
"auth”: "Bearer 123",
"alg_in": "AES-128-GCM",
"alg_out"”: "AES-256-GCM",
"dek_in": "src",
"dek_out": "dst",
"data_hex": "@off",

¥

def test_store_plaintext_validates_auth_and_file():

command = StorePlaintextCommand.model_validate(
{
"db_url”: "sqlite:///x.db",
"name"”: "record",

"file": str(Path(__file__).resolve()),

Pucynok 49 — tests/test schemas.py

"auth”: "Bearer 123",
"alg": "AES-256-GCM",
"dek": "main",
}
)
assert command.auth == "Bearer 123"
from __future__ import annotations

import datetime as dt
import json

import os

import shutil

import ssl

import subprocess

import sys

import time

import urllib.error
import urllib.request
import wuuid

from dataclasses import dataclass
from pathlib import Path

ROOT = Path(__file__).resolve().parents[1]
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PYTHON = sys.executable
if str(ROOT) not in sys.path:
sys.path.insert (@, str(ROOT))

@dataclass

class CheckResult:
name: str
ok: bool
details: str

class IntegrationRunner:
def __init__(self) -> None:
self.results: list[CheckResult] = []
self.temp_dir = ROOT / f"integration_tmp_{uuid.uuid4().hex}"
self.temp_dir.mkdir(parents=True, exist_ok=True)

self.api_process: subprocess.Popen[str] | None = None
self.master_kek_hex = "aa” % 32
self.common_env = os.environ.copy()

self.common_env["VAULT_MASTER_KEK_HEX"] = self.master_kek_hex

def add_result(self, name: str, ok: bool, details: str = "") -> None

self.results.append(CheckResult(name=name, ok=ok, details=details))

status = "PASS" if ok else "FAIL"

print(f"[{status}] {namel}")

if details and not ok:
print(details)

def run_cmd(self, name: str, args: list[str], expect_code: int = 0,
None) -> None:
proc = subprocess.run(
[PYTHON, =*args],
cwd=ROO0T,
env=self.common_env,
capture_output=True,
text=True,
)
output = (proc.stdout + "\n"” + proc.stderr).strip()
ok = proc.returncode == expect_code
if contains is not None:
ok = ok and (contains in output)
self.add_result(name, ok, details=output[:12001])

def run_unit_tests(self) -> None:
self.run_cmd(
name="pytest",

"

args=["-m", "pytest”, "-q", "tests"],
expect_code=0,

contains="passed",

def run_cli_checks(self) -> None:
db_url = f"sqlite:///{(self.temp_dir / 'manual.db’').as_posix()2}"
src_key_file = self.temp_dir / "src.hex”
dst_key_file = self.temp_dir / "dst.hex"
bad_key_file = self.temp_dir / "bad.hex”
payload_file = self.temp_dir / "payload.hex"
container_file = self.temp_dir / "container.json”

103
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76

77 src_key_file.write_text(”"11" * 16 + "\n"”, encoding="ascii")

78 dst_key_file.write_text("22" * 32 + "\n"”, encoding="ascii")

79 bad_key_file.write_text("xyz\n", encoding="ascii")

80

81 self.run_cmd(

82 name="cli add-dek src”,

83 args=["main.py"”, "--db-url”, db_url, "add-dek”, "--name", "src”", "-f", str(
src_key_file)],

84 expect_code=0,

85 contains=""status": "ok"',

86 )

87 self.run_cmd(

88 name="cli add-dek dst",

89 args=["main.py"”, "--db-url”, db_url, "add-dek”, "--name"”, "dst", "-f", str(
dst_key_file)],

90 expect_code=0,

91 contains='""status"”: "ok"',

92 )

93

94 from vault.crypto import encrypt_container

95

96 payload, header = encrypt_container(

97 algorithm="AES-128-GCM",

98 key_hex="11" x 16,

99 plaintext=b"integration-data"”,

100 )

101 container_file.write_text(json.dumps({"header"”": header, "data": payload}), encoding="utf
-8")

102

103 self.run_cmd(

104 name="cli load success”,

105 args=[

106 "main.py",

107 "--db-url",

108 db_url,

109 "load”,

110 "--name",

111 "recl”,

112 mofr

113 str(container_file),

114 "--auth",

115 "Bearer 123",

116 "--alg-in",

117 "AES-128-GCM",

118 "--alg-out”,

119 "ChaCha20-Poly1305",

120 "--dek-in",

121 "src",

122 "--dek-out”,

123 "dst”,

124 P

125 expect_code=0,

126 contains='"status”: "ok"',

127 )

128

129 self.run_cmd(

130 name="cli invalid algorithm",

131 args=["main.py"”, "--db-url”, db_url, "generate-dek"”, "--name", "bad"”, "--alg", "

104
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INVALID"],
expect_code=1,
contains="Input should be",
)
self.run_cmd(
name="cli bad hex key",
args=["main.py", "--db-url”, db_url, "add-dek"”,
bad_key_file)],
expect_code=1,
contains="Hex value",
)
self.run_cmd(
name="cli missing dek”,
args=[
"main.py",
"--db-url”,
db_url,
"load"”,
"--name",
"rec2",
nogr
str(container_file),
"--auth",
"Bearer 123",
"--alg-in",
"AES-128-GCM",
"--alg-out”,
"ChaCha20-Poly1305",
"--dek-in",
"missing”,
"--dek-out",
"dst",
AP
expect_code=1,
contains="DEK not found”,
)
self.run_cmd(
name="cli data-hex without header"”,
args=[
"main.py",
"--db-url",
db_url,
"load"”,
"--name",
"rec3”,
nog
str(container_file),
"--auth",
"Bearer 123",
"--alg-in",
"AES-128-GCM" ,
"--alg-out”,
"ChaCha20-Poly1305",
"--dek-in",
"src",
"--dek-out",
"dst",
"--data-hex",

" "

aa",

105
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189 P

190 expect_code=1,

191 contains="header-json is required”,

192 )

193

194 payload_file.write_text(”"0011\n", encoding="ascii")

195 bad_header = json.dumps(

196 {

197 "alg": "AES-256-GCM",

198 "nonce"”: "00112233445566778899%aabb",

199 "tag": "00112233445566778899aabbccddeeff”,

200 3}

201 )

202 self.run_cmd(

203 name="cli header alg mismatch”,

204 args=[

205 "main.py",

206 "--db-url”,

207 db_url,

208 "load”,

209 "--name",

210 "recd4"”,

211 L

212 str(payload_file),

213 "--header -json",

214 bad_header ,

215 "--auth"”,

216 "Bearer 123",

217 "--alg-in",

218 "AES-128-GCM",

219 "--alg-out"”,

220 "ChaCha20-Poly1305",

221 "--dek-in",

222 "src",

223 "--dek-out"”,

224 "dst”,

225 1,

226 expect_code=1,

227 contains="Header alg mismatch”,

228 )

229

230 self.run_api_e2e(db_url=db_url)

231

232 def _make_self_signed_cert(self, key_path: Path, cert_path: Path) -> None:
233 from cryptography import x509

234 from cryptography.hazmat.primitives import hashes, serialization
235 from cryptography.hazmat.primitives.asymmetric import rsa
236 from cryptography.x509.0id import NameOID

237 import ipaddress

238

239 key = rsa.generate_private_key(public_exponent=65537, key_size=2048)
240 subject = issuer = x509.Name(

241 [

242 x509.NameAttribute (NameOID.COUNTRY_NAME , "US"),
243 x509 . NameAttribute (NameOID.ORGANIZATION_NAME , "Vault Integration”),
244 x509 . NameAttribute (NameOID.COMMON_NAME, "127.0.0.1"),
245 1

246 )

247 cert = (
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x509.CertificateBuilder ()

.subject_name (subject)

.issuer_name (issuer)
.public_key(key.public_key())
.serial_number (x509.random_serial_number ())

.not_valid_before(dt.datetime.now(dt.timezone.utc)

- dt.timedelta(minutes=1))

.not_valid_after(dt.datetime.now(dt.timezone.utc) + dt.timedelta(days=1))

.add_extension(
x509.SubjectAlternativeName (
L
x509 .DNSName ("localhost”),

x509 . IPAddress (ipaddress.ip_address(”127.0.0.1")),

),

critical=False,

)
.sign(key, hashes.SHA256())

key_path.write_bytes(

)

key.private_bytes(
encoding=serialization.Encoding.PEM,

format=serialization.PrivateFormat.TraditionalOpenSSL,

encryption_algorithm=serialization.NoEncryption(),

cert_path.write_bytes(cert.public_bytes(serialization.Encoding.PEM))

run_api_e2e(self, x, db_url: str) -> None:

key_path = self.temp_dir / "cert_key.pem”

cert_path = self.temp_dir / "cert.pem”

self._make_self_signed_cert(key_path=key_path,

env

= self.common_env.copy()

env["VAULT_DB_URL"] = db_url
self.api_process = subprocess.Popen(

ctx

ctx.

L
PYTHON ,
"o
"uvicorn",
"vault.api:app”,
"--host",
"127.0.0.1",
"--port”,
"9666",
"--ssl-keyfile",
str(key_path),
"--ssl-certfile”,
str(cert_path),
AP
cwd=ROO0T,
env=env,
stdout=subprocess.PIPE,
stderr=subprocess.STDOUT,
text=True,

= ssl.create_default_context ()
check_hostname = False
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ctx.verify_mode = ssl.CERT_NONE

def http_get(path: str, auth: str | None = None) -> tuplelint, str]:
req = urllib.request.Request(f"https://127.0.0.1:9666{path}")
if auth:
req.add_header ("Authorization”, auth)
with urllib.request.urlopen(req, context=ctx, timeout=5) as resp:
return resp.status, resp.read().decode("utf-8")

ready = False
for _ in range (40):
if self.api_process.poll() is not None:

break
try:
status_code, body = http_get("/health")
if status_code == 200 and "ok"” in body:
ready = True
break

except Exception:
time.sleep(0.2)

self.add_result("api health”, ready, "Server did not become healthy.")
if not ready:

return

try:
status_code, body = http_get("/data/rec1"”, auth="Bearer 123")
self.add_result(
"api data authorized”,
status_code == 200 and "integration-data” in body,
body,
)
except Exception as exc:

self.add_result("api data authorized”, False, str(exc))

try:

http_get("/data/rec1”, auth="Bearer bad")

self.add_result("api data unauthorized"”, False, "Expected 401 response.")
except urllib.error.HTTPError as exc:

self.add_result(”api data unauthorized"”, exc.code == 401, f"HTTP {exc.code}")

try:

http_get("/data/missing”, auth="Bearer 123")

self.add_result("api data missing”, False, "Expected 404 response.")
except urllib.error.HTTPError as exc:

self.add_result("api data missing”, exc.code == 404, f"HTTP {exc.codel}")

cleanup(self) -> None:
if self.api_process is not None:
self.api_process.terminate ()
try:
self.api_process.wait(timeout=5)
except subprocess.TimeoutExpired:
self.api_process.kill()
shutil.rmtree(self.temp_dir, ignore_errors=True)
for db_file in ROOT.glob("test_apix.db"):
try:
db_file.unlink ()
except OSError:

108



[Tponomxenue [punoxenus A

366 pass

367

368 def summary(self) -> int:

369 passed = sum(1 for item in self.results if item.ok)
370 total = len(self.results)

371 print(f"\nSummary: {passed}/{total} checks passed”)
372 if passed != total:

373 print(”"Failed checks:")

374 for item in self.results:

375 if not item.ok:

376 print(f"- {item.namel}")
377 return 2

378 return 0

379

380

381 def main() -> int:

382 runner = IntegrationRunner ()

383 try:

384 runner.run_unit_tests ()

385 runner.run_cli_checks ()

386 return runner.summary ()

387 finally:

388 runner.cleanup()

389

390

391 if __name__ == "__main__":

392 raise SystemExit(main())

Pucynok 50 — scripts/check all.py
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from __future__ import annotations
import argparse

import json

import sys

from pathlib import Path

ROOT = Path(__file__).resolve().parents[1]

if str(ROOT) not in sys.path:
sys.path.insert (@, str(ROOT))

from vault.crypto import encrypt_container

def build_parser () -> argparse.ArgumentParser:
parser = argparse.ArgumentParser (

description="Create an encrypted container from plaintext using Vault's Python API.",

)
parser.add_argument("-f", "--file"”, required=True, help="Path to plaintext input file.")
parser.add_argument("--alg"”, required=True, help="Encryption algorithm.")

parser.add_argument ("--key-hex"”, required=True, help="Plaintext DEK

parser.add_argument (

in hex format.")

"oon,
"--output"”,
help="0Optional path to write JSON container. Prints to stdout when omitted."”,
)
parser.add_argument (
"--flat"”,
action="store_true",
help="0Output flat JSON with alg/nonce/tag/data instead of nested header/data.",
)

return parser

def main(argv: list[str]l | None = None) -> int:
parser = build_parser ()
args = parser.parse_args(argv)

plaintext = Path(args.file).read_bytes()
if not plaintext:
raise SystemExit("Plaintext file is empty.")

payload_hex, header = encrypt_container(
algorithm=args.alg,
key_hex=args.key_hex,
plaintext=plaintext,

)
if args.flat:
container = {x*header, "data”": payload_hex}
else:
container = {"header"”: header, "data”: payload_hex}
rendered = json.dumps(container, ensure_ascii=False, indent=2)

if args.output:

Path(args.output).write_text(rendered + "\n"”, encoding="utf-8")

print(args.output)
else:
print(rendered)

return 0
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61

62 if __name__ == "__main__"
63 raise SystemExit(main())
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